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<?xml version="1.0"?>
<EntitiesDescriptor xmlIns="urn:oasis:names:tc:SAML:2.0:metadata" Name="GakuNin" validUntil="2013-04-08T14:00:00Z">
<EntityDescriptor ID="P10001JP" entitylD="https://idp.nii.ac.jp/idp/shibboleth">
<IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML.:1.1:protocol urn:mace:shibboleth:1.0
urn:oasis:names:tc:SAML:2.0:protocol ">
<Extensions>
<shibmd:Scope xmins:shibmd="urn:mace:shibboleth:metadata:1.0" regexp="false">nii.ac.jp</shibmd:Scope>
<mdui:UlInfo xmIns:mdui="urn:oasis:names:tc:SAML:metadata:ui*>
<mdui:DisplayNamexml:lang="ja">
&#x56FD; &#x7ACB;&#x60C5; &#x5831; &#x5B66;&#x7814;&#X7AT6;&#x6240;
</mdui:DisplayName>




<mdui:DisplayName xml:lang="en">National Institute of Informatics</mdui:DisplayName>
<mdui:Keywords xml:lang="en">category:location:kanto</mdui:Keywords>
</mdui:UlInfo>
</Extensions>
<KeyDescriptor>
<ds:KeylInfo xmins:ds="http://mww.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Data>
<ds:X509Certificate>MIIErTCCASWgAWIBAgIIbJHS05G+FP8wDQYJKoZIlhveNAQEFBQAWFTELMAKGALUE
BhMCSIAXETAPBgNVBACTCEF)YWRIbWUyMSowKAYDVQQKEYFOY XRpb25hbCBJbnNO

13+SYpACEXnLx95S50t1CxCU+QrSFcdBmgJR7e47qY Gx3903rRb/zIuKIGZ60isC
pA::
</ds:X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</KeyDescriptor>
<NamelDFormat>urn:mace:shibboleth:1.0:nameldentifier</NamelDFormat>
<NamelDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</NamelDFormat>
<SingleSignOnService Binding="urn:mace:shibboleth:1.0:profiles:AuthnRequest"
Location="https://idp.nii.ac.jp/idp/profile/Shibboleth/SSO"/>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://idp.nii.ac.jp/idp/profile/SAML2/POST/SSO"/>
<SingleSignOnService Binding="urn:oasis:names:tc:SAML.:2.0:bindings:HTTP-Redirect"
Location="https://idp.nii.ac.jp/idp/profile/SAML2/Redirect/SSO"/>
</IDPSSODescriptor>
<AttributeAuthorityDescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML:1.1:protocol
urn:oasis:names:tc:SAML.:2.0:protocol ">
<Extensions>
<shibmd:Scope xmins:shibmd="urn:mace:shibboleth:metadata:1.0" regexp="false">nii.ac.jp</shibmd:Scope>
</Extensions>
<KeyDescriptor>
<ds:KeyInfo xmIns:ds="http://www.w3.0rg/2000/09/xmldsig#">
<ds:X509Data>
<ds:X509Certificate>MIIErTCCASWgAwWIBAgIIbJHS05G+FP8WDQYJKoZIhveNAQEFBQAWFTELMAKGALUE
BhMCSIAXETAPBgNVBACTCEFjYWRIbWUyMSowKAYDVQQKEYFOY XRph25hbCBJbnNO

13+SYpACEXnLx95S50t1CxCU+QrSFcdBmgJR7e47qY Gx3903rRb/zIuKIGZ60isC
p —
</ds:X509Certificate>
</ds:X509Data>
</ds:KeylInfo>
</KeyDescriptor>
<AttributeService Binding="urn:oasis:names:tc:SAML.:1.0:bindings:SOAP-binding"
Location="https://idp.nii.ac.jp:8443/idp/profile/SAML1/SOAP/AttributeQuery"/>
<AttributeService Binding="urn:oasis:names:tc:SAML.:2.0:hindings:SOAP"
Location="https://idp.nii.ac.jp:8443/idp/profile/SAML2/SOAP/AttributeQuery"/>
<NamelDFormat>urn:mace:shibboleth:1.0:nameldentifier</NamelDFormat>
<NamelDFormat>urn:oasis:names:tc:SAML:2.0:nameid-format:transient</NamelDFormat>
</AttributeAuthorityDescriptor>
<Organization>
<OrganizationName xml:lang="en">National Institute of Informatics</OrganizationName>
<OrganizationName
xml:lang="ja">&#x56FD;&#x7ACB;&#x60C5; &#x5831; &#X5B66; &#x7814; &#x7AT76;&#x6240;</OrganizationName>
<OrganizationDisplayName xml:lang="en">National Institute of Informatics</OrganizationDisplayName>
<OrganizationDisplayName
xml:lang="ja">&#x56FD;&#x7ACB;&#x60C5;&#x5831; &#x5B66; &#x7814; &#X7AT76;&#x6240;</OrganizationDisplayName>
<OrganizationURL xml:lang="en">http://www.nii.ac.jp/</OrganizationURL>
</Organization>
<ContactPerson contactType="technical">
<GivenName>Takumi</GivenName>
<SurName>ISHII</SurName>
<EmailAddress>mailto:lan-admin@nii.ac.jp</Email Address>
</ContactPerson>
</EntityDescriptor>
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AR R=ILT B5ED CentOS M 32bits IREBETH DD 64bits IRIBETH AN THEEL ., &
P IDKEA VA F—ILLZET,

"uname -a"AY Y RIZ&K > T, BEDRBIZEWTELLEZA VA M—ILT BHRENE
ERTEET,

#uname -a
Linux idp.example.com 2.6.32-220.e16.x86_64 #1 SMP Tue Dec 6 19:48:22 GMT 2011 x86_64

x86_64 x86_64 GNU/Linux
64bits IRIZETH BIHEIZIE. T Tx86 64 LREH=NFET,

Oracle @ Web H 1 | (http://www.oracle.com/technetwork/java/javase/downloads/index.html)
LY. IDK6 DF THRHFD/N—2a V& BATAI VA M—ILLET,

SFEIDK7 ZBIXH WK SIZLTLIEELY,

2013-03-18 B IZH LV T I jdk-6u43-linux-x64-rpm.bin A\ 64bits IRIE(Z FH 1T & D
JDK6 T, U?DUT 272 EEFx2 ) T4 74V I REDT7 Y TT—FRTT,

TEEDESIBGAV U FSIAVEANTSHIET, IDK6EA VA M—ILLFET,

# chmod a+x jdk-6u??-linux-x64-rpm.bin
# ./jdk-6u??-linux-x64-rpm.bin

22 https://lwww.gakunin.jp/docs/fed/technical/idp/install/idpInst3

7EE: Shibboleth IdP [& CentOS ITHEZETA VX F—JLE N TLVSH GNU fR®D Java
Compiler - Virtual Machine TIEENMEL EFH A, RIZjavaFD AT FHBRIZA VX =)L
SNTLWEKSICRATH, IDKDA VR F—JLIZDWTRHZE TS,

Red Hat and CentOS ship with the GNU Java compiler and VM by default. These are not
usable with Shibboleth so you must install another JVM. The Sun HotSpot VM is the most
commonly used. On recent versions of these distros, you can also install a compatible
version of OpenJDK 1.6 using yum. To find the appropriate package name, run yum
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makecache && yum search openjdk. You will also need to ensure that Tomcat is using
OpenJDK rather than the GNU tools.
(https://wiki.shibboleth.net/confluence/display/SHIB2/IdPInstall)

Tomcat6 DA R —JL

Shibboleth 1dP & Tomcat > Jetty & L\ 7= Java Servlet Container @ £ TEj < Java Servlet
DYVIEDTT7TY, AY¥=Za7I)Lb. RUEEBMA A FTIE Tomecat 6 ZFIRT 5 &
FRELTWLWET,

2% Shibboleth 1dP D E2#i 7t Wiki R— TlX, Tomcat 6 LA4} D Java Servlet Container %/
7oz 7EEZFIALTShibboleth IdP 24 VR b—IL T B A ELBREINTLET
(Jetty 7, JBoss Tomcat), {10 Container ZFIF T 45156, LIEBOEREIZDOVLWTEL—8ELS
HREETERTDHELAHYETDT, TEELFZELY,

;¥ & Servlet Container & L T Tomcat 7 Z3EIEHEWLNESIZLTLES W, BEATIET
SEDBEYDFENHY F£T,

Tomcat 7 is not yet supported unless you don't need support for SOAP traffic on the
additional port, or are prepared to deploy an Apache web server as the "front-end" to the
Tomcat service. This is a consequence of there not being a specialized certificate evaluation
override for Tomcat that delegates evaluation of SP certificates to the IdP application. It is

impractical in most deployments to rely on Tomcat to perform its standard methods of client
certificate validation.

(https://wiki.shibboleth.net/confluence/display/SHIB2/IdPApacheTomcatPrepare)
Tomcat DA > O— KA |+ (http://tomcat.apache.org/download-60.cgi) @ [Binary
N—2320% 6036 TY,

Aryoo—F#&, y9o0—FEICBEWTTREOELS5HavT Y FEAHDL., Tomeat 6
DAVAM—ILEFTVET,

# In -s /usr/java/apache-tomcat-6.7.?? /usr/java/tomcat

Fi=. BEEMAHA K (https://www.gakunin.jp/docs/fed/technical/idp/install/idpinst3) [ZE2
HIhTWd TBBEFHRV YT . RU. RmRX MEBROBBETOHREL. BHEIC
L THEIH-2TLIEELY,

Shibboleth 1dP AM&F T 2 BIEDRIBELE M ZHRTET 57, Tac% [#/etc/profile] DT
2178) ITHALET,

JAVA HOME-=/usr/java/default
MANPATH=3MANPATH:$JAVA_HOME/man
CATALINA_ HOME=/usr/java/tomcat
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TOMCAT_HOME=$CATALINA_HOME
PATH=$JAVA_HOME/bin:$CATALINA_HOME/bin:$PATH
export PATH JAVA_HOME CATALINA_HOME

BMLE-RESRESZ. BENOTA VA —SFI)ILTHRAAHFET,

‘ # source /etc/profile

£ %: chkeonfig EZ AT, YR TLDEEFRFICEEMIC tomcat 6 ZEBISEH 2 &M
TEFET,

# chkconfig --add tomcat6
# chkconfig --level 345 tomcat6 on

httpd DEXTE
CZTIEWeb —/\T%H3 httpd & Tomcat ZEHESHHREFITLVET,

ERE: httpd DERFEIL. S EIFXFE T S Shibboleth IdP DA VX F—JILERA FEED KD
[TFIRATEMNTLELG>TEFTY, HIAIE. HORARICT—NEAT 523 YNLGNERIC
[T, 80 FER— bADhttp L BEMEFIRT & WO ERLARETY . 1dP DY —/\E
R EZRICEEZLE G >TLESL,

AR A A K (https://www.gakunin.jp/docs/fed/technical/idp/install/idpInst3) TI&,
ServerName MERELEE &, IdP D 1=H D ProxyPath MERE E1TH > TLET,

ServerName idp.example.com:80

ServerName idp.example.com:443
ProxyPass /idp/ ajp://localhost:8009/idp/

BE: LBE. PR BEMHACAFTIE, SSTTomcat6 DREIT 7 A ILD—DTHD
lusr/java/tomcat/conf/serverxml DIEIEZITHEH>TWETHA., KFBTEHERLET ., IhlE.
ldP 4 >R k—JLEIZ, 1P ~DEHABREITS-HTT

(https://wiki.shibboleth.net/confluence/display/SHIB2/IdPInstall @ "A Quick Test" MIEE S
i)

BE. VAT LRREZRIZEEAIIZ Shibboleth 1dP ZEifE =& 5 (ZI&. chkeonfig % T httpd
LURATLEREFICIZILENDSKIITLET,

Shibboleth IdP DA VX b—JL

http://shibboleth.net/downloads/identity-provider/latest/ A\ 5 &#HT D Shibboleth IdP (2013-03-
18R TIE 238) #4orva—FkL, 1 VR =ILLET,
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# unzip shibboleth-identityprovider-2.?.?-bin.zip
# cd shibboleth-identityprovider-2.?.?

# chmod a+x install.sh

# Jinstall.sh

Shibboleth IdP MIEL { 4 >R F—J)L&t. Tomcat6 L THEEIL TLVRBEIZIE. LLTD
Web R— A7 4+ X LK. Shibboleth IdP M 5 "0k"E WS IEENEBLNET

http://(1dP M 7R X b+ 44):8080/idp/profile/Status

SE: RKRIZE->TIE, ELLA VAR M=ILENTWBEETEH., Tomcat BADHFE
FICEBAINSIERELT, LREOEELRERENEINIETTHRZET IHEENHY
£7,

CDFERIL. %3R89 B httpd & tomcat DERTEIZT 8080 FER— FZFAL HF T, IdP DE
ERERRICAWVWS CEMNTEFT
(https://wiki.shibboleth.net/confluence/display/SHIB2/IdPInstall @ "A Quick Test" D& HSH)

2% (shibboleth 1 > X k—)L): https://www.gakunin.jp/docs/fed/technical/idp/install/idpInst5

shibboleth-jce-1.1.0.jar (& L < /£ tomcat6-dta-ssl-1.0.0.jar) D71 > X ;F—/L

shibboleth-jce-1.1.0.jar ¥ L < [& tomcat6-dta-ssl-1.0.0.jar ZFALVT JDK @ java.security
DEFEITVET, REETIF 2013 £ 3 ARRDOFERREMAA I - T, BIBEDAE
FRRELFET, CNODHREDEWVCODVWTIXARBORRICHALET,

tomcat6-dta-ssl-1.0.0.jar  Ti URLANT VR THIELTHAYA—FLET,

https://build.shibboleth.net/nexus/content/repositories/releases/edu/internet2/middleware/shi
bboleth-jce/1.1.0/shibboleth-jce-1.1.0.jar

5% 3L LERER—VIZHEAELLZWES. Shibboleth [dP2.3.3 LIFIDY 7 bz 7H 5
BMELET, HAIX, http://shibboleth.net/downloads/identity-provider/2.3.3/shibboleth-
identityprovider-2.3.3-bin.zip & Y Shibboleth IdP 2.3.3 #%&. unzip A<X > KTRRED L. &
HEENE=T7AILOFRM S lib/shibboleth-jece-1.1.0.jar Z/FE T,

Hf% L = shibboleth-jce-1.1.0.jar % /usr/java/jdk1.6.0_??/jre/lib/ext/ IZaE—L.
lusr/java/jdk1.6.0_??/jre/lib/security/java.security (??(& JDK6 DY A F+—/N\— 3 o TA VR
F—JLL7=IDK TEIZEIELFET) ICTTFREDK SIS
"security.provider.9=edu.internet2.middleware.shibboleth.Delegate ToApplicationProvider" MD1T %
EBmMLET,

#

# List of providers and their preference orders (see above):
#
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security.provider.1=sun.security.provider.Sun

security.provider.7=org.jcp.xml.dsig.internal.dom.XMLDSigRI
security.provider.8=sun.security.smartcardio.SunPCSC
security.provider.9=edu.internet2.middleware.shibboleth.Delegate ToApplicationProvider

% https://lwww.gakunin.jp/docs/fed/technical/idp/install/idpInst5

% #. shibboleth-jce-1.1.0.jar MX1> Y IZ tomcat6-dta-ssl-1.0.0.jar ZRAW=HREZF1T 515
BIZIE, FTREA—JDZZBLTIESL,
e https://www.gakunin.jp/ml-archives/upki-fed/msg00501.html
e https://wiki.shibboleth.net/confluence/display/SHIB2/IdPApacheTomcatPrepare

2013 £ 03 ATRTE. tomcat6-dta-ssl-1.0.0.jar ZFALV5 AiEAY. Shibboleth 1dP EZ % 7T Wiki
Iy

[CEITHHRERFEICHE S TEYFET, XRRBETRHERORFRATORMH A FETITHRE
TEAEEZBELTVDR, CTESESL,

Tomcat 6 DERE

lusr/java/tomcat/conf/server.xml| DEEIE
8009 HER— MK T HREETELDBYICEELET,

| <Connector port="8009"
protocol="AJP/1.3" redirectPort="8443"

enableLookups="false"
tomcatAuthentication="false" address="127.0.0.1" />

8080 FAR— FZLIBEFA LA WMGEIZIE. U THAREZAAVECTORLET

<l--
<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

-—>

®EBZITL tomcat ZHEEI L =R T, AL L1z http//(1dP DRXR +
£):8080/idp/profile/Status ~NIIEHETEHLLHY FET,

endorsed/ 77 L2 FYTF®D jar Z7L/DTE—

shibboleth-identityprovider-2.?.2-bin.zip % f#& L 1= shibboleth-identityprovider-
2.2.2/endorsed 1235 5 DM jar 7 7 A JLESCATALINA HOME/endorsed 7«4 Lo +1) (&

& lusr/java/tomcat/endorsed) Z/ERLT. €A E—LFY,

Shibboleth 1dP 2.3.8 IZEWWTIXLULTD S5 2D T 7AIL T
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serializer-2.10.0.jar
xalan-2.7.1.jar
xercesimpl-2.10.0.jar
xml-apis-2.10.0.jar
xml-resolver-1.2.jar

ZNIZT&k>T, Tomcat 6 DEBIFFICI N LD jar 77 M ILOARLHFTEAAEN,
Shibboleth IdP AN E L ICH2EN T A K I Y £,

idp.war DRE

Shibboleth IdP MY 7 b T 7ARKTH S idp.war & Tomcat DRHTEHHAEICT
to_ L‘ij—o

lopt/shibboleth-idp/war/idp.war 7 7 14 JLZ . ${CATALINA_HOME}/webapps
(/usr/java/tomcat/endorsed) 7«4 Lo FJIZaE—LET,

‘# cp /opt/shibboleth-idp/war/idp.war ${CATALINA_HOME}/webapps

Shibboleth |IdP DB fEREE
httpd & Tomcat ZH#EE L F 7,

FRRIAA FORET S tomeat FEE) - FIERV VT FEA VA =L TS
BIZE, FIZETEOBYIZAALET,

# service tomcat6 stop
# service httpd restart
# service tomcat6 start

£ THWMGEICEF, FTREDBAYIZAHALET,

# sh /usr/java/tomcat/bin/shutdown.sh
# service httpd restart
# sh /usr/java/tomcat/bin/startup.sh

% https://lwww.gakunin.jp/docs/fed/technical/idp/install/idpInst8

tEEoBEBE. LTOREHEREL T ZELY
e Tomcat M A4 Jusr/java/tomcat/logs/catalina.out T Tomcat ML S5 —ZH L TULVE
R
e Shibboleth IdP @ O %4 Jopt/shibboleth-idp/logs/idp-process.log T Shibboleth 1dP AT
T—ZHAL TR
e httpd MITS5—0O4 Ivar/log/httpd/error_log T httpd AT S5 —ZFH AL TLVEELY
o (8080 FER— FZBAM L TLVA15EIX) hitp://(1dP D7R R+ 44):8080/idp/profile/Status
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(272X LTRRIZ ok EREDNED BAREMBIEADHYFT)

CCC-TIES A Shibboleth IdP DB/} E 774 ILDER

N FE THDERTE T Shibboleth IdP BEIZEEIZA VA b—ILahFEz L=, ZThBIE,
TIESVS EFEBIZH G S E R =-ODHREXFTLNET,

BARMIZITUTEITVET,
o NYIJIURT—EAR—I~ADEHRHRTE,
o NYIVIVKRT—AR—XLEDT—E2%SAML 7O I EDOEEIZTYELY
I BHERE
o LT YELUITHESPAREBI-ODKRE
o EEIAHSPOTITL—avICETBHERE

NWYIITY FF—EN—IXDERE

MBCEITNYI IV R T—ER—ADEREIFELG D=0, HoMLHEEECHL
BhETLESL,

AY=—aF7ILTlE. "y VIV RELTLDAP O FaLERWVWTERET 29— 1\%
HMELET., PREMAA FTBRNASNATLVS OpenLDAP, Ff=ld. —fgMICALVLNT
Ly% Windows Server @ Active Directory (LA FIAEIZIE LT AD) DA DRFEICELET,

relying-party.xml DRE

SO 7AIIZE, BEFXRELTLS 1P AMERET HRAMEESIREL., ThENIC
HLTEDKSICRAFEINERBLET,

ERETARRA MEERETAHIC, CTTHEROIEERELET .
e IPICEFETHTITL—2avDAFT—EDETE
o 1P A SPICHEBILEN-T—2PLERZETILOICAVDSAHE - MBERORTE
o EREIED IdP DEEIFIRE T 516D AnonymousRelyingParty, DefaultRelyingParty
DEXTE

F9., AT EI7TL—2a DA T2 5B LFET, FRIZELTIE, #52
DK —I\DOOREINEZIART—2ZFALET, COAZT—RIZIEEFDT T
L—>avIzsmd b2 TOHRI b (IdP, SP) MEEEH I THE Y. FHMSMAFEEHEM
SNEHEICEEET Y 77— FENTERMN 1P THEHLIAET,

Shibboleth IdP £ T, RSN EAE T -2 ZEFORETRL D DOFAT 58I,
relying-party.xml _£ T FileBackedHTTPMetadataProvider Z B W=R{EZTWVET ., hld,
Web ED URL ZHEELTA L T—2ZRIBLTA—AILDIT 7ML RTLIZREFL.
EHRICWeb EDA B T—REMFIT B ETT7 Yy TT— F%E1TS5 MetadataProvider T
T COR. AVFA 2V EDART—ADIRETEERT 5O —/N\IRAEZIWET
%1=8. €T TrustEngine 2 T DB/ELITLVET,
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TARIITL—Ya BRI TL—VaVTRELRAIT—ANELBZ EIC
[EDMFTLIEESLY,

e TAFIZzITFL—Y3Y
o AR T—4A DIEF: https://metadata.gakunin.nii.ac.jp/gakunin-test-metadata.xml
o FAULVAEEBAE: gakunin-test-signer-2011.cer

(https://metadata.gakunin.nii.ac.jp/gakunin-test-signer-2011.cer A\ 5 EX4%)
e ERIJITL—Y3 Y

o A A T—4 DIEF: https://metadata.gakunin.nii.ac.jp/gakunin-metadata.xml
o FULVAEEBAE: gakunin-signer-2010.cer
(https://metadata.gakunin.nii.ac.jp/gakunin-signer-2010.cer A\ 5 EX4H)

FFET. 20 I1dP BNEMZEET HRICHESIE - BRICTOMN SEEAE - MERICDOINT
HERE LFET, /path/to/idp.key IZIEFEZE TR % . /path/to/idp.crt IZIZEEBAZE~ND/NR EERTE
LET,

TALIZzTL—2avICEBBTHIEOETEIE. FIZIEUTOLSICHYET
(/opt/shibboleth-idp/credentials/gakunin—-test-signer—-2011.cer IZSEBREZREELT-
LDELFET)

<metadata:MetadataProvider id="ShibbolethMetadata"
xsi:type="metadata:ChainingMetadataProvider">
<metadata:MetadataProvider id="URLMD"
xsi:type="metadata:FileBackedHT TPMetadataProvider"
metadataURL="https://metadata.gakunin.nii.ac.jp/gakunin-test-metadata.xml"
backingFile="/opt/shibboleth-idp/metadata/gakunin-test-metadata.xml">
<metadata: MetadataFilter xsi:type="metadata:ChainingFilter">
<metadata:MetadataFilter xsi:type="metadata:RequiredValidUntil"
maxValidityInterval="1296000" />
<metadata:MetadataFilter xsi:type="metadata:SignatureValidation"
trustEngineRef="shibboleth. MetadataTrustEngine"
requireSignedMetadata="true" />
<metadata:MetadataFilter xsi:type="metadata:EntityRoleWhiteList">
<metadata:RetainedRole>samImd:SPSSODescriptor</metadata:RetainedRole>
</metadata:MetadataFilter>
</metadata: MetadataFilter>
</metadata:MetadataProvider>
</metadata:MetadataProvider>
<security:Credential id="IdPCredential" xsi:type="security:X509Filesystem">
<security:PrivateKey>/path/to/idp.key</security:PrivateKey>
<security:Certificate>/path/to/idp.crt</security:Certificate>
</security:Credential>
<security:TrustEngine id="shibboleth.MetadataTrustEngine"
xsi:type="security:StaticExplicitKeySignature">
<security:Credential id="MyFederation1Credentials"
xsi:type="security:X509Filesystem">
<security:Certificate>/opt/shibboleth-idp/credentials/gakunin-test-signer-2011.cer</security:Certificate>
</security:Credential>
</security:TrustEngine>
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BARAZ7ITL—Y 3 DOBA., backingFile IZBI3 5RE & Certificate DIEEMNZEDH Y,
UTDESIZHYFETS,

<metadata:MetadataProvider id="ShibbolethMetadata"
xsi:type="metadata:ChainingMetadataProvider">
<metadata:MetadataProvider id="URLMD"
xsi:type="metadata:FileBackedHT TPMetadataProvider"
metadataURL="https://metadata.gakunin.nii.ac.jp/gakunin- metadata.xml"
backingFile="/opt/shibboleth-idp/metadata/gakunin-metadata.xml">
<metadata:MetadataFilter xsi:type="metadata:ChainingFilter">
<metadata:MetadataFilter xsi:type="metadata:RequiredValidUntil"
maxValidityInterval="1296000" />
<metadata:MetadataFilter xsi:type="metadata:SignatureValidation"
trustEngineRef="shibboleth.MetadataTrustEngine"
requireSignedMetadata="true" />
<metadata: MetadataFilter xsi:type="metadata:EntityRoleWhiteList">
<metadata:RetainedRole>samImd:SPSSODescriptor</metadata:RetainedRole>
</metadata:MetadataFilter>
</metadata:MetadataFilter>
</metadata:MetadataProvider>
</metadata:MetadataProvider>
<security:Credential id="IdPCredential" xsi:type="security: X509Filesystem">
<security:PrivateKey>/path/to/idp.key</security:PrivateKey>
<security:Certificate>/path/to/idp.crt</security:Certificate>
</security:Credential>
<security:TrustEngine id="shibboleth.MetadataTrustEngine"
xsi:type="security:StaticExplicitkeySignature">
<security:Credential id="MyFederation1Credentials"
xsi:type="security:X509Filesystem"'>
<security:Certificate>/opt/shibboleth-idp/credentials/gakunin-signer-
2010.cer</security:Certificate>
</security:Credential>
<[security: TrustEngine>

2% LLBERIZNARAT—FPRESNTVRIGHEICEZEDNART—FZUTDL S
[THEETHIVENDHY FT,

<security:PrivateKey password="(password)"> ... </security:PrivateKey>

22 https://wiki.shibboleth.net/confluence/display/SHIB2/IdPCredentials

#%I[Z. AnonymousRelyingParty & DefaultRelyingParty (% L T B & M entitylD %
provider BB EFR L FT . CHIEFEER. BRI AHEFITHLTED LS ICIRAE S H
TRET DHEETY

Shibboleth I1dP 2.3.8 IZIZEETHE I N TS relying-party.xml RDELE % provider EB5
FFEATEELES,

<rp:AnonymousRelyingParty provider="https://idp.example.com/idp/shibboleth"
defaultSigningCredentialRef="1dPCredential />
<rp:DefaultRelyingParty provider="https://idp.example.com/idp/shibboleth"
defaultSigningCredentialRef="IdPCredential ">
<rp:ProfileConfiguration xsi:type="saml:ShibbolethSSOProfile"
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includeAttributeStatement="false"
assertionLifetime="PT5M" signResponses="conditional”
signAssertions="never"/>

<rp:ProfileConfiguration xsi:type="saml:SAMLZ1AttributeQueryProfile"
assertionLifetime="PT5M"
signResponses="conditional" signAssertions="never"/>

<rp:ProfileConfiguration xsi:type="saml:SAML1ArtifactResolutionProfile"
signResponses="conditional"
signAssertions="never"/>

<rp:ProfileConfiguration xsi:type="saml:SAML2SSOProfile"
includeAttributeStatement="true"
assertionLifetime="PT5M" assertionProxyCount="0"
signResponses="never" signAssertions="always"
encryptAssertions="conditional" encryptNamelds="never"/>

<rp:ProfileConfiguration xsi:type="saml:SAML2ECPProfile"
includeAttributeStatement="true"
assertionLifetime="PT5M" assertionProxyCount="0"
signResponses="never" signAssertions="always"
encryptAssertions="conditional" encryptNamelds="never"/>

<rp:ProfileConfiguration xsi:type="saml:SAML2ALttributeQueryProfile"
assertionLifetime="PT5M" assertionProxyCount="0"
signResponses="conditional" signAssertions="never"
encryptAssertions="conditional” encryptNamelds="never"/>

<rp:ProfileConfiguration xsi:type="saml:SAML2ArtifactResolutionProfile"
signResponses="never" signAssertions="always"
encryptAssertions="conditional” encryptNamelds="never"/>

</rp:DefaultRelyingParty>

AnonymousRelyingParty & DefaultRelyingParty @I DWTIXC B 6 E#SBL T
& LY: https://wiki.shibboleth.net/confluence/display/SHI1B2/1dPUnderstandingRP

% https://lwww.gakunin.jp/docs/fed/technical/idp/customize/relying-party

handler.xml & login.config D&F

LDAP Z/N\y I T FELTWABE, FITATAVAEELT IA—Hca—H4L
NRAT—FDANERT ] £SICIP ZEEL. TDA—HEE/NXT— K% LDAP T—
AR—ALTRRTDHELEIBRELFT,

2E A—HYRENRT—FOANZRTEADHRAZIIAZXLITAET . COERED
HHICOLWTEHUTZSRLTSZELY
https://wiki.shibboleth.net/confluence/display/SHIB2/IdPAuthUserPass

Shibboleth IdP 2.3.8 22 T{t/E L TLV5S handlerxml AT
e RemoteUser Z#FL\/= LoginHandler 3 »* > 7™ b (E31E)
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e UsernamePassword % FL\f= LoginHandler 3 A > k4 > (B%hik)

<I--
<ph:LoginHandler xsi:type="ph:RemoteUser">
<ph:AuthenticationMethod>urn:oasis:names:tc:SAML.:2.0:ac:classes:unspecified</ph: AuthenticationMethod>
</ph:LoginHandler>

-->

<ph:LoginHandler xsi:type="UsernamePassword"
jaasConfigurationLocation="file:///opt/shibboleth-idp/conf/login.config">

<ph:AuthenticationMethod>urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtected Transport</ph:Authenti

cationMethod>

</ph:LoginHandler>

% https://lwww.gakunin.jp/docs/fed/technical/idp/customize/handler

login.config T LDAP DRRICET HHREZLFET, CORERFNYIIVRT—4
R=—ZDERIZE > TRKECRBEYES, CZTEIDODBFEEFEITDT, BEIZLT
CEELY,

fl1: O—AHIVIZLDAP H—NZHRELTHD7—R

@ LR M2 OpenLDAP D & 57 LDAP H—/\HNRE L TH D

o MRFEEFZ LDAP H—NBEEADOY A VITBHELLY

e SSL XAV

e Uid ZAOJA VT BEDI—HLLET D

e LDAP NTOREDNDIMIZ4 S basedn A o=test_o,dc=ac,c=JP T#H5
o LDAP K& LT, basedn OFHOKRELBIRMIZERERT S

CDiFE. login.config DEEIFULTDLSICHEYFT,

edu.vt.middleware.ldap.jaas.LdapLoginModule required
IdapUrl="Idap://localhost"
baseDn="o0=test_o,dc=ac,c=JP"
ssl="false"
userFilter="uid={0}"
subtreeSearch="true";

Bl 2: 5D LDAP H—\BREEEhTINVS 7y —R
e Idap.example.org I1Z OpenLDAP M & 5 7% LDAP H—/\MNEFHEL TH D
e BMERIZOJTAUNIRE
o A —+4: uid=user,ou=People,dc=example,dc=org
o /XA — I: password
e baseDn A' ou=People,dc=example,dc=org

ZDIHEE. login.config DEFEIFLULTDLSITHY FET,
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edu.vt.middleware.ldap.jaas.LdapLoginModule required
IdapUrl="1dap://Idap.example.org"
bindDn="uid=user,ou=People,dc=example,dc=org"
bindCredential="password"
baseDn="ou=People,dc=example,dc=org"
ssl="false"
userFilter="uid={0}"
subtreeSearch="true";

{5 3: Active Directory ~SSL 72X 545 —X
e Idap.example.com [Z Idaps (SSL &t St 1= Idap) THEHEIT 5
o HHEIL—H L LT admin@tune.local, /SXJ7— K admin TAY AV L TREZIT
5

e sAMAccountName #0454 >3 5BD1I—HEL LTS
e base dn [ dc=tune,dc=local

EWLBEIZIF. BIRIETEDLSIZHY FT,

edu.vt.middleware.ldap.jaas.LdapLoginModule required
IdapUrl="Idaps://Idap.example.com”
bindDn="admin@tune.local"
bindCredential="admin"
ssl="true"
baseDn="dc=tune,dc=local"
userFilter="sAMAccountName={0}"
subtreeSearch="true";

B2 "It > T. Shibboleth IdP [Z4K7E L 42 LY LDAP ##iV—ILZRAWLT., —/\H Hj
FRYICHELTWAILEZHEDRLTHELL I L2880 LET, HIAIX, Linux ETIE
Idapsearch ZFAWA 2 EMNEZ bNFET, Cent0S6.2 TIXTRDELSI LTS VR F—IL
TZEXET:

‘# yum install openldap-clients

- FRFIO—DERLET:
# Idapsearch -x -H Idaps://Idap.example.com -D ‘admin@tune.local' -b dc=tune,dc=local
sAMAccountName=test -w admin

attribute-resolver.xml DFE

attribute-resolverxml Z#RET S E T, IIP N TORMEORSAEZEZEELET., £
(2. T—2DEFt (Bl LDAP X AD)ERFT—2DMIAE (Bl: TR -f-T—42 %
NDFEFE. REIZXFIZEZEMLTEE. &F) #EEELFET,

attribute-resolverxml THIATE AHEEIXZH TH ST, KIETIL CCC-TIES DEHRTE
[CFIFAT HEBIZOVWTOABNLET,
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SZ&: FETHRATETARMEMEE FNITxT S attribute-resolver.xml DEJRFEAHEIZDLY
TIE. U TOWebH A FESHELTLIEELY
https://www.gakunin.jp/docs/fed/technical/attribute

CCC-TIES (www.tieskun.net) EHEEERZITOIMRICIE. LLTOREMZEZ SPARKT L
EMBEATY:
e eduPersonPrincipalName (—&® ID & L TRHWEY)

LTFIE, 1dP AR L1355 E(ZIE. CCC-TIES DY —EX ETEVICALLRAET,
e mail (BFAZEDERILA—ILT FLRELTRHWEY)
e unscoped-affliation
faculty, staff MIHFEIZIE educator &% Y, O—RERERSDEET
student, member, ZZDIHFEIZ(X learner £ Y, BIEOAITAET
o sn (i)
e givenName (%)

BIZIEX, TNENDOREIZDOVNT., LDAP AL LUTO LS ICEHRIABONDIELET
e LDAP E® mail, sn, givenName, eduPersonAffiliation % IdP EDREI—DEHELIZ< v
EVT99 5
e LDAP ETuid ELTHELNDIEIZ. T IdP (idp.example.com) @ scope T&H S
idp.example.com Z:EML7=H D%, IdP EDEE4£ eduPersonPrincipalName (2 v
EJ94%
DFUY., uid &L T "example” A LDAP Mo/ 5NTI-IGEIC,
eduPersonPrincipalName (& "example@idp.example.com" & L 7=(»

Data Connector

=9 LDAP M S5 EES T 5 - D Data Connector # attribute-resolver.xml HIZEE
LEd, TEEDHITIL Idap.example.com & E 5 LDAP H—/\h b8 oh b 1EHR%E
myLDAP & ULv5 id 35D Data Connector IZE|Y B TET,

<resolver:DataConnector id="myLDAP" xsi:type="dc:LDAPDirectory"
IdapURL="Idap://Idap.example.com”
baseDN="ou=TiesTest,0=test_o,dc=ac,c=JP"
principal="uid=test001,0=test_o,dc=ac,c=JP"
principalCredential="test001">
<dc:FilterTemplate>
<I[CDATA[
(uid=$requestContext.principalName)
1>
</dc:FilterTemplate>
</resolver:DataConnector>

Data Connector % . attribute-resolverxml T NDI1E#ER % Attribute Definition ZE&XE 9
ABZETIPDEMBEIZERLEST, A= 7ILTIX 3 FEEED Attribute Definition % Fl|
BT 3R EEXHBNMLET,
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2% Shibboleth IdP DR T BithDFELED Attribute Definition [CDWTIXZ B 5 258
L T < = &LY: https://wiki.shibboleth.net/confluence/display/SHIB2/IdPAddAttribute

Simple Attribute Definition

LDAP LDEZZDEFE 1P LOREMHIEICEY HTSHEEIZIX. Simple Attribute
Definition EMEIEh2EHEZEZFRLVET . Simple Attribute Definition [$ER#G L1={EZ NI
BFICFDEEFERT 5. Attribute Definition D—FE T

5l Z IX givenName E WS BHEZEET 51-HIZ. LDAP DEIZDEMEFIFAT 5545
[CIEUTDOESICEHELET,

<resolver:AttributeDefinition xsi:type="ad:Simple"
id="givenName"
sourceAttributelD="givenName">
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="enc:SAML1String"
name="urn:mace:dir:attribute-def.givenName" />
<resolver:AttributeEncoder xsi:type="enc:SAML2String"
name="urn:oid:2.5.4.42"
friendlyName="givenName" />
</resolver:AttributeDefinition>

ZDOFIDIEE. myLDAP & LS Hilib L f= Data Connector A 51§ 5114 givenName
(sourceAttributelD @1AI) % Shibboleth IdP @) givenName (id DRI & FETUDI(F.
AttributeEncoder 2 ¥’ # VT SAML OE#ICiR > =BHERA~AIvEVY I LTWWET,
Z Tl AttributeEncoder M EFHIFERE L FE T, attribute-resolverxml RIZIEZEFRIZEHELTH
FATZ52EMHMEIZDULNTO AttributeEncoder R EHIN H D=8, ERMEICOVWTITEE
AAVRT7OR-2E—FB3LV o ETEETNETLTT,

AR LIROHIEES. Shibboleth DERTEFEAET H1=DIZIE. XML DEHk. #FIC
XMLIZEITS TRFIZER] OBMZIZOVWTHEHBFNCERL T DENHY FF ., LT
DHIDIEZE . resolver:AttributeDefinition & ULy XFF (X Mresolver" & LV FBRIIZIEE S
=R BIZREAD AttributeDefinition 2 4] ZRL TH Y. "resolver" & V5 B RTZERIZT DU
TOEEDN., COREDHETERICKRTLTVWAIEEZBARICRELTWET, Bikd
% attribute-resolverxml TIXBRAIZEREICET IEEL IO TELLG XML ZEBELTVET
DT, THotLHETHEREL T,

Simple Attribute Definition M & Y §¥ L WVRBRIZLITZ#SEB L T ZELY,
https://wiki.shibboleth.net/confluence/display/SHIB2/ResolverSimpleAttributeDefinition

Scoped Attribute Definition

LDAP EDXFHDIZIZ, A R T—2 THEFE LIz-scope Z@FFETHELIZLWT—XN
HYET, HIZIL. scope M idp.example.com"THo1=& =&, LDAP M dF 5N S uid I
"@idp.example.com” Z#E& L 1= "(uid)@idp.example.com" % eduPersonPrincipalName & L

22


https://wiki.shibboleth.net/confluence/display/SHIB2/IdPAddAttribute
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FWEELRBHY FF ., TDIHEEIE. Simple Attribute Definition TI&#: < . Scoped Attribute
Definition ZMAULVE T, Scoped Attribute Definition (&, 3 (+H - f=1&%R(Z scope ZHEAT
51=6® Attribute Definition TY,

LLFIZ eduPersonPrincipalName (28175 HlERLE T,

<resolver:AttributeDefinition xsi:type="ad:Scoped"
id="eduPersonPrincipalName"
scope="idp.example.com"
sourceAttributelD="uid">
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="enc:SAML1ScopedString"
name="urn:mace:dir:attribute-def.eduPersonPrincipalName" />
<resolver:AttributeEncoder xsi:type="enc:SAML2ScopedString"
name="urn:0id:1.3.6.1.4.1.5923.1.1.1.6"
friendlyName="eduPersonPrincipalName" />
</resolver:AttributeDefinition>

CD/REFITo1-HEE. myLDAP M5 5N 1= uid % scope THREINT-
“idp.example.com" & @ ML THELTULET,

SEE: Scoped Attribute Definition Z FALNTERET /. IdP BED A2 T—RZEEHSh
TLV5 scope &. attribute-resolver.xml [ZE2E S5 scope M—EFT S5 K SICTLTLFEELY,
—HBLTWEWEES., ERETREMEMED SPAIICEN GV AIREEEAHY T, 5FF T,

MENEHHR] THRBELENIDAZT—20O—EICEEH SN TULVS scope DHIEZEIBH L F
¥, BED 1P ZRET BITH->TH. ERKRITIP DA Z T—HRITHLVT scope T ERTE
LTWBIETTY,

<EntityDescriptor ID="P10001JP" entitylD="https://idp.nii.ac.jp/idp/shibboleth">
<IDPSSODescriptor protocolSupportEnumeration="urn:oasis:names:tc:SAML.:1.1:protocol
urn:mace:shibboleth:1.0
urn:oasis:names:tc:SAML.:2.0:protocol">
<Extensions>
<shibmd:Scope xmins:shibmd=""urn:mace:shibboleth:metadata:1.0"
regexp=""false'">nii.ac.jp</shibmd:Scope>
<mdui:UlInfo xmIns:mdui="urn:oasis:names:tc:SAML:metadata:ui">
<mdui:DisplayNamexml:lang="ja">
&#X56FD;&#x7ACB;&#x60C5;&#x5831;&#x5B66;&#X7814; &#xX7AT6;&#x6240;
</mdui:DisplayName>
<mdui:DisplayName xml:lang="en">National Institute of Informatics</mdui:DisplayName>
<mdui:Keywords xml:lang="en">category:location:kanto</mdui: Keywords>
</mdui:UlInfo>
</Extensions>

Scoped Attribute Definition M & Y& L WVRBRIZLITEZSRB L T2 &L,
https://wiki.shibboleth.net/confluence/display/SHIB2/ResolverScopedAttributeDefinition

Script Attribute Definition
[Data Connector M b Z (TR O -EDKREIC@EFEDXFIEMMT 1 ELVIERE
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FIZEWNT., QLUEIZHEE T 5 XFFH scope TH L4 — X Tl Scoped Attribute Definition
XFEZEFA. TOHEICE., KYFREMDH S Script Attribute Definition ZFHWVS &
NFTEXY,

Bl ZIE mail ZERETDEE. @ LIBED(scope & 75 V) "example.org" T&H - =5E DA
& L T. Script Attribute Definition Z AU =% FEEICTRLET,

<resolver:AttributeDefinition xsi:type="ad:Script" id="mail" sourceAttributeID="uid">
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="enc:SAML1String"
name="urn:mace:dir:attribute-def:mail"” />
<resolver:AttributeEncoder xsi:type="enc:SAML2String"
name="urn:0id:0.9.2342.19200300.100.1.3"
friendlyName="mail" />

<ad:Script><![CDATA[
importPackage(Packages.edu.internet2.middleware.shibboleth.common.attribute.provider);
mail = new BasicAttribute("mail");
if (typeof(uid) '=="undefined’) {
mail.getValues().add(uid.getValues().iterator().next() + '@example.org');

}
11></ad:Script>
</resolver:AttributeDefinition>

Script Attribute Definition (& JavaScript S—RXDEFRFEEITA D=, BATHLHI—HFPLP
B TY, Shibboleth IdP BTN Y — 2 7ILEESHB LGNSR ET DL EHEHL
F 9, https://wiki.shibboleth.net/confluence/display/SHIB2/ResolverScriptAttributeDefinition

TEED attribute-resolver.xml £3XDH|1Z# LN TIE Script Attribute Definition [EF|A L TLY
FtH A

attribute-resolver.xml| E&X5EHI
attribute-resolverxml £k & L TIE., HIZIXUTDO K S I2HY FT,

<?xml version="1.0" encoding="UTF-8"?>
<resolver:AttributeResolver xmins:resolver="urn:mace:shibboleth:2.0:resolver"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:pc="urn:mace:shibboleth:2.0:resolver:pc"
xmins:ad="urn:mace:shibboleth:2.0:resolver:ad"
xmlns:dc="urn:mace:shibboleth:2.0:resolver:dc"
xmlns:enc="urn:mace:shibboleth:2.0:attribute:encoder"
xmlns:sec="urn:mace:shibboleth:2.0:security"
xsi:schemalLocation="urn:mace:shibboleth:2.0:resolver classpath:/schema/shibboleth-2.0-attribute-
resolver.xsd
urn:mace:shibboleth:2.0:resolver:pc classpath:/schema/shibboleth-2.0-attribute-
resolver-pc.xsd
urn:mace:shibboleth:2.0:resolver:ad classpath:/schema/shibboleth-2.0-attribute-
resolver-ad.xsd
urn:mace:shibboleth:2.0:resolver:dc classpath:/schema/shibboleth-2.0-attribute-
resolver-dc.xsd

urn:mace:shibboleth:2.0:attribute:encoder classpath:/schema/shibboleth-2.0-attribute-
encoder.xsd
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urn:mace:shibboleth:2.0:security classpath:/schema/shibboleth-2.0-security.xsd">
<resolver:AttributeDefinition xsi:type="ad:Simple"
id="mail"
sourceAttributelD="mail">
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="enc:SAML1String"
name="urn:mace:dir:attribute-def:mail" />
<resolver:AttributeEncoder xsi:type="enc:SAML2String"
name="urn:0id:0.9.2342.19200300.100.1.3"
friendlyName="mail" />
</resolver:AttributeDefinition>
<resolver:AttributeDefinition xsi:type="ad:Simple"
id="givenName"
sourceAttributelD="givenName">
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="enc:SAML1String"
name="urn:mace:dir:attribute-def.givenName" />
<resolver:AttributeEncoder xsi:type="enc:SAML2String"
name="urn:oid:2.5.4.42"
friendlyName="givenName" />
</resolver:AttributeDefinition>
<resolver:AttributeDefinition xsi:type="ad:Simple"
id="sn"
sourceAttributelD="sn">
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="enc:SAML1String"
name="urn:mace:dir:attribute-def:sn" />
<resolver:AttributeEncoder xsi:type="enc:SAML2String"
name="urn:oid:2.5.4.4" friendlyName="sn" />
</resolver:AttributeDefinition>

<resolver:AttributeDefinition xsi:type="ad:Simple"
id="eduPersonAffiliation"
sourceAttributelD="eduPersonAffiliation">
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="enc:SAML1String"
name="urn:mace:dir:attribute-def:eduPersonAffiliation" />
<resolver:AttributeEncoder xsi:type="enc:SAML2String"
name="urn:oid:1.3.6.1.4.1.5923.1.1.1.1"
friendlyName="eduPersonAffiliation" />
</resolver:AttributeDefinition>

<resolver:AttributeDefinition xsi:type="ad:Scoped"
id="eduPersonPrincipalName"
scope="idp.example.com”
sourceAttributelD="uid">
<resolver:Dependency ref="myLDAP" />
<resolver:AttributeEncoder xsi:type="enc:SAML1ScopedString"
name="urn:mace:dir:attribute-def:eduPersonPrincipalName" />
<resolver:AttributeEncoder xsi:type="enc:SAML2ScopedString"
name="urn:oid:1.3.6.1.4.1.5923.1.1.1.6"
friendlyName="eduPersonPrincipalName" />
</resolver:AttributeDefinition>

<resolver:DataConnector id="myLDAP" xsi:type="dc:LDAPDirectory"
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IdapURL="Idap://Idap.example.com"
baseDN="ou=TiesTest,0=test_o,dc=ac,c=JP"
principal="uid=test001,0=test_o,dc=ac,c=JP"
principalCredential="test001">
<dc:FilterTemplate>
<I[CDATA[
(uid=$requestContext.principalName)
1>
</dc:FilterTemplate>
</resolver:DataConnector>
</resolver:AttributeResolver>

e LDAPNY Y IV A LEHMHBEHREFDI=5H. "myLDAP" &LVS5 DataConnector %
EZE L T, ldap.examplec.com [ITMEEEZ L TLVET . attribute-resolver.xml D4F
HEFICAILT, 274 ILKEICEHLTHY FT,

e AttributeDefinition IC&>TZD IdP THWAEMZ—DDDHELET, IdP AD
KT 7 4 LS attribute-filterxml TRWS—EOHEANFZ"d"THRELES, LED
51 TIE mail, sn, givenName, eduPersonAffiliation, eduPersonPrincipalName Zf§% L T

HYFET,

% AttributeDefinition DEHSEZI ST —2 T EEE T 7=, Dependency &
LT myLDAP ##EE L TWVET,

sourceAttributelD Z#3¥EE T 5 Z & T. myLDAP & V5 DataConnector M5 &5

1= LDAP HDT—42 M 5 b sourceAttributelD THEE L=&BIZEHDIEHRE
DEEICIVYEVTTEHIELEERLET,

mail, sn, givenName, eduPersonAffiliation Tl& LDAP m & EEEARN S & RE

L. Simple Attribute Definition ZFIAL TWLET,

eduPersonPrincipalName Tl "@idp.example.com” & U5 #EE % myLDAP i 5
1§ L7 uid [23BIN3 B 1=8. SimpleAttributeDefintion Tl 7k <
ScopedAttributeDefinition ZHWLNTWLVET,
e AttributeEncoder [Z& 2T, SAMLDHEWN—2 320 THD Shibl3 &, RED
N—2320THSD SAML20 IZHLVT, IdP & SPHEET AIEDEHRFIREL

e
SRCHHATELE/IELE TOOD EREE-THY. BACEETH Ll
A

5%

o FERTOHEREM: https://www.gakunin.jp/docs/fed/technical/attribute
e AttributeNaming: https://wiki.shibboleth.net/confluence/display/SHIB2/AttributeNaming

attribute-filterxm| DEE

Shibboleth 1dP TIE*® M3 5 SP IZIG L TCARAT AEBHIEZEE T S5 EMNEEFET,
Shibboleth 1dP 2.3.8 DIZEFZFE TIL. BHEHMBIXIFEEALAVEEICHE >TWLS=H.,
attribute-resolverxml [ZEMLTIE L DHELTIDLELHYET ., COREEREDT=O.
attribute-filterxml ##HwmELFET .
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5 2 (X, www.tieskun.net (entitylD: https://www.tieskun.net/shibboleth-sp) 1Z3f L TE4(E
AT AEEICIE, LTFTOKSICLET,

<?xml version="1.0" encoding="UTF-8"?>
<afp:AttributeFilterPolicyGroup id="ShibbolethFilterPolicy"
xmlns:afp="urn:mace:shibboleth:2.0:afp"
xmlns:basic="urn:mace:shibboleth:2.0:afp:mf:basic"
xmins:saml="urn:mace:shibboleth:2.0:afp:mf:saml"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="urn:mace:shibboleth:2.0:afp classpath:/schema/shibboleth-2.0-afp.xsd
urn:mace:shibboleth:2.0:afp:mf:basic classpath:/schema/shibboleth-2.0-afp-mf-
basic.xsd
urn:mace:shibboleth:2.0:afp:mf:saml classpath:/schema/shibboleth-2.0-afp-mf-
saml.xsd">
<afp:AttributeFilterPolicy id="AttributeForTIES">
<afp:PolicyRequirementRule xsi:type="basic:AttributeRequesterString"
value="https://www.tieskun.net/shibboleth-sp" />

<afp:AttributeRule attributelD="mail">
<afp:PermitValueRule xsi:type="basic:ANY" />

</afp:AttributeRule>

<afp:AttributeRule attributelD="sn">
<afp:PermitValueRule xsi:type="basic:ANY" />

</afp:AttributeRule>

<afp:AttributeRule attributelD="givenName">
<afp:PermitValueRule xsi:type="basic:ANY" />

</afp:AttributeRule>

<afp:AttributeRule attributelD="eduPersonAffiliation">
<afp:PermitValueRule xsi:type="basic:ANY" />

</afp:AttributeRule>

<afp:AttributeRule attributelD="eduPersonPrincipalName">
<afp:PermitValueRule xsi:type="basic:ANY" />

</afp:AttributeRule>

</afp:AttributeFilterPolicy>
</afp:AttributeFilterPolicyGroup>

S% https://lwww.gakunin.jp/docs/fed/technical/idp/customize/attribute-filter

Shibboleth 1dP MDEI#EREE

CDIdP EXIEET B SPABKICEBTETLWBRESIZIK, LEDERETEMESE SP H
LSBT BHIENAHEEET, TOEICIE, FDSPIZET S A2 T—42 X entitylD Z @&t
[ZIdP ICHEEL THAELEZBEHERL TSI,

BRTAMITL—23VITEWNTIE. 1dP OEMERREED =812 test-spl, test-sp2,
test-sp3 L ED IBEDKRIMASPAHFELFET, TAM Iz TL—L 3 VIZERINT:
BRETINLZRAWNT IdP OBRMRIEZITI C EAFIEETT .

FE CMDDSP & IdP EDRETRY LY ShHRERR (KB, A—ILLF7 FLRAF
BARBZEED) X, 7H/EXOJICEESh, THAYTHELTWeb LTRBESHFE
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T, D=8, DFFI—DOT—F2ZHAVTTRAILTLEZLY,

S22 https:/lwww.gakunin.jp/docs/fed/join/test-fed
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Shibboleth SP D#EZE

TIESV8 [ZHULTIEX. SAML ® SP & LT Shibboleth SP ZHWLVET, & Z Tlk, 52
BRI HLEELTIAP ~ADFBEEEKRFITLY, FREEDRIZ AP Mo E LN T LK 2EHER
# . Moodle _£ @ Shibboleth-TIES NETF-ODHREEZITLNET .

AEI[Z. Shibboleth IdP & EHFIRRICA VX b—IJLE N 1= CentOS 6.2 ZFITITEREZITLN.
R—+—/NETTIESV8 S D Web Y —ERETHE2>TLWELLDE L TEMNMTNE
9. SELinux MEHIZHE TSI EHHRLTIZEL,

Moodle [E variwww/html/ BB FICE#EA VA b—ILEhTH Y., ERELTHER FEH
sp.example.com THof=& E, TIESV8 D kv TR—I AL https://sp.example.com/ [Z
KT 7O ERTEEEMELET, entitylD I https://sp.example.com/shibboleth-sp & L
F9,

Shibboleth SP DA > X b—)L

Shibboleth MEHITHRM L TLYS yum LR D b 1 M5 Shibboleth SP D/ r—S %
Aooa—R- AR M—=)LLEYT, CORE. TREOEEZTVET,

o HFICEBRINBHLERD M) THEONSPGPBERTLIZA VR—FT B

e LRI IMYZEETD

e ShibbolethSP /Ny —UZ# LR R4 VR F—ILT S

FIT PGP DA VR— b #ITLVET,  https://www.shibboleth.net/downloads/PGP_KEYS
[2HEUT,

L1E> TS8R (PGP #) M5 H. “security:shibboleth OBS Project
<security:shibboleth@build.opensuse.org>" O TFIZHDELDZEaE—L, O—AHILDT7AIL
IZRFELET (CNEKEY) ELET,

ZZ 2013 F3 ARRATOZRAMBAIEITEDEL S ICE>TLET:
pub  1024D/7D0A1B3D 2008-06-30 [expires: 2014-01-23]
uid security:shibboleth OBS Project <security:shibboleth@build.opensuse.org>

Version: GnuPG v1.4.5 (GNU/Linux)

mQGIiBEholYgRBACW/KTY ZiSmAEMP8j1qui2bRnWmY bIFbiZvb5IMJIY UWL/jyMjHj
LLIvVrnOre/AxexH9KmaJwBuNoa/X9l/tQG1b49QRhR346QQUbQcwl Ypckg5ccqN
gqIAURHEdjCxRxMhzPs+C/F6Nga/fHpAectWOINRgAVVAICW]CG3I612CywCgkoUl
SUAvaB5bVMXEVIFAKrVh4MUEAISeUwOaTIZftlamjoOVrnYemHS4SmGgMALEtHeG

éQCbBXZq IBQB4VexmP1wO8cZy5RoY J+IRgQTEQIABgUCSGIVIAAKCRA7MBG3a51lI
ly3vAKCUPurlZup+vzQtpij3FMo0JAVWIACgjdkt/hWtOWSsjfHb+/cPwXtgx9X8=
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RIZ. FILLER/BENT-KEY Z7A4IILIZLULTOaAT U RKEADL,

# gpg --quiet --import KEY'S ; gpg --fingerprint 0x7DOA1B3D

AV RSAVANDERAUTD IV A—T) U bEER)E—BTH T EEHEEL
TLEILY,

pub  1024D/7DOA1B3D 2008-06-30 [Jifi J: 2014-01-23]

$E#X = 6519 B5DB 7C1C 8340 A954 EDOO 73C9 3745 7DOA 1B3D

uid security:shibboleth OBS Project
<security:shibboleth@build.opensuse.org>

B%E. VATLAT—ILNen USETHAGBEIIUTDKLSICRETRESINDSZ &
"HYES,

pub  1024D/7DOALB3D 2008-06-30 [expires: 2014-01-23]

Key fingerprint = 6519 B5DB 7C1C 8340 A954 EDOO0 73C9 3745 7DOA 1B3D
uid security:shibboleth OBS Project
<security:shibboleth@build.opensuse.org>

T4 HA—TYUMARELWI EZ2HRENOLE, RRERICTREOOATURKEAANTBHIE
TPGP#EHEA Vi R—FLFET

‘# rpm --import KEY'S

FE LRI VA—TIUENRTIEMDEY . AEHERSR(2013F 3 A)TEHN
TUL\% PGP #2014 F 1 BICHARRYINERYET, ThITHE>THLWLW I 1 o H—TV
VEARAVWSNE EVSTAMENTONDAEEENH Y T, FRORFOEMAA FE
FEESHBEL, @Y PGP#%EA VA R— L TLESLY,

% https://lwww.gakunin.jp/docs/fed/technical/sp/install/spInst4#2foot

(2 Shibboleth SP % CentOS @ yum /Ay —CEB X TFLATA VA M—ILTES &
5. repository ZEMLET,

# wget http://download.opensuse.org/repositories/security://shibboleth/CentOS_CentOS-
6/security:shibboleth.repo

# cp security¥:shibboleth.repo /etc/yum.repos.d/shibboleth.repo

&I Shibboleth SP #4 VX F—JLLE T,
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# yum install shibboleth

CDEE. VATLN X8 ARETHAIGHICEKDLYICUTOLSICAALET,

#yum install shibboleth.x86_64

x86 64 IRIETHAMZE S THULMIL, "uname-a"aAX > RIZK > THERETEET,

# uname -a

Linux idp.example.com 2.6.32-220.e16.x86_64 #1 SMP Tue Dec 6 19:48:22 GMT 2011 x86_64
x86_64 x86_64 GNU/Linux

64bits IRIRTHHIHERICIX, T Tx86_64 LEESNFT,

httpd DERTE
AlH > Thttpd & mod_ssl 4 VXA F—)LLTHEETFET,

#yum install httpd mod_ss|

SSLIEHZIT O =HDIIAE. WEHEE% /etc/httpd/conf.d/ssl.conf [ZTEHRELET,
REBAZ Z FAT L =BT & > TIEH M CASIRAZE L FIEN HFIBAZEZ EH THRET SV E
AHYFET, Bl CAFEBASI., SIAZEZHRITLI=CAICE>T Web LTSN TS
DN—HEHTY,

o H—/\ZEBAZE /etc/pki/tls/certs/server.crt
o H—/\FREREE [etc/pkiltls/private/server.key
o rhfif] CA EEBAE /etc/pkiltls/certs/server-chain.crt

LEREOLSICEEHAENEREIN TGS, ssleonf TIEUTOLSITERELEFT (2
CTIEEBIZRR PR ZIEET S ServerName BREHI/E L TLVED)

ServerName sp.example.com:443

SSL CertificateFile /etc/pki/tls/certs/server.crt
SSL CertificateKeyFile /etc/pki/tls/private/server.key
SSL CertificateChainFile /etc/pki/tls/certs/server-chain.crt

letc/httpd/conf.d/shib.conf [ZT. Moodle @ Shibboleth-TIES £ 1 —JLIZT7 U & XHIR
T, BV —IUATIERTBERICIP ARBIAEREFED KL ST httpd DREEXEE
LET, BIZEUTOLSLEEEBZEMLET,

<Directory /var/www/html/auth/shibboleth_ties/index.php>
AuthType shibboleth
ShibRequestSetting requireSession 1
require valid-user
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‘ </Directory>

KRR FTEITEINDY—ERD TIESV8 DHDIHE, http HE#KISx LT hitps 4w
EIA2&2UFALY FEITHI T EBARETT , Jete/httpd/conf/httpd.conf REICTED &
SICEEMRT HE. ETOEMERN https FERFICUF ALY FEShFET,

<VirtualHost *:80>
Redirect / https://sp.example.com/
</VirtualHost>

CCETHRELET, I hitpd ZFFEHL TOVEWNEGEIZIIUTEAALET

# service httpd start

EHEDHEICIEUTZEAALET,

# service httpd restart

2% https://lwww.gakunin.jp/docs/fed/technical/sp/customize/certpj-metadata

shibboleth2.xml| ME&E
CCTIUTZEERELET,
e SPEEMentitylD #EELET
o SP A IdP ZIETFRIZZERM Discovery Service ZAWLTHED 0P Z2:RIRI 2 EE
EEMIZLET
o SPHAMEEETHART—ADHRELTVET
e SPORAWAIIAELMEREZEELET
o IPHBELNTE-BHEREZ SP NBDBRAATVEVTLET

BB T R FE LS KL T, fetc/shibboleth/shibboleth2.xml #ZEFE 5 & T
Shibboleth SP [Tt L £,

F9°. ApplicationDefaults @ entitylD Z&ZFELET .

| <ApplicationDefaults entityl D="https://sp.example.com/shibboleth-sp"
REMOTE_USER="eppn persistent-id targeted-id">

RIZ, FERDORM T S Discovery Service (DS) DERTE 1T D 1=, Sessionlnitiator D% E
ZEMLET, TAM I TL—23VERETTL—2aVTRWSDS FEGY F
e

e TR LT ITFTL— 3 https:/itest-ds.gakunin.nii.ac.jp/WAYF

e ER 7 T L— 3 https://ds.gakunin.nii.ac.jp/WAYF
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IEETSHSAMLDS ITHELGYET, UTETAMIZTL—2 3 VIZEITHEERIT
ERS

<Sessions lifetime="28800" timeout="3600" relayState="ss:mem"
checkAddress="false" handlerSSL="false" cookieProps="http">
<SSO discoveryProtocol="SAMLDS"
discoveryURL="https://test-ds.gakunin.nii.ac.jp/WAY F">
SAML2 SAML1
</SSO>

<Logout>SAML2 Local</Logout>

<Handler type="MetadataGenerator" Location="/Metadata" signing="false"/>
<Handler type="Status™ Location="/Status" acl="127.0.0.1 ::1"/>

<Handler type="Session" Location="/Session" showAttributeValues="false"/>
<Handler type="DiscoveryFeed" Location="/DiscoFeed"/>

<Sessionlnitiator type="Chaining™ Location="/DS" isDefault="true" id="DS">
<Sessionlnitiator type="SAML?2" template="bindingTemplate.htmlI"/>
<Sessionlnitiator type="Shib1"/>
<SessionlInitiator type="SAMLDS"
URL="https://test-ds.gakunin.nii.ac.jp/WAYF"/>
</Sessionlnitiator>
</Sessions>

;¥E.: Sessionlnitiator MERFEIZEFZR L < SSO 2T DHRFIFELTE L ELSICZLTLESE
W, MANBETT,

BRAIJITL—3 > THAEE. Sessionlnitiator DIEBRIZLLTD LS IZHY ET,

<Sessionlnitiator type="Chaining" Location="/DS" isDefault="true" id="DS">
<Sessionlnitiator type="SAML2" template="binding Template.htmlI"/>
<Sessionlnitiator type="Shib1"/>
<Sessionlnitiator type="SAMLDS" URL="https://ds.gakunin.nii.ac.jp/WAYF"/>
</Sessionlnitiator>

ZRIZ. Shibboleth SP THWAH A 2 T—2 DF/REZITLVET . Shibboleth IdP & F#k. T
ARTzTL—2avEERT7TL—Y a3 TIREL D URL LREAEZRAVET,
e TAMIZIzTFL—Y3Y
> https://metadata.gakunin.nii.ac.jp/gakunin-test-metadata.xmi
> https://metadata.gakunin.nii.ac.jp/gakunin-test-signer-2011.cer
e ERJITL—Y3 Y
e https://metadata.gakunin.nii.ac.jp/gakunin-metadata.xml
e https://metadata.gakunin.nii.ac.jp/gakunin-signer-2010.cer

TARIZTL—2 3 DA T—2%FAT H5HE. shibboleth2xml ITULTD & 5 74&
ERTE ZITULVET (gakunin-signer-2010.cer [EFFEDNREIZCA D A—FLTHEEET)

<MetadataProvider type="XML"
uri="https://metadata.gakunin.nii.ac.jp/gakunin-test-metadata.xml"
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backingFilePath="federation-metadata.xml"
reloadinterval="7200">
<MetadataFilter type="RequireValidUntil" maxValidityInterval="1296000"/>
<MetadataFilter type="Signature"
certificate="/etc/shibboleth/cert/gakunin-test-signer-2011.cer"/>
</MetadataProvider>

BRAZITL—2av DA T—22FATHERICE. UTOLILBREETVE
ED

<MetadataProvider type="XML"
uri="https://metadata.gakunin.nii.ac.jp/gakunin-metadata.xml"
backingFilePath="federation-metadata.xml"
reloadInterval="7200">
<MetadataFilter type="RequireValidUntil" maxValidityInterval="1296000"/>
<MetadataFilter type="Signature"
certificate="/etc/shibboleth/cert/gakunin-signer-2010.cer"/>

</MetadataProvider>

Shibboleth SP A EES1b, ERICAWVSERE. MERZLUTOLSICRELEY,

<CredentialResolver type="File"
key="/etc/pki/tls/private/server.key"
certificate="/etc/pki/tls/certs/server.crt"/>

FE BIC/INRADT—RBNFRESNATLSIZE., password BHEDERELBLETT,

sE:
e https://www.gakunin.jp/docs/fed/technical/sp/customize/certpj-metadata
e https://www.gakunin.jp/docs/fed/technical/sp/customize/shibboleth2
e https://wiki.shibboleth.net/confluence/display/SHIB2/NativeSPCredentialResolver

attribute-map.xml| M R5E

Shibboleth SP (&, 1P M 5E LGNS BEHEEXZ A —DILOREEHRICERST S LT
Moodle ~ZITELET, IP AL DEMHIEEZRIEEHAAEICIVEL T T 518,
attribute-map.xml [ICELFD K S GEREZTLVET,

<Attributes xmlIns="urn:mace:shibboleth:2.0:attribute-map"
xmlins:xsi="http://mwww.w3.0rg/2001/XMLSchema-instance'>
<Attribute name="urn:mace:dir:attribute-def:mail" id="mail"/>
<Attribute name="urn:mace:dir:attribute-def:sn" id="sn"/>
<Attribute name="urn:mace:dir:attribute-def.givenName™" id="givenName"/>
<Attribute name="urn:0id:2.5.4.42" id="givenName"/>
<Attribute name="urn:0id:2.5.4.4" id="sn"/>
<Attribute name="urn:0id:0.9.2342.19200300.100.1.3" id="mail"/>
<Attribute name="urn:mace:dir:attribute-def:eduPersonAffiliation"
id="unscoped-affiliation">
<AttributeDecoder xsi:type="StringAttributeDecoder" caseSensitive="false"/>
</Attribute>
<Attribute name="urn:0id:1.3.6.1.4.1.5923.1.1.1.1" id="unscoped-affiliation">
<AttributeDecoder xsi:type="StringAttributeDecoder" caseSensitive="false"/>
</Attribute>
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<Attribute name="urn:mace:dir:attribute-def:eduPersonPrincipalName" id="eppn">
<AttributeDecoder xsi:type="ScopedAttributeDecoder"/>
</Attribute>
<Attribute name="urn:0id:1.3.6.1.4.1.5923.1.1.1.6" id="eppn">
<AttributeDecoder xsi:type="ScopedAttributeDecoder"/>
</Attribute>
</Attributes>

C ZT. %& Attribute IZH(T5 name DEIEZSAML BLUEETHWLWOLNBERGEY
EELTLIEELY,
Moodle IZ#&FFE T IZ shibd, httpd OEMERERZT5Fi%E

Moodle Z ALV [Z shibd & httpd MIEL K EMEL TLWWAMWEHERT BIZIE. UTD XS
[ZLET. COAEZMATBICIE. BIHE TSP EHBZH—NIZphp ED/NNyHTr—IN
AAR=ILENTWVWBIRELRAHY FT,

letc/httpd/conf.d/shib.conf NEATD &K S HGEREZFEMLET,

<Location /secure>
AuthType shibboleth
ShibRequestSetting requireSession 1
require valid-user

</Location>

RIZ varlwww/html/secure 74 LD b ZER L. ZREM A FTRESATWVEE
HIERFEER RS 1) 7+ (https:/lwww.gakunin.jp/docs/files/index.zip) % CIZEBRELET,
=A&BIZ variwww/html/secure/index.php MTEET DIREEIC L F T,

Z DIRHEE T https://sp.example.com/secure/phpinfo.php N7 A LET,

% L httpd AIEE L < E)EL TULWNIE, S 2 THEERD Discovery Service Z#H L T IdP IZ
AJAV LT, ZDRICBEUHBERZRTT SAEENKRREINDIET TY,
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@ GakuNin»
(Test Federation) Select your Home Organisation

In order to access a service on host ‘www.tieskun.net' you must authenticate yourself.

select the Home Organisation you are affiliated with KX | select

Remember selection for this web browser session. Reset

Remember selection permanently and bypass the WAYF service from now on.

@ The SWITCH foundation operates the Swiss education and research network which
guarantees high-speed connectivity to the Internet and to science networks globally for the
benefit of higher education in Switzerland.

GakuNin)

Rz EoRE~—
HIET=DIdPHL, <https:ifidp.tieskun.netidp/shibboleth>T¥,

M fE

ePPM(eduPersonPrincipalMame) TiesFaculty001@tieskun.net

eduPersonTargetedID NOT RECENVED

oforganizationMame) NOT RECENVED

jao(jaOrganizationMame)[H #2E] NOT RECENVED

oulorganizationalUnitName) NOT RECENVED

jaou(jaOrganizationalUnitName)[B & 2] NOT RECENVED

Hh{i (eduPersonAffiliation) faculty

A3—7'14 =@l (eduPersonScopedAfiliation)

faculty@tieskun.net

HE[E (eduPersonEntittement) NOT RECENVED
A—ILFEL Zimail} TiesFacultyD01_email@tieskun.net
HlgivenName) TiesFaculty001_givenname

AljaGivenMame)[H & ZE]

NOT RECENVED

Pisn) TiesFaculty001_sn
asn = NOT RECENVED
FETA(displayName) NOT RECENVED

FETA(jaDisplayName)[H &)

NOT RECENVED

FET A M7 T L—3 3 2D Discovery Service (DS)
SREE O index.php EIE, IdP M SRS -1EBRNARTIND
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Moodle EME&FE (Shibboleth-TIES)

EEETHYOUMIT, THA MEHE >> TS554 2 >> 85 >> REEE) IZT
[Shibboleth-TIES] ELa—ILZEHMDLE, EVa1—ILOZREZH HE-TLIEEL,

a1—H4 eppn

4 givenName
c3 sn
A—ILT7 FLR mail

JEZ: Shibboleth-TIES L a—JLI&, BEEAD S5 B2 1dP A 5 iE S 4 F= unscoped-
affiliation 2B L. FDOT7H > D educator 34 ba—REFERZEDLDTH
Sh. learner 7EHEE S THELMZEFHIFEL TLVETF, Shibboleth-TIES DFREEEE Ul L
THTRMIZIEET SREFHY FE A,

EE: CZTHET BT 1 —IL FIE. Shibboleth SP ® attribute-map.xml TEMh 1= SP
NTHOIDZEELES, HIZE

<Attribute name="urn:mace:dir:attribute-def.eduPersonPrincipalName" id="eppn">
<AttributeDecoder xsi:type="ScopedAttributeDecoder"/>

</Attribute>

<Attribute name="urn:0id:1.3.6.1.4.1.5923.1.1.1.6" id="eppn">
<AttributeDecoder xsi:type="ScopedAttributeDecoder"/>

</Attribute>

& L3 ER5E AN Shibboelth SP @ attribute-map.xml [ZZEAN TULV=IEE . eppn &LV id
#FW5Z & T, eduPersonPrincipalName B14{E % Moodle M5B TEET,

httpd & shibd ZBEE T 576, RERICTEDEYDIT Y FEERITLET,

‘# service shibd restart
# service httpd restart

TRAP 2T TL—23 0687 T7LL—23 ADBITERE

Shibboleth IdP 2757z TL—Y 3 UBAT
relying-party.xml DQFEEICHIFTEHAZT—RICHAGRT IHRENELGY FT,

TARIZITL—2avTRHWAAZT—42M URL &, GEAZRUTILHELNFET,

e https://metadata.gakunin.nii.ac.jp/gakunin-test-metadata.xml
e https://metadata.gakunin.nii.ac.jp/gakunin-test-signer-2011.cer
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—FAEBAIJIITL—arTIRIALAUTOLSIZEDY T,

e https://metadata.gakunin.nii.ac.jp/gakunin-metadata.xml
e https://metadata.gakunin.nii.ac.jp/gakunin-signer-2010.cer

JITL—2a tIBRICIELERED 2 DEERTALENHY T,

SEZ TR I TL—La v HEREERIITL—a Vv BHERT, IIPEE®
H—/\FIBAE L LTEALD LD EFEITIRHE L1154, httpd ~&8k L /-FIEAE,
Shibboleth IdP [Z#§E L -SIBAZE* CHDEETOYBZ IV ELERELFET,

Shibboleth SPIZH[TH 7z FL—> 3 81T
P LREIKE. A T—2DUYBEINBETT,

F 1=, Discovery Service T A L7z TL—>a D3OG ERITL—23 0D
LDITOYBADIBELNHYET,
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5 2

BEDITTL—3/ZFF5 G TIES VS R

MR CTIEXEREZBAHLTTIESV8ZFty b7y TITBAEICODVNTEERELEL
1=

AEITIE. Shibboleth IdP. Shibboleth SP ZFL\ DD 1L FEFEHETIZ TIESVS D&
EFEETOIAHEIZOWNTHBALES,

IdP = SP M * 2 T— A3 D ¥

EEEADHEE & RFR. Shibboleth IdP & ShibbolethSP DA 2 T—A2 Z##HE L E T,
e IdP
2R A FIZH TSR
https://www.gakunin.jp/docs/fed/technical/idp/metadata
Shibboleth &2 # st Wiki 2§ 1T 5 fi#ER:
https://wiki.shibboleth.net/confluence/display/SHIB2/MetadataFor1dP
o SP
FRBAMAA FIZH T SR
https://www.gakunin.jp/docs/fed/technical/sp/metadata
Shibboleth &2 # 7t Wiki 2§ 1T 5 fi#Ek:
https://wiki.shibboleth.net/confluence/display/SHIB2/MetadataForSP

LTI IP DA ZT—2%ZWHT=T 74 )L L idp-metadataxml &L, SPDAE T—
B EWDHT=-T 7 4 L% sp-metadataxml & L TEHRBALET,

IdP * SP AD* 3 T—R2 DEEF

HEDAZT—RERAWVBRRDYIZ, IdP TIXSP D, SPTIXIIP DA R T—4 #EIE
ZHBLET,

Shibboleth IdP Tl& relying-party.xml DFREZZEELET, ERHICDERE TIE
FileBackedHTTPMetadataProvider 3 & U TrustEngine ZE&RELE LA, SEIZZ LD
HREZTHT. O—hILD T 7ML ET-1258T 5 FilesystemMetadataProvider Z FHLVE T,
sp-metadata.xml % /opt/shibboleth-idp/metadata/sp-metadata.xml ~NEEL=ERET S &
UTDXSGEEIZGYFET,

<metadata:MetadataProvider id="ShibbolethMetadata"
xsi:type="metadata:ChainingMetadataProvider">
<metadata:MetadataProvider id="IdPMD"
xsi:type="metadata:FilesystemMetadataProvider"
metadataFile="/opt/shibboleth-idp/metadata/sp-metadata.xml"
maxRefreshDelay="P1D" />

</metadata:MetadataProvider>
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Shibboleth SP T+ [#%1Z idp-metadata.xml Z&XELE T,

‘ <MetadataProvider type="XML" file="/etc/shibboleth/idp-metadata.xml"/>

BB SP - IdP Iz 6T B BE

SP - IdP DNEHMHBHEICIE. UTOEEXEZTVET
o HSP-IPAMEFE T ARNERRMEFIEL- AT —RE/ERK - BRI D
© (BRDEIIZETOSP-IPPDAZT—RZHNELIZE—DAZT—2EERK
LTRLWY)
e Discovery Service Z&RET 5

ERND 1dP - SP M * 2 T —% [& EntityDescriptor Z{EA L T E LT=A. D IdP -
SPD AR T—REHET HIHEIZIE. ENHDAE T—4 % EntitiesDescriptor (#858#2 (2
FE) TEHOVEY, fIZEUTOLSLGEEICLESTLELD

<?xml version="1.0"?>

<md:EntitiesDescriptor xmIns:md="urn:oasis:names:tc:SAML.:2.0:metadata"
xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#"
xmins:shibmd="urn:mace:shibboleth:metadata:1.0"
xmins:xsi="http://ww.w3.0rg/2001/XMLSchema-instance"
xmlIns:mdui="urn:oasis:names:tc:SAML.:metadata:ui"
Name="SP1">

<md:EntityDescriptor entitylD="https://sp1.example.com/..">

;/md:EntityDescriptor>
<md:EntityDescriptor entitylD="https://sp2.example.com/..">
;/md:EntityDescriptor>
<md:EntityDescriptor entitylD="https://idpl.example.com/..">

</md:EntityDescriptor>

. (ZOALD 1dP- SP DERTE)

</md:EntitiesDescriptor>

EE XML D xmins Q| ULTFR L TL FZE LY, EntityDescriptor (&
urn:oasis:names:tc:SAML:2.0:metadata & RIZERHIZ3H 52 J T, EntitiesDescriptor M
attribute T & % xmlIns:md="urn:oasis:names:tc:SAML:2.0:metadata" M iRIFTTL\B &,
md:EntityDescriptor @ "md" BBRIZEMEZRR TELENEH, A I T2 2EBTELELED
& L T Shibboleth TS5 —%EHLFET,

SPHOSRIEREZTOE. EHO PP MSI—HFIZ 120 IdP 2:EIEH BES.
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Discovery Service Z#{E9 2 WEMNH Y £, Shibboleth EBHATDTRA—TESEICL
TEREEHIHOTLIESLY,

https://wiki.shibboleth.net/confluence/display/EDS10/Embedded+Discovery+Service

TIES VS I[CH I/ BBHIEYY E>TD—E
TIESVS THWOLNAEMEE ZD IdP - SP - Moodle TDIH/WIILLTDEY &Y E£T,

IdP R TEHN S id IdP - SP EIDBIECTHOREMME  SPROZEL Moodle DERTE
(SAML 2.0 TDHEA) &

eduPersonPrincipalName  urn:0id:1.3.6.1.4.1.5923.1.1.1.6 eppn d1—H4

mail urn:0id:0.9.2342.19200300.100.1.3 mail A—ILT7 FLR

sn urn:oid:2.5.4.4 sn i

givenName urn:oid:2.5.4.42 givenName £

eduPersonAffiliation urn:0id:1.3.6.1.4.1.5923.1.1.1.1 unscoped- (educator/learner

affiliation DY 7 17)

e IdP [ZHLVTIL. eduPersonPrincipalName & mail & SP ~NES Z EMNHETT,
e sn. givenName HMEE SN TULVELMEEIZIX Moodle L TEDUEMNFRESNET,
e eduPersonAffiliation BMEE SN F=3HE . {EIZIE C 1= educator/learner MR Y 73 1AV E
nEd,
faculty, staff — educator (A —X{EREREH V)

ftt (student, member, ZE) — learner
eduPersonAffiliation DIEEMN L LMES . learner & L TA—HAERINFET,

B EEEL I hl-t—/ VGFBIZ FFD Active Directory [AIIFREF 2
AKEITIX. Active Directory (AD)IZBEY EREDH. REDIKRIZHNT 5 iED—1H
#2RLET, CCTRIAFEEHLETCAD ADBEETALGMESOTEETHDH - &

HMBLIEIL,

5% AEOBRAL. AEEHESATVAENCAILEYELSNETHEEANTING
LDAP H—/\[Z#E L CHATE £ T, flxIEEEELY —/\SEBHEEMA\S OpenLDAP
H—N, EWNSr—RTHERE LA EEEERC TS,

Shibboleth IdP & AD % EE S H HEDERIZDOVTIE, HIZIELUTESRBL TS
LY
o ZEARMTH A K Active Directory 123511 % eduPerson R ¥—< DFIA (R XFIRM)
https://www.gakunin.jp/docs/fed/technical/idp/customize/knowhow/ad1l

e Microsoft Active Directory Configuration Issues
https://wiki.shibboleth.net/confluence/pages/viewpage.action?pageld=4360293
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FETRET SRE
THRIC. FETHOT BY—/BHEERLET,

Firewall CHEHh. IdPH
5IP7 KL ABHTOH
7O ATEBAD

" NAT |
OO XXX XXX XXX

(IdPICDAHF = FQDNAFE)

LDAPS I o
. ldP | - | SP |
\h ’/ \\ //,
Idp.exam_p_lg._com sp.e>-(a_n-1ple.com

AEITHEET S IdP. SP. AD D#ERL

LDAPS #Ef &3 7/h— b (636 £ L < 1% 3269) MH& NAT 2 LTRSS h TS
N ENT-DNS LIC AD ANERT D-HDHRR FEANEFINTULEL

AD [& Windows Server BNZE#ETHITT HSEHCERD Y —/\GIBAZEZFAL TS
IdP D& AD NERHES K SIZ, IP7 FLRIZCKBHIREAMMN- TN

LEEDGE. SSLEHKICEVTARERFINS [EFETETS CAIZK S Y —/\GIBHE]
FES T EMNTEAHULV=®., Windows Server DHEIT EHEERLR Y —/\SIBHEA. IdP NNEHE
THIMBAEL L THATSHLS., P AITHBRLEREEZTOLENHY T,

SO, BEAELDIDEUTO2ATY:
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o IdP BIDHY—/\H, RETIEHCAZEELTLEEA
o Y—/\GIRAEDKRR &N, 7V ERTHEBORI FELE—HBLERA

ERIZEWNT, AD [FEEMGZEARR b4 (il Idap.example.com)ZHFLEH A, TDT=H.
ADEREIZ. IP7FLRATIDY—NIZT7I AT EHLS. IPEEFITKELET,
LML, IdP A LDAPS i % 1THE L5 ¢, TH 21U —/\JIBAENMEEIN S HKIT
BEDOELDTIEAWLE, LAELEBOEGRLN. SEHEICEHEINATULSHRA N EER
51z, MANDEHT IZOEMEIFELLLAHL] EREL. V5472 ML IEHGZ B
=LET,

CORRICHULT 5=, 2 DDERFEZ IdP KRR FMAIZEMTITLVET,

1. LEF2D Windows Server ) CASERAE %, FICEEIN-HDE L TIAP IZEE
L/i-a—o

2. #1l THBEGIKRKT 5156, ADMNFATIBEEL SN-U—/\GIRAEIZE
HEINTWBIRDHER &% letc/hosts 258 L. FOLEFEFE->TADAT I+
ALET

CA SEBREDHME L R

x4, CASIBAZZ##{E L E£9 . 4l Windows Server DEBENOIET IHEMN
HYFET,

Windows Server WHE T3 5 B85 D CASIRAEIL. BHOELLSIEATIVIRAKR—+T 53
CENTEETY, — A, SEEHAT HHETIE X500 OIEHERKXTHILELAHY F
9, Windows Server DEEE PEM XTI a— RFEhiz X509 O CAFERAZE] &
T BEIEBELTLEEELY,

PEMEERTIVa—KREhi= X509 &lF. FIZIEUTOLES BRIZEY ET,

MIIDeDCCAMCgAWIBAgIQeJfIY5wkzqVI10djpf3CHzzANBgkqhkiGOWOBAQSFADBE

MRUWEwWY KCZImiZPyLGQBGRYFbG9jYWwxFDASBgoJkialk/IsZAEZFgROAWSIMRUw
EwYDVQQDEwWX0dWS5ILUFEMDEtQOEWHhcNMTMwMzAXMDEYMDIOWhcNMTgwMzAXMDEz
MDIzWjBEMRUWEWY KCZImiZPyLGQBGRY FbG9jY WwxFDASBgoJkialk/IsZAEZFgRO
dWS5IMRUwWEWY DVQQDEwx0dW5ILUFEMDEtQOEwggEIMAOGCSqGSIb3aDQEBAQUAA4IB
DwAwWggEKA0IBAQCcBG6eLaYYJISPgIBCPwEVM4WJeQXIr7sgh59rgIKtKvZAaPgVY
OOBCcY63UNE51ZCm74wnyCcYzgNOR93z4qGgmHVIIsDX0JnzI6IDCW9byfynEiWLb
7AgkRRzPW8FMO/nVRuUuRtC4JRgghMO0iQHOsugvuAPPkef5SFcUMoxBSO82FBjKE+
CFUQ05g2FIK0a+ak70TU61tvjsPCcaKzQSk5nxjdY cKK+TKzYOUAXZNB5F4VBhaD
CmPR1IWcDZtE3UMQI5XbZ6vXEpOYk2bN2cLa7LfVzMvIIZNRu6PYVUo+NLzpPsW
iiuj6Xdkeqb0sK6R4CrABPLdAd+uNhXH2LIP7AgMBAAGjZjBKMBMGCSsGAQQBgjcU
AgQGHgQAQWBBMASGA1UdDWQEAWIBhjAPBgNVHRMBAfSEBTADAQH/MBOGA1UdDgQW
BBQx2tlzfZyuW/tZFOhNRrvglZA7e TAQBgkrBgEEAY I3FQEEAWIBADANBgkghkiG
9WOBAQSFAAOCAQEAIISThIJ2PENFXxvQbErY851dFwUAbXCI9xnHIKWEf8R3QGhcQ
KWpSa3yQZIVc5uhmirAciRAKIng5kSU2CTDx27REENrfgB/4xChN7pM54uPQ//j/
FVAFUAS5fI0eSrljuY9CCKtR2fxCOnUa8g9j/ikHn99dME5SH5VQZXxGDFRPoPfTflp
KBBRKmk0O5vKEE80CKJ/AswGNGzc66JfVS+yJPfWemfISHDeKCHZgpZuuKgahs2p0
DeYkzN54xxAXQ28vS3gLLJOiJgRz0S1A93XTMKireRr0/MJIR+h/kfdH/yZzFRJvi
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| C7MrXSz/9J1S8x+eFwhLRaF4Ez70mZSoUdLHYg==

2% ZITWOiEAENALTEDLENT A —T v FTRBSH TIN5

RTIEXEG < DEREXTHAAEELDHY T,

PAN
== IPN

PEM 2

EERD X500 DIEHEDHEERERT BIE. HIRIEUTFOESIZAHLET,

# openssl x509 -in /etc/openldap/certs/tune-ca0l-ca.crt -text -noout
Certificate:
Data:
Version: 3 (0x2)
Serial Number:
78:97:fd:63:9c:24:ce:a5:48:39:d8:€9:7f:70:87:cf
Signature Algorithm: sha256WithRSAEnNcryption
Issuer: DC=local, DC=tune, CN=tune-ADO01-CA
Validity
Not Before: Mar 1 01:20:24 2013 GMT
Not After : Mar 1 01:30:23 2018 GMT
Subject: DC=local, DC=tune, CN=tune-AD01-CA
Subject Public Key Info:
Public Key Algorithm: rsaEncryption

Public-Key: (2048 bit)

Modulus:
00:9c:04:6€e:9e:2d:a6:18:25:23:€0:24:10:8f:c3:
ab:4c:el:62:5e:41:79:6b:ee:c8:1b:e7:da:e0:24:
ab:4a:bd:90:1a:3e:05:58:38:e0:5¢:63:ad:d4:34:
4e:75:64:29:bb:e3:09:f2:09:¢6:33:a8:d3:91:f7:
7¢:f8:a8:68:26:1d:59:49:h0:35:f4:26:7c:e5:ea:
50:¢2:5b:d6:f2:7f:29:¢4:89:62:db:ec:0a:a4:45:
1c:cf:c3:¢c1:66:3b:f9:d5:46:eb:91:b4:2e:09:46:
0a:al:30:ed:22:40:73:ac:ba:ab:ee:00:f3:e4:79:
fe:45:71:43:28:¢c4:14:8e:f3:61:41:8c:al:3e:08:
55:20:d3:98:36:14:82:b4:6b:e6:a4:ef:44:d4:eb:
5b:6f:8e:c3:c2:71:a2:b3:41:29:39:9f:18:dd:61:
€2:8a:f9:32:h3:60:€5:00:5d:93:41:e4:5e:15:06:
16:83:0a:63:d1:d4:85:9¢:0d:9b:44:dd:47:e7:40:
8e:57:6d:9¢e:af:5¢:4a:74:62:4d:9b:37:67:0b:6b:
b2:df:57:33:2f:22:5¢:cd:46:ee:8f:61:55:28:18:
d2:f3:a4:th:16:8a:2b:a3:€9:77:64:7a:a6:f4:b0:
ae:91:e0:2a:¢0:04:f2:dd:77:eb:8d:85:71:f6:2c:
83:fb

Exponent: 65537 (0x10001)

X509v3 extensions:
1.3.6.1.4.1.311.20.2:
...C.A
X509v3 Key Usage:
Digital Signature, Certificate Sign, CRL Sign
X509v3 Basic Constraints: critical
CA:TRUE
X509v3 Subject Key Identifier:

1.3.6.1.4.1.311.21.1:

31:DA:D9:73:7D:9C:AE:5B:FB:59:17:D8:4D:46:BB:E0:95:90:3B:79
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Signature Algorithm: sha256WithRSAEnNcryption
22:54:93:6¢:9d:8f.e8:d7:d7:¢c6:f4:1b:12:b6:3c:e4:87:45:
c1:40:1b:5¢:29:7d:¢6:71:¢8:91:6€:9f:f1:1d:d0:1a:17:10:
29:6a:52:6b:7¢:90:66:55:5¢:€6:€8:66:96:b0:1¢:89:10:0a:
26:18:39:91:25:36:09:30:f1:db:b4:44:12:7a:df:80:1f:f8:
c4:28:4d:ee:93:39:e2:e3:d0:ff:f8:ff:15:50:05:50:0e:5f:
23:47:92:ae:58:e€:63:d0:82:2a:d4:76:7f:10:8e:9d:46:bc:
83:d8:ff:8a:41:e7:f7:d7:4¢:13:91:9:55:06:71:18:31:51:
3e:83:df:4d:f9:69:28:10:51:92:69:34:€6:f2:84:13:ca:02:
28:9f:c0:b3:01:8d:1b:37:3a:€8:97:d5:4b:ec:89:3d:f5:ba:
99:19:52:1¢:37:8a:08:76:6a:a5:9b:ae:2a:a6:al1:b3:6a:74:
0d:e6:24:cc:de:78:¢7:10:17:43:6f:2f:4b:78:0b:2¢:93:a2:
26:04:73:d1:2d:40:f7:7¢:53:30:a8:ab:79:1a:f4:fc:c2:51:
fa:1f.e4:7d:d1:ff:c9:9c:c5:44:9b:e2:0b:b3:2b:5d:2¢:ff:
f4:9d:52:13:1f:9e:17:08:4b:45:a1:78:13:3e:f4:99:94:a8:
51:d2:¢c7:62

AT RS54 VDML "man x509" ZETSHBLTLESLY,

15 #. Windows Server TM IV AR— FAEICK o TIX. X.509 TIF%A: < PKCS7 DEE
BHEDRITZEZZTEHIENAHYET., PEMERTI VO — K& PKCST &, FHIZIFLL
TOESGHICBYET,

MIIMHQY JKoZlhveNAQcColIMDjCCDA0CAQMxDzANBglghkgBZQMEAGEFADCCAWCG
CCsGAQUFBwwDolIBWQSCAVUwggFRMIIBSTCCAQECAQEGCCSGAQUFBwWcBMYHxMIHu
AgEAMAMCAQEMgePnmbrooYzjgZXjgozjgabjgY Tjgh7jgZkglDBAODAWOTQWMDQs
IOWFpeS8muiAhSA0Q049QWRtaW5pc3RyY XRvcixDTj1Ve2WeyxEQz10dWSILERD
PWxvY2FsKSDjga8gQWNOaXZIIERpcmVjdG9yeSDjgavpm7virZDjg6Hjg7zjg6vl
kI3jgYznmbvpjLLjgZXjgozjgabjgYTjgb7jgZvjgpPjglLpm7virZDjg6Hjg7z]
g6vlkl3jga/ogL.zmmI7mm7jjgavov73ligDjgZXjgozjgb7jgZvjgpPjglINCjBC

AgECBgorBgEEAY I13CgoBMTEWLWIBADADAGEBMSUwIwYJKwYBBAGCNXURMRYEFEOP
GUiYTzv6j0du7G1IMBrmVdpfDMAAWAKCCCLQwggN4AMIICY KADAGECAhB4I/1jnCTO
pUg5201/cIfPMAO0GCSqGSIh3DQEBCWUAMEQXFTATBgoJkialk/IsZAEZFgVsh2Nh
bDEUMBIGCgmSJomT8ixk ARKWBHR1bmUXFTATBgNVBAMTDHR1bmUtQUQWMS1DQTAe
FwOxMzAzMDEwWMTIwMjRaFwOXODAzMDEWMTMwMjNaMEQXFTATBgoJkiaJk/ISZAEZ
FgVsb2NhbDEUMBIGCgmSJomT8ixkARKWBHR1bmUXFTATBgNVBAMTDHR1bmUtQUQw
MS1DQTCCASIwDQYJKoZIhveNAQEBBQADggEPADCCAQoCggEBAJWEbp4tphgll+Ak
El/DpUzhYI15BeWvuyBvn2uAkg0q9kBo+BVg44FxjrdQ0TnVkKbvjCflixjOo05H3
fPioaCYdWUmMwNFQmMfOXqUMJIb1vl/KcSJYtvsCqRFHM/DWWY 7+dVG65GOLgIGCqEW
7SJAC6Y6q+4A8+R5/kVXQYJEFI72YUGMoT4IVSDTmMDY UgrRr5q TVRNTrW2+Ow8Jx
orNBKTmfGN1hwor5MrNg5QBdkOHkXhUGFoMKY9HUhZWNmOTdR+dAjldtng9cSnRi
TZs3Zwtrst9XMy8iXM1G709hVSj40vOk+xaKK6Ppd2R6pvSwrpHgKsAESt13642F
cfYsg/sCAWEAAaNMMGQWEWY JKwYBBAGCNxQCBAYeBABDAEEWCWYDVROPBAQDAQGG
MA8GA1UJEWEB/WQFMAMBAfSwWHQYDVROOBBYEFDHa2XNInK5b+1kX2E1Gu+CVKkDt5
MBAGCSsGAQQBgjcVAQQDAJEAMAOGCSqGSIh3DQEBCWUAA4IBAQAIVINSNY/019fG
9BsStjzkh0XBQBtcKX3GcciRbp/xHdAaFxApallrfI BmVVzm6GaWsByJEAomGDmMR
JTYJIMPHbBtEQSet+AH/{EKE3ukzni49D/+P8VUAVQDI8jR5KuWO5j0llg1HZ/El6d
RryD2P+KQef310wTkflVBNnEYMVE+g99N+WkKoEFGSaTTm80QTyglon8CzAY0bNzro
19VL71k99bgZ+VIcN4oldmgim64gpqGzanQNS5iTM3njHEBdADby9LeAssk6ImBHPR
LUD3fFMwgKt5GvT8wIH6H+RI0f/InMVEm+ILsytdLP/OnVLzH54XCEtFoXgTPvSZ
IKhROsdiMIIFNDCCBBygAwIBAgIKcZ/HSQAAAAAADjANBgkghkiGOWOBAQSFADBE
MRUWEwWY KCZImiZPyLGQBGRYFbG9jYWwxFDASBgoJkialk/IsZAEZFgROAWSIMRUw
EwYDVQQDEwx0dWS5ILUFEMDEtQOEWHhcNMTMwMZzE4AMDYyMzI3WhcNMTQwMzE4AMDYy
MzI3WjBVMRUWEWY KCZImiZPyLGQBGRYFbG9j Y WwxFDASBgoJkialk/IsZAEZFgRO
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dW5IMQ4wDAYDVQQDEWVVc2WczEWMBQGALUEAXMNQWRtaW5pc3RyY XRvcjCBnzAN
BgkghkiGOwWOBAQEFAAOBjQAWgYKCgYEAmMw70c24sxT18fZylb4Xdic5opUf6vrca
WAJUHZjtMNBpXRVawPY ke0qqvsUCPrKajLSs21JCcs3dZbXQnlf2jsHQpdjBQML
gkXL/rN70yYVRSzmpt3ThUfzZN+WOJEGVZKbEpLURDEOrrf63XdTOUU93BIrcGsQr
rQxfrapxTWMCAWEAAaOCApkwggKVMBcGCSsGAQQBgjcUAgQKHggAVQBzAGUACjAd
BgNVHQ4EFgQUgANOFX+W/V2BgNmMJIbFSXNwwOcWYwCwYDVROPBAQDAgWgMB8GA1Ud
IwQYMBaAFDHa2XN9InK5b+1kX2E1Gu+CVKDt5MIHGBgNVHR8Egh4wgbswgbiggbWg
gbKGga9sZGFwOIi8VLONOPXR1bmUtQUQwWMS1DQSXDTj1BRDAXLENOPUNEUCXDTj1Q
dWJsaWMIM]BLZXKIMjBTZXJ2aWNIcyxDTj1TZXJ2aWNIcyxDTj1Db25maWdlcmFO
aW9uLERDPXR1bmUSREM9bG9jYWw/Y 2VydGImaWNhdGVSZXZvY 2F0aW9uTGlzdD9i
YXNIP29iamVjdENsY XNzPWNSTERpc3RyaWJ1dGlvbIBvaW50MIG9BggrBgEFBQCB
AQSBsDCBrTCBqgY IKwYBBQUHMAKGgZ1sZGFwOi8vLONOPXR1bmUtQUQwWMS1DQSxD
Tj1BSUESQO49UHVibGIjITIwS2V5JTIwU2VydmljZXMsQ049U2VydmljZXMsQ049
Q29uZmiIndXJhdGIvbixEQz10dW5ILERDPWxvY 2FsP2NBQ2WdGImaWNhdGU/Y mFz
ZT9vYmplY3RDbGFzcz1jZXJ0aWZpY 2F0aW9uQXV0aG9yaXR5MCkGA1UdIQQiIMCAG
CisGAQQBgjcKAWQGCCsGAQUFBWMEBQggrBgEFBQCcDAjAzZBgNVHREELDAQoCgGCisG
AQQBgjcUAgOgGgwY YWRtaW5pc3RyY XRvckBOdW5ILmxvY2FsMEQGCSqGSIb3DQEJ
DwQ3MDUwDgY IKoZlhveNAWICAgCAMA4GCCqGSIb3aDQMEAgIAgDAHBgUrDgMCBzAK
BggghkiGOw0DBzANBgkghkiGOWOBAQSFAAOCAQEAQ14G50/K46Yhyz1QK5+0RX4z
Muz5wmWmSwPT06sF33PpMift4wd07GvDNvadzadDeFyTtopYd/ngrVromrYI13XiC
PinatOZ9WyJpFcB7naUHJV2FhuoS9ait/NiaOVuBmUdhnmjssPmhc4nn5Xmk2QES
jD8Nu+L5km8Uz2CCYK6qW52AKAd4bc040SKt2lulyx6p6U4KGla6A892dEQpuU2PO
PjZCWQYVExtLyXflvf+iDmMIr+fKJew906pFoDVJJ1XeW+NSUFf53HiCTtoulhll
eCI18KjWRMuvuz2JtoSkzTN/IVIV1GaOb+wyfHpZeiBAsUe6s9+ISiYAaRPjQjGC
Ac8wggHLAGEBMFgwWRDEVMBMGCgmSJomT8ixkARKWBWxvY 2FSMRQWEQY KCZImiZPy
LGQBGRYEJHVUZTEVMBMGA1IUEAXMMdHVuUZS1BRDAXLUNBAhB41/1jnCTOpUg520l/
cIfPMAOGCWCGSAFIAWQCAQUAoOEowFwWY JKoZIhveNAQKDMQoGCCsGAQUFBwWwWDMC8G
CSqGSIb3DQEJBDEIBCCjOUFzwpcVe8+SrSFA9JXESKD2gz+7WivL6LLZXERmMYzAN
BgkghkiGOWOBAQEFAASCAQAr1Vb5xVXKN1ITRWVIUABIRIZXDYOTFXPTIPoOShIvV
zoVsN+ir4110zlgJAUJUkwxEVU4DPVY ge0zrZpCpnc/60JngvGwQn/XIOAg57Z99
goOWgTIhBK40WIyszo9DMFIYTQZhzZnaOAObXGsPLix+bP8r+KmkAbaBz1lw3Vhj8X
gmNx99kk16+UfSGaxptvuS9ePWRGC17Z35MizL19zIRjchXakykLRIDY Lx+rsBQu
1wC2TrZ0J6pZ7upLWX+wshXY2ALUCaBY 0j18fixwzSpvmDIgacJJ8mNbpS5IgF8V
Sx91+pErs3yUHN77vf+07V+5D40UzBS1L6Wy7b5JskZu

PKCS7 £ BN BHEAEZE S NT=[FIZIX. openssl 37 2 FT X509 DFFEAE % MW#F
TELBENHYET, LEED PKCS? DFIBAEIC. ROBYAYFETvAZEEML:

MIIMHQY JKoZIlhveNAQcColIMDjCCDAoCAQMxDzANBglghkgBZQMEAQEFADCCAWCG
CCsGAQUFBwwDoIIBWQSCAVUwggFRMIIBSTCCAQECAQEGCCsGAQUFBwWcBMYHxMIHuU
AQEAMAMCAQEMgePnmbrooYzjgzZXjgozjgabjgYTjghb7jgZkgiDB4ODAWOTQWMDQs

-(EE8)..

1wC2TrZOJ6pZ 7upLWX+wshXY2ALUCaBY 0j18fixwzSpvmDIlgacJJ8mNbpS5IgF8V
Sx91+pErs3yUHN77vf+07V+5D40UzBS1L6WY7h5JskZu

TED LS openssl AT Y FIZK T X509 SERAZED B #HAET,
# openssl pkcs7 -in pkes7.txt -print_certs

Subject (SEEFEH L1=LHE) HESESTHIEREL, SELBE LS CA S
s,

46



subject=/DC=local/DC=tune/CN=tune-AD01-CA
issuer=/DC=local/DC=tune/CN=tune-ADO01-CA

MIIDeDCCAmMCgAwWIBAgIQelfIY5wkzqVI10djpf3CHzzANBgkghkiGOWOBAQSFADBE

MRUWEWY KCZImiZPyLGQBGRY FbG9jY WwxFDASBgoJkialk/IsZAEZFgROdW5IMRUw
EwYDVQQDEwx0dWS5ILUFEMDEtQOEWHhcNMTMwMzAXMDEYMDIOWhcNMTgwMzAXMDEz
MDIzWjBEMRUWEwWYKCZImiZPyLGQBGRY FbG9jY WwxFDASBgoJkialk/IsZAEZFgRO
dW5IMRUwWEWY DVQQDEwx0dW5ILUFEMDEtQOEwggEIMAOGCSqGSIb3DQEBAQUAA4IB
DwAwWggEKA0IBAQCcBG6eLaY YJISPgIBCPwEYM4WJeQXIr7sgh59rgIKtKvZAaPgVyY
OOBCcY63UNE51ZCm74wnyCcYzgNOR93z4qgGgmHVIIsDX0JnzI6IDCWbyfynEIiWLb
7AgkRRzPW8FMO/nVRuUuRtC4JRgghMO0IQHOsugvuAPPkefSFcUMoxBSO82FBjKE+
CFUQ05g2FIK0a+ak70TU61tvjsPCcaKzQSk5nxjdY cKK+TKzYOUAXZNB5F4VBhaD
CmPR1IWcDZIE3UTNQI5SXbZ6VXEpOYk2bN2cLa7LfVzMvIIzZNRu6PYVUo+NLzpPsW
iiuj6Xdkeqb0sK6RACrABPLdd+uNhXH2LIP7AgMBAAG;ZjBKMBMGCSsGAQQBgjcU
AgQGHgQAQWBBMASGA1UdDWQEAwWIBhjAPBgNVHRMBAfSEBTADAQH/MBOGA1UdDgQW
BBQx2tlzfZyuW/tZFOhNRrvglZA7e TAQBgkrBgEEAY I3FQEEAWIBADANBgkghkiG
9WOBAQSFAAOCAQEAIISTbI2P6NFXxvQbErY851dFwUADbXCIIXnHIKWEf8R3QGhcQ
KWpSa3yQZzIVcsuhmirAciRAKJIhg5kSU2CTDx27REENrfgB/4xChN7pM54uPQ//j/
FVAFUAS5fI0eSrljuY9CCKtR2fxCOnUa8g9j/ikHNn99dME5SH5VQZXxGDFRPoPfTflp
KBBRKmMk0O5vKEE80CKJ/AswGNGzc66JfVS+yJPfWemfISHDeKCHZgpZuuKgahs2p0
DeYkzN54xxAXQ28vS3gLLJOiJgRz0S1A93XTMKIireRrO/MJIR+h/kfdH/yZzFRJvi
C7MrXSz/9J1S8x+eFwhLRaF4Ez70mZSoUdLHYg==

BN > TWNBERAZ(ZDTIL, openssl AR KSA U Y—ILHFIZLH>T, &
REOIZ x509 DEFRAEICEMRTESHBENHYET ., LH L Windows Server TR Y1F5
WiRIZZHTH D=0, SEAZOFEMIZ DUV TIE Windows Server DEEEZEIZRELVEHET
BLLDELRHDIRITIEDY FEA,

AD OARWBHY—/\EIBAE DR

openssl [Z1d SSL #4549 s client ¥ 7a< > KAFEHELEI (BEMIE "mans_client”
THEELTLEEIW, IR 1P A XXX XXX XXX XXX EWS IP7 KLAD 636 &
R—rAERTA FETI3GBICEUTOLSICLET,

# openssl s_client -connect XXX. XXX . XXX.XXX:636
#TTBHICIECl-C ZAALTLESEYY)

s_client #7372 FIFEESNFRA bR L. SSL #E#EF (215 5h 59—/ \GEEA
EEMAELFT, telnet AT FEIKERROBIEZITOI CELTEFIA, KRR TITF
ALFEFEEADT., EHRFOFHRZNFL-FHATCrl-C TERZUHWLEYS.

HREDRM T 52—/ \FIRAENBEY THWNMGE., HIZAETREDORIBIT— 4y
T—UHARTEINET,

Verify return code: 21 (unable to verify the first certificate)
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AD DR 52— /\FIBAZ L RREINDD T, openssl X509 a3 FETHE%
HERALET,

AEIDIRTEE—HT HIHEE. CCTIRESINS AD DY —/\IBAZEDHRTEN. BECE
20D CANIHZEDZENERLCTHDIETT T,

‘ issuer=/DC=local/DC=tune/CN=tune-AD01-CA

COiHE. LEED CARIAEZ openssl AMERAT NIE, BRIIHUT S AFERSH
FY. CAFEBAZE % cacrt EL-HA. IRV FSAVEUTOLS ITERE L THEZH
HTLIESLY,

‘# openssl s_client -CAfile ca.crt -connect 160.244.10.100:636

NTHBERIVIEBT HH5EICIE., AAAEDIEET SRR METT IV R ERAF
9, =&AL T T TIE ad0l.tune.local ~E#Ed 5 E D ERET 5 & letclhosts IZFD(KR
EELLGBUWRR MEZEC I LIZE ST, ARMBREZTHERLT. UTOLSICTA
ALFET,

‘# openssl s_client -CAfile ca.crt -connect ad01.tune.local:636

H—/ERAENMEBE SN -RITHENINSDE DI LFIFESINIZIZEE. openssls_client (&
TREDESITRELFET,

Verify return code: 0 (oK)

LLET CAGERAE L ZD CADLREITEIN-Y—/N\GIAEZEHET A EEZRLELT,
CORRTHFEEIS—HRETIERICE, v—N\EEELHELT, BIL-THEZ
FRRLTADLRIZBITL TS,

S BREMICESEIS—ARELELDE. EVWSBAITE. COHERBEOERET
2 RETL, FHEATFEINATOELAZRERLTLESL,
Shibboleth IdP THHRELEE

openssl EFNAX Y KRS A VIZK > THEZKRR HS ADADT I AW LI-iKEE
. Shibboleth IdP TRIZDHEEEHT AR EETVET,

£%: letc/hosts ITEMNT-RR FRICET 5L RTAERDIEHRIE Shibboleth 1P (Java) TH
BT,

DK IZCECER SN- CAIAEZEH I EH-OIZIK. HIZAETREDLSICAALE

9, SEFIAL TS Cent0S 6.2 [THULNTIL, keystore D/NRT— RIFER I TLVELY
KRETIE "changeit"Td ., CHDEXEIXIDK Z7 Y TT7— b LERICIIERITIHENHY
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# keytool -import -trustcacerts -alias "tune-local-ca™ -file /etc/openldap/certs/tune-ca.crt -keystore
{usr/java/jdk1.6.0_43/jre/lib/security/cacerts

(keystore M7V X 7 — K& CentOS 6.2 MIZZE TIL changeit)

ZNDET, ELWY—/\EIBAE %D LDAPS ERIBHDFREZITLVET . login.config
(FHZIXLLTDESI124BTL &S5 (bindDN 42 bindCredential HLIREEBICEHLY ET),

£ % Microsoft Global Catalog R— F ZF|IFAT 5154E. 636 FAR— k TIE7% < 3269 F
7|_€_ I\ %*Ijm L/gs.d_o

edu.vt.middleware.ldap.jaas.LdapLoginModule required
IdapUrl="Idaps://ad01.tune.local:636"
bindDn="admin@tune.local"
bindCredential="admin"
ssl="true"
baseDn="dc=tune,dc=local"
userFilter="sAMAccountName={0}"
subtreeSearch="true";

T, attribute-resolver.xml DBREELITIVNET .

<resolver:DataConnector id="myLDAP"
xsi:type="dc:LDAPDirectory"
IdapURL="Idaps://ad01.tune.local:636"
baseDN="dc=tune,dc=local"
principal="admin@tune.local"
principalCredential="admin">
<dc:FilterTemplate>
<![CDATA[
(sAMAccountName=$requestContext.principalName)
1>
</dc:FilterTemplate>
</resolver:DataConnector>
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