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#9514 (Application/Security/System) ZERL, "A X b s7% 7 U v
7 LET,

*1 http://www.hi-ho.ne.jp/denkas/library/
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87393 Application O A MEBERL TS
F

acility: Severity:
I™ Forward Information Events. 1) user
¥ Fornard Warning Events. 1) user
[ Forward Err 1) user
I Formard Audit Success Events.  [(1) user
v Formard Audit Failure Events. 1) user

Ll e dells
=)
2
[E0 B BN N K

TR AERTE

Py |

23 Exknw JERE

kT 5w 7 2@ IR L £ 7 EHREE L CEOMLE 7 Windows 1 X2 M A& 3R L |
Facility & Severity ##%/E L £7, (Hinemos T, Critical #~ v F &ML 3554
(2%, Critical Z3®@R L £, )

Windows A X2 MNER] :  Facility (FE5I) : Severity(L-L)

24 NTSyslog D& E Lk

U

ZOBEL, TEAE7 Y v 7 LEEIS, TRV YA MUICHERShET, RED
BISHRnWE, B Z7PREESNRVOTERE L TIZEN,

{1

Application :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥Application
Security :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥Security
System :

HKEY_LOCAL_MACHINE¥SOFTWARE¥SaberNet¥Syslog¥System

25 NTsyslog D7 A VA BRETEHINDHLI ALY

KLYV ANY T, A2 ha2 (Audit Failure/Audit
Success/Error/Information/Warning) @ [ —# ] LW HIEHEN 10x0000000 (0) |
DEIICRRINET, ZOONOEFN 1 Lo TNDHAXRy ba TR IBET D
n7 e L TRERSNIZH DT,

AL A2 27 ) w7 LTHEA T 22U ET,
[Zy Fr— 2] [EFH Y — ][ — ] 2RIR L F7,
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FHAD N KR AATH

~+ B FOR FH .-

TR

e
MTayubeg 1L KL . :‘_’-H'-‘.ﬂﬂl -7 P =]
T w e o
Tiialin e Kacal
R
s =
= =
L] Loce
" s
i
el
bl
"
=
"
"
i B
an
e e
:
=
:
amn
e
i
"
an
" e
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' aeh T

26 V—vRFAT S
6 NTsyslog # FiLE) L7,
PLEDORREIZL Y | #5kw V3% EDFRMIZ~ » T L7z Windows £ X k% Hinemos
VR =T I CHRELET, EBEF 10T LICE TS NnET,

P C.Hinemos ¥ *— ¥ @ syslogng |Z%f L CHEELEH 2TV ET, Z O TEIL.
Hinemos v 3*r— Y v /Ny 7 — (ver. 2.4.0 LIFE) (Z[FEHMH STV % rpm L D syslog-ng

A VA=V UTEEAIIAE T,

letc/syslog-ng/syslog-ng.conf ZLL T D L 5 IZHRE L £7°,

options { sync (0);

time_reopen (10);

log_fifo_size (1000);
long_hostnames (off);

use_dns (no); — use_dns (yes);
use_fqdn (no);

create_dirs (no);

keep_hostname (yes);

stats (86400) ;

=N

N
==
oR

27 Hinemos v R —Y ¥ <D syslogng XELE

26. P37I—Yx b AVEREI—DI Y FOXFI—FEE

VaTDIATHRE L TRITMAZDTEDLAYyE—Y (Va7 L TEITEINLS
o ADEHENT) - EHEL T —) OXFa— R iRk —Y 2 M TRHI LD TE
DEEMR O T 7 7 A NDOLFa— REEETHIENTEET, HET L HEIETREY
77 L ADIIEE TSI,
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2.7. SNMP Service Dty r7 v

Windows ECSNMP =— > = F2EMESE L Z LIk, CPU, AEVEDY V—
AEREBGET A ENAEEEL 2D £9, 22Xk Y. Hinemos @ SNMP BEEARMEEE 2 fiF
3252 ERAEEICZ2 D £77,

PUFCliX Windows OFEHE SNMP =— Y = haty N7 v 75 FIEEZRLET,

1. [z bre—nxu]-[7a 7S5 AoBEMmE Y] Z2 %8R LET,

| EEET T

B A =L ERTOS T0 T S T ERI0S5L0ETE TZRLE 2w ‘]

16200MB

% Uhapius Viersion 150 AIME
W # Unities and SDK for UNDi-based Aeplcations LAEd 28000MB
Emr il | ) wintoms Pescurce it Tooks #4x 1866ME

28 SNMP~=—Y =z by b7 v

2. [Winodws =T R—3 > bDBINE HIFR] 2R L £9°,

Windems ToR—R 2k e -F

Wirnlows Tull=320 b
Windows (=3 FEBRLCNEET 227,

o e o L S

2L TR
TR=3HE
SUE-F ALAR= 2R |
BUE-HeE 5 MB
¢ - HEEngnER noME
PR P hd|
L g-ﬂwnam-—a 1178 =T AR H LUK TSRy - L RN TLG
LR oL 44 M@
TaF 2 100818 M _mao. |

CETE et A |
29 Widnows 2 AR —3R > FDiBH & HIER

3. [BHEtlEe=¥¢ Y—N]Er Vv 7L, GEHHIRY 2T LET,
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EAEEE Y- [x]

EFrh REDUJGbZ SN ARBRE BT A PR AT BT EDT 130
22 ‘ctt, IENBOCEFRLET. DR - HISENTOBHN

Dgi“}gf’w IRy b 12MB

0 AubD—h TN AQPLT LT RERR L, F b= D)) D—DAT - e RS
FET VL MIEEN TET.

BERT AT E 53 B e
ZEET 1 ADR 98454 MB =
et

X 30 Widnows 22 >R —3R 2 hDBEM & Bk 2

(S y hU—2FH 71 ha/LSNMP)x=F=v 7 L, [OKIAZ 2T LET,
[Windows = > AR—x% > b7 ¢ — RI TR~ EZH T LET,

A A M—=/LOiEfE T, Windows @ Disk # Z:R I 556121%, @Y7 Disk & A
AIOKIZH T L ET,

AVARN—IPRET LEL"E T 27 v LET,

[= br— ] [FEY — V][ — B X[ &8I L, SNMP Service (23T
FI7 Vw7 [TaRT g ZE@RLET, AT rIRERRINEDL, [EX2 VT 1]
BT BRI TLEEN,

(m—AhN T/81—%) SNMP Service DFOHT1 [2]x]
22 | ooy | @iE | vk ez EET | s |

W SRR

BRI TR

TEaTTq K= [
public SEHATIDH

BEE. | HBRE

& FATOHRD DS SNMP Hirs MESHTIHEE!
—C CNBOARARNS SNMP 4y FERGHTIEMD

B | mEo. | EEo |

ok | wmebwn | mmw |

31 SNMP #—t2D7 a7 4

ZFTF DI 2 =7 44 T, Hinemos ¥~ 32—V ¥ THRELTWHaI =T 144
(77 #/v F Tid public), SNMP /7 v F &% (757 A MZ Hinemos ¥~ R—
¥ORAMERLZ, IPT RLAZRELET,
. Windows 7 7 A4 7 U 4 —/L CSNMP KR — U > 7 (udp 161) N EEARETH D = & & fif
BLET,
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28. UYV—REREERT 5-DDETE

Hinemos ®» V YV — X B W M ue - M & MM CTI1X. SNMP o
UCD-MIB(1.3.6.1.4.1.2021) % F]H L T, MEeefEs B L T\ ET,

L7>L Windows FE#» SNMP —— = > %, UCD-MIB(1.3.6.1.4.1.2021) % ¥ 78—
FLTWEHA, 2 THinemos T, SNMP =—> = > h2PLET A2 LT, U YV —
AR OBGZER L THET,

SNMP =—2 = b Z2YLIRT DO OREIT, ==V =2 b VA b =TI TTbIVE
9, Hinemos =—>Y = h& A VA F—AHEF, SNMP =—> =¥ NOZr%EEY T v
TTL561E, FRTLIYA NI ORELZTILERHY £7, (Z0HEH SNMP
Service 1 VA h— /L L TELIMLERH £7,)

SNMP —— ¥ = > b OJRIERE PRI TRo@E Y TH,

1. SNMP Service #{LIET 572 DR E
JERET 57280 DLL 2 LY A VIR LET, (Tt EHIX Ver. 3.1.0 DHA)

& — {HKEY_LOCAL_MACHINE} — {SOFTWARE} — {HinemosAgent} —
{SNMPExtAgent}
481 Pathname
FHAR REG_SZ
7 —% C'¥Program Files¥Hinemos¥Agent3.0.0¥1ib¥
HinemosSNMPExtAgent.dll

32 SNMP =—¥ = > MEBEDZOHOLYX MY REL

FRETEEGE LIV YA MY F—%, SNMP Service #HiiET AT —T = b & LTHE
#k L E£9, SNMP Service /X, Tit® ExtensionAgents UL FIZHEiE=—T =2 b
(DLL) Z${E3 52T, SEIERMIBIZHIGT DI ENTEET,
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X — {HKEY_LOCAL_MACHINE}—{SYSTEM}— {CurrentControlSet}—
{Services}—{SNMP}—{Parameters}—{ExtensionAgents}

44 i Hinemos_agent

FHIA REG_SZ

7 —%4 SOFTWARE¥HinemosAgent¥SNMPExtAgent

X 33 SNMP =— =¥ MEROZDO L IR b U RE 2

2. $LE DLL OF &
32 SNMP=— = o MNMEEDOT- OO LA NYERE 1 TRE LB LEH
ODLLAZEE L T FEV,

3. SNMP Service D)
[Zy Fr— R [EEY — L] —= [ — B A] &38R L, SNMP Service % F L)
LTL7EEN,

29. TNARBETOYY—REREZERTH-DDHRTE

Hinemos Tl&, T4 A7 « X T —27IZOWT, T /5 ZAHN OVEREE %2 B - B
THZENTEET, 73 ARMOMRBMEZ TG 2720121X, VAT FUIFHRIC, —
ROTNA ZNEHRE B L TBBERZHV ET, 22T 74 A7 - Ry NT—I1F
WA BERT 27O E R FNRIZ DWW TR L £ 7,

® T AU IEROBEITIE

Windows / — FDT 4 Z 7 {FMEEH T 27201213, T 4« 27 OfFHE Y R
CRVIZERETHAMNENHY ET, ZUC XY, BT ¢ A7 BN CHEREME & B
THZENTEET, TRDOEIITLT, @7 4 A7 OfF#A Y AT b U IR
LTL7EEN,

1. 7314 Z INDEX
A RIATDHEEEZ1E LT, BT LT 7y MOIEE CINE L7EE AT

LTL7ZEW, (CFIALTDEAE3, D RIATDEHEA LR ET,)

2. TNA R4
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RIATXFe AN LTS, EEOARTIZRET DI LAAHETT,)

3. T3 AFE]
“disk”& AL TR S,

® NIC OGS 1k
a—Ww==aT7 )V 1441, 7 — FIEFROIERR  NIC {FHOBEHIE] 22R LT
&V,

% Windows 2000 Advanced Server D7 4 A7 1M AR T 555
Hinemos Ti&, Windows /— RDT 4 A7 {FHE, N7+ —~v 2 ZAE=F Dbl
THAAIFAT V27 FEVERELTWET, Windows 2000 Tid, 7 4 X7 47
Vs MCMT DERBIHIT 74V N TEHT7 Lo TW0DH T, Faia~vy Ra%E
ITLTAUVICER L TBLSMLERDY £7,
(2% : http‘//support.microsoft.com/kb/253251/ja)

# diskperf -YV
X 34 #HBETFTAAIAT V7 bt iltbavwr P

2.10. SQL BERDT=HDEEE

Hinemos TER 21T 5 72121X. UV E— F 7225 RDBMS IZ#5i TE AL E R H D F9,
PLUFTIX, Windows ETREIZA A b—/L & T 5 PostgreSQL (235 T, SQL AR
ZA[REICT ARz R L ET,

A7#E : Windows Server 2003 (Z postgreSQL 8.1.3 731 > A h—&NTWH & LET,

1. [Fm 277 A]l—[postgreSQL 8.1]1—[##ik 7 7 A /L] —[postgresql.conf D] % R L
i ‘a—o
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W pahdmin T - S0 F 8K L7 ¢%

LD WD A

o _NELSELRE
5 Lk [T 2
T~ borgoe_nama
I ter_ackdrenises locahast what IP address(es) to ksten on;
P ma_cornaction: 1
¥ port ey
™ sgmenuser_reserved_corn.,. 2 -

™ unin_socket_deectory
™ unis_socket_group

™ urin_socket_pesmrisions orrr oot

™ athentication_brmoout ] 14610, In saconds
™ do_uses_namespace oft

I kaby_caesrs_ursers off

I lab,_sorver_hostrame

™ kab_serves_kevile

T kb _srvmamee porstgres

I passwand_prcryphon on

s off

I check_furction_bodies. o;

I defat_tabiepace

I™ dafaut_trarsaction_isclation read committed

™ default_tarsaction_resd_... off

I saavch_path ot puble: schorna names

I staternent_timecut a 0 dissbled, in milsaconds
I trarmaction_jsolation

I tranzaction_rad_orly

™ australan_tmeazones off

™ chent_erodg st actualy, defauts to databae

™ Datastyle

I avtea Aozt st n e 15 w3 -1
| B

E-Program v cand 7

35 PostgreSQL DREF A T s

[listen_addresses] Z 2R L[FTHE] T = v 7 Z AL, "localhost’#7* 1 E X #1 2 . [OK]
7 Uv 7 LET,

B listen_addresses” iR E

aTHE I
& |*
J#b |what IP address(es) to listen on;

listen_addresses
HF: Connections and Authentication f Connection Settings
A b Postrnaster -t —/{-RRla%E T b

Sets the host name or IP addressies) to listen to,

AL ot |

36 PostgreSQL DHREF AT 0T 2

[7 7 A V- URAFI IR U, W=7 ¢ # 2P £ 7,

[7'v 7' Z A]l—[postgreSQL 8.11 =[5 7 7 1 /L ]1—[pg_hba.conf D] &R L F
7
N7 2 8 AR T 4 X DT =T Mo DH—FETOLVA—RadTNr Y v
LET,
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@ peAdmin I - KehTF POUAZEE T77

M REE ATH
= AR
Forw [Fopa-a [2-%- [1p-7ELA [FE  [479as |

¥ haost  all al 127.0.0.1/32 mds
I host &l all 11/128 md5
u

4| g
C:¥Program Files¥PostgreSQLyE, 1¥data¥pg_hba.conf ARk A

37 PostgreSQL DHREF AT 3

BIWT= %4 7 a2, hinemos ¥ 32—V ¥ MLt DB ~7 7 AA[gEL 72D K 9HIZ
REEITVET,

BSOS P PO A2

Tk =

ot st =

Fh-a ]
1-t— Ih\memus j
P PELA [152.168.0.0/24

ik st =

AT [

I Sl

38 PostgreSQL DHREF A TR 4

[7'v 7 Al—[postgreSQL 8.1 =[#kD VYV v — K227V v 7 LE7,
Windows 7 7 A 7 7 4 —/LDFET, PostgreSQL Dilf5 K — b (tep 5432)A% {7 7]
BETHDHI LR LET,
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3. Windows fRT—> x> FDFHIFREIEE TIPS

AREITIL. Hinemos =— = » b for Windows #f|fi4 25 ETOHIRE ., E DR %
BT 570 TIPS Z Z#HA L £,

3.1. TaJEEHEE
3.1.1. PaJEBEREDFIREIE

(1) 77 A NVEERITFIHTE £ A,

Hinemos Ti&, ¥z 7EHERE Y 7 A MEEIC ssh 7’1 ha v ZFH L TWET,
Linux fi=—Y = > FTliX, 7 7 A /LD E[FIL T ssh 7 —F > (openssh) ZFIH L, 7
7 ANVDOERENE T, ssh 7 747> hopensshhDa~ > REFITTHZ LIk, 7
7 A WHREHERE 2 B L TV ET,

Windows it Cli% Windows OS 237 7 +/L k Cssh 7 —F>, ssh 7 747 &
it L Thiane, 77 A VERIRITFIH TE £ A,

BIfED L Z A, Windows BRIE T CX % ssh7—F>, sshZ7 747 K, Java
D ssh 7477 V7R EEICHONWTHIEEZIT> TV ET,

(2 YaT7oEHh—F i — e RAEB—WF L —EH L R2TIER A,
Windows ji—=— = > b & —E X EET 255G, Windows BREE EDY 5 7D FE
o —Fix—e 2EH2—Y% (57 /L k SYSTEM) ZEELTFEW,
Windows i =— = > M & FE)TEEIT S (vbs 2347T) HH, =— V= Mol
Lica—HPa2Ya 7OEGH—FL LTHREL TR,
Windows fR=— = o hOEEEj —F L B HHERTY a 72 FAT LI2WIGAEITE,
R — P2 EET D, KEO”Y a 7E PR TIPSO k%2 TSR T S0,

(3) Windows Server 2008 Tld#— bt A f#j—4# % SYSTEM = —HIZHETHZ &M
TEFEHEA,
Windows Server 2008 TlE=—Y = M & —EXEBT L5545, F— X EB) =
— % SYSTEM LSMIAEE L TFEUY,
P—eRE#E 2 —% % SYSTEM 2 —HLND2—PFITRET D56, 22— P4 &
NAY = RRRBBNCRDET, ZDD 0S DA—WT T FO/NAT — RaZEH
L7eGBIT Y — e A E#B 22— O RRATV = FEFHENTICAERE L T ZE N
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3.1.2. 3 JEEHEED TIPS

Widows J:’C“Z%éﬂ“—"ff“?%ﬁ LTCWATaZ I hhb, lOa—FHERT e 7T L%
FEITT H7-0121%. runas.exe 2~ RO —XICFIH &SN ET, L2 L. runas.exe I~
v R% Hinemos THHATA7=DICLLTFDO 2 >ORENH D £97,

1. %%@T*ﬁbk%fmtx@%T%ﬁof%TL&wo
2. F 7t AOKTIREZLZ Hinemos ¥~ R — Y ¥ IZIKTZ E N TEARW,

1. . Va7 xy h&EFITLIE L X, runas.exe N7 BB RAE T 4 —7 LT EEZICHK
TT D70, AROFATHRMIL 725 X% runas.exe D7 0B ADK T 2R3 I2H% Y
a7 REBLTCLE I AR S D Z L2 EWRLET,

2. 1%, runas.exe |, Fito ko2, F+7 AR T 4 —7 CTENEFKRTZRT 2D
TR ARREKT L THEOK TREL X — :Lﬁﬁé_&ﬁ?%&wkmo
ZEEEWRLET,

AHIRIIEOER THREET 5 Z ENTEXEHAN, FIHAFIEIC X > TUIFFARIEN DM
nEHA,

1. BEOYa7oxy 7 LTHWD, Va7 xy hOREOY a 7728 KD
KBRS CTdo D MBI FIZHW D, ZDY4A . runas D7 0D
FATRERITZ DN D RNWTeD FERITA X b I L Tr ZEREITH %O L
RNBVETT,

2. runasx2:b\W\W9H 7 U —V 7T NEFHT 5,
runasx (ZIX, F7READRKTTLHET, BGZKRTLARVWEWI AT Vg R
bV ENEEHTHZ & T U 7*“/ FEEMLEZEBYEESEDL 2 LN TE
£7, AL, runasx Z# W HEIZIL, Tieodlnd v £47,

A—PTHT L FO/NRAT — R EERE LRI R 57280
F7ut RO TIREZ PG TE 20

C:¥hinemos_agent¥runasx¥runasx.exe /wait /user:test_user /password:test_pass notepad

2 http://www.anikun.net/software.htm”2>5 % 7 > o — K[ gE
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3.2.

39 runasx OF|HAT S bat 7 7 1 /L4

BRI

321 ENREEOHEEE

n— K7 RXL—U2 G752 &N TE RN

Hinemos ® U ¥ —AEAR G, SNMP @ UCD-MIB(1.3.6.1.4.1.2021) % %] L C,
PEBEME 2 HUfS L TV E 9, Windows (23132 U Y —REHCIL, HIRFHEE LT, =
— RT7RL—=VEREGT L ENTEEHA, BEMICIE, TROEHEZRY 9,

n— 7L — 150
7— RT7R_RL— 5 5
17— R7_L— 15 458

Hinemos % AT, Windows O — K7 XL — U AT 25 kL LT, SNMP B
WEFHTLHZ LA TEET, HOST-RESOURCE-MIB 76, ik 1 5o — K
TR —VONWHE (BALE%) 2BGT 252 &R TEE T, SNMP EE#IC T,
hrProcessorLoad (OID : 1.3.6.1.2.1.25.3.3.1.2.1) #{EEL T 7E I,

MEL R 7 A TR 2 7256, SNMP Service O FFECEN A 05
ULA—=NTIT 4 A7 28 LB E, W N7 A4 70882 725451%,. SNMP
Service Z FLEI T A2 ML E N H Y 7,

syslogng B, 77U —varu RO 7 4 VEERTE

Windows / — NIk 5 v VR Z FZT 256 ik S d 7 ORBIT M AR
—ANEFENDZENDY 7, 72L& 2L, "test_log” & W9 SUFEFN E R Lo WS
Wi, 74V H S E LT, 7 test_log.*” CREIEEDOLTFHNZEE) O LI
ETDHMENDY 7,
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3.3. HEEEEMEE
3.3.1. MEEEEOFIREEIE

3.2.1 TR~ L 912, Windows D2 — RT7RL—52BWGT 52N TEEHA, D
7-% . Hinemos OMEFEEFREETIL, n— FRT7T XL —T DU TV X A AFER, FEREERIN
ENTEETA,
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